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Abstract The company has recently closed a $7-million series A [22],

In the 2018 midterm elections, West Virginia became the
first state in the U.S. to allow select voters to cast their bal-
lot on a mobile phone via a proprietary app called “Voatz.”
Although there is no public formal description of Voatz’s se-
curity model, the company claims that election security and
integrity are maintained through the use of a permissioned
blockchain, biometrics, a mixnet, and hardware-backed key
storage modules on the user’s device. In this work, we present
the first public security analysis of Voatz, based on a reverse
engineering of their Android application and the minimal
available documentation of the system. We performed a clean-
room reimplementation of Voatz’s server and present an anal-
ysis of the election process as visible from the app itself.

We find that Voatz has vulnerabilities that allow different
kinds of adversaries to alter, stop, or expose a user’s vote,
including a sidechannel attack in which a completely passive
network adversary can potentially recover a user’s secret bal-
lot. We additionally find that Voatz has a number of privacy
issues stemming from their use of third party services for
crucial app functionality. Our findings serve as a concrete
illustration of the common wisdom against Internet voting,
and of the importance of transparency to the legitimacy of
elections.

1 Introduction

In 2018, Voatz, a private Boston-based company, made history
by fielding the first Internet voting app used in high-stakes
U.S. federal elections. Mainly targeting overseas military and
other absentee voters, Voatz has been used in federal, state,
and municipal elections in West Virginia, Denver, Oregon,
and Utah, as well as the 2016 Massachusetts Democratic
Convention and the 2016 Utah Republican Convention [38].
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and is on track to be used in the 2020 Primaries.

In this paper, we present the first public security review of
Voatz. We find that Voatz is vulnerable to a number of attacks
that could violate election integrity (summary in Table 1). For
example, we find that an attacker with root access to a voter’s
device can easily evade the system’s defenses (§5.1.1), learn
the user’s choices (even after the event is over), and alter the
user’s vote (§5.1). We further find that their network protocol
can leak details of the user’s vote (§5.3), and, surprisingly, that
that the system’s use of the blockchain is unlikely to protect
against server-side attacks (§5.2). We provide an analysis of
these faults, and find that exploitation would be well within
the capacity of a nation-state actor.

While the introduction of Internet voting in the U.S. is rel-
atively new, the history surrounding electronic only voting is
not. In the wake of counting errors, recount discrepancies, and
uninterpretable ballots wreaking havoc during the 2000 U.S.
Presidential race, Congress passed the Help America Vote
Act (HAVA) [49], a bill targeted toward helping states move
away from outdated and problematic punchard-based systems.
The Election Assistance Commission (EAC), a new executive
agency created by HAVA, was charged with distributing these
funds, and has since provided over $3.3 billion to various
states to help improve election infrastructure [25].

Unfortunately, HAVA lacked stringent guidelines on what
replacement systems were allowed to be purchased. As a
result, many states acquired unvetted electronic-only voting
machines, known as Direct-Recording Electronic (DRE) sys-
tems. Numerous studies have since shown DRE systems that
lack a paper backup are extremely vulnerable to a wide range
of attacks, allowing adversaries to surreptitiously change the
outcome of an election [17,27,64].

Today, we are witnessing similar developments in response
to Russia’s interference in the 2016 election. Bills have been
introduced in both the Senate [41] and House [59] that aim to
provide funding to revamp election infrastructure. At the same
time, there has been renewed interest in cryptography due to
recent advances in accountable and transparent systems such



Attacker Capability

Adversary
Suppress Ballot Learn Secret Vote  Alter Ballot Learn User's Identity Learn User IP
Passive Network (85.3) v’ v’
Active Network (85.3) v’ v’ v’
3rd-Party ID Svc. (85.4) v’ v’ v’
Root On-Device (85.1) v’ v’ v’ v’ v’
Voatz API Server (85.2) v’ v’ v’ N v’

Table 1: Summary of Potential Attacks by Adversary Type: Here we show what kind of adversary is capable of executing what
sort of attack; e.g. a Passive Network adversary is capable of learning a user's secret ballot, and the User's IP. The viability
of some of these attacks are dependent on the con guration of the particular election, (the ballot style, metadata, etc.), see the
relevant section listed for explicit details.

as the blockchain [48], and the proliferation of mobile devices parency of the democratic process to ensure that no party or
carrying hardware-backed secure enclaves for cryptographicoutside actor can unduly alter the outcome.
operations as well as biometrics. Methodologically, our analysis was signi cantly compli-
The result is increased speculation about how mobile de-cated by Voatz's lack of transparency — to our knowledge, in
vices can be used to safely allow for voting over the Internet. previous security reviews of deployed Internet voting systems
At the time of writing there are at least four companies at- (see Switzerland [34], Moscow [30], Estonia [57], and Wash-
tempting to offer internet or mobile voting solutions for high- ington D.C. [62]), researchers enjoyed signi cant information
stakes elections [47], and one 2020 Democratic presidentialabout the voting infrastructure, often including the system's
candidate has included voting from a mobile device via the design and source code of the system itself.
blockchain in his policy plank [8]. To our knowledge, only ~ We were instead forced to adopt a purely black-box
Voatz has successfully elded such a system. approach, and perform our analysis on a clean-room re-
Unfortunately, the public information about Voatz's system implementation of the server gained by reverse engineering
is incomplete. Voatz's FAQ [5], blog, and white paper [42] Voatz's publicly available Android application. We show that,
provide only a vague description of their overall system and despite the increased effort and risks to validity, our analysis
threat model; Voatz claims it leverages some combination of is suf cient to gain a fair understanding of Voatz's short-
a permissioned blockchain, biometrics, and hardware-backedcomings. In particular, we demonstrate that our attacks stand
keystores to provide end-to-end encrypted and voter veri - UP against optimistic assumptions for the unknown parts of
able ballots. However, despite calls to release a more detailedvoatz's infrastructure (see §5). We hope that this work serves
analysis and concerns raised by many in the election security2s @ useful discussion point for policy makers and future re-
community [24, 50], as well as elected representatives [54],searchers, and can be used to encourage system developers to
Voatz has declined to provide formal details, citing the need be more transparent.
to protect their intellectual property [60]. Worse, when a Uni- ~ The rest of the paper is organized as follows: We begin in
versity of Michigan researcher conducted dynamic analysis 82 With short background on the security requirements of elec-
of the Voatz app in 2018, the company treated the researchetions, Voatz's claims of security, and known work analyzing
as a malicious actor and reported the incident to authorities Voatz. We continue in 83 by describing our reverse engineer-
This resulted in the FBI conducting an investigation against ing methodology, and discus how we minimize threats to
the researcher [36, 40, 43, 63]. validity. In 84, we illustrate Voatz's system as discovered in
This opaque stance is a threat to the integrity of the elec-0ur methodology, including all parts of the voting process, the
toral process. Given the contentious nature of high-stakesSerVer infrastructure, custom cryptography used, and provide
elections! the stringent security requirements of voting sys- & brief @scussmn of factors we were unable to con rm in our
tems, and the possibility of future interference by foreign analysis. Next, 85 enumerates the attacks discovered in our
government intelligence agencies, it is crucial that the details halysis of Voatz. We conclude with a discussion in §6 to pro-
of any elded election system be analyzable by the public. vide lessons learned and recommendations for policymakers
The legitimacy of the government relies on scrutiny and trans- N this space moving forward.

1We refer to high-stakes elections as those where adversaries are likely2 B ackg round
willing to expend resources to alter the course of an election. Certain elections,
like student governments, clubs, and online groups are generally considered . . . . .
“low stakes,” where federal or municipal elections are *high-stakes.” Thisis |1 this section we describe some of the security requirements

consistent with the research literature on the subject (see, e.g. [7]). commonly seen in proposed cryptographic voting systems.



We then discuss the claims made by Voatz, and conclude byschemes that tally votes over the vote ciphertexts, so that one
providing an overview of prior analyses of Voatz. need only decrypt the an aggregate vote, maintaining individ-
\oting as a research subject in both applied vulnerability ual voter privacy [14], but it is unclear from the FAQ if this is

discovery and in cryptography is not new. Below is a short de- what Voatz intends.

scription of security de nitions commonly used in the voting ) _ ) _
system literature. Voter anonymity: Voatz claims that “the identity of the voter

is doubly anonymized” by the smartphone and the blockchain,
Correctness and usability: To ensure the legitimacy of the ~and that, “Once submitted, all information is anonymized,
election, a voting system must convincingly show that all routed via a ‘mixnet' and posted to the blockchaih.”

eligible votes were cast as intended, collected as cast, and . ] ) ) ]
counted as collected [15]. Device compromise detection:Voatz claims to use multiple

methods to detect if a device has been jailbroken or contains
Secret Ballot: A secret ballot requires that 1) No voter is malware, and that “The Voatz app does not permit a voter to
able to prove her selections, and 2) no voter's choices canvote if the operating system has been compromised.”
be surreptitiously released or inferred. The goal of a secret
ba”ot is to provide an election free from undue in uence: |f a Voter Veri ed Audit Trail: \Voatz claims that voters receive
voter is able to prove the way they voted, they can sell their @ cryptographically-signed digital receipt of their ballot af-

vote, and if a voter's preferences are leaked they may sufferter their vote has been submittedhe guarantees of such
harassment and coercion [16]. a receipt are unclear, although, perhaps this is meant to pro-

vide similar guarantees as seen in the End-to-End veri able
End-to-End Veri ability:  End-to-End (e2e) veri able vot-  cryptosystems mentioned above.
ing systems have the property that voters receive proof that
their selections have been included, unmodi ed, in the - . .
nal tallying of all collected ballotsyithout the need to trust 2.2 Prior Scrutiny of Voatz

any separate authority to do s@here have been research \while we are the rst to publish an in-depth analysis of
prototypes developed that provide such guarantees while\patz, others have raised concerns about their system, security
maintaining a secret ballot, using techniques such as visualy|aims, and lack of transparency. Jefferson et al [37] compiled
cryptography, homomorphic cryptography, invisible ink, and 5 jong list of unanswered questions about Voatz, including the

mixnets [13,19-21,55]. app's use of a third party, Jumio, as an ID veri cation service.
Several writers observed the election processing and audit of
2.1 Voatz's Claims of Security the Voatz pilot during the 2019 Denver Municipal elections,

) ) o _ and found that the main activity of the audit was to compare a

Although there is no public, formal description of their system, server-generated PDF of a voter's ballot with the blockchain
Voatz does make a number of claims about their system's pqck recording the same [35, 58]. Kevin Beaumont found
security properties via their FAQ [5]. We provide further \ynat appeared to be several Voatz service-related credentials
quotes and analysis on these claims in Appendix A, and agp, 3 public Github account [11], and that the Voatz webserver
short summary below: was running several unpatched services [12]. Voatz responded
citing a report from the Qualys SSL checker as evidence of the
site's security [46], and later claimed that the insecure server

eaumont identi ed was an intentionally-insecure “honeypot
operation" [61]. As a result of this public scrutiny, in Novem-
ber 2019, U.S. Senator Ron Wyden called on the NSA and
DoD to perform an audit of Voatz [54].

Immutability via a permissioned blockchain: Voatz
claims that once a vote has been submitted, Voatz use
“...blockchain technology to ensure that...votes are veri ed and
immutably stored on multiple, geographically diverse verify-
ing servers.” The FAQ goes into further detail, discussing the
provision of tokens for each ballot measure and canditiate.

End-to-End vote encryption: Voatz makes multiple refer- 3 Experimental Methodology
ences to votes themselves being encrypted “end to €nd.”

To the author's knowledge, there is no formal de nition of - Ag performing a security analysis against a running election

end to end vote encryption;” for example, itis unclear where geryer would raise a number of unacceptable legal and ethical

the “ends” of an end to end encrypted voting scheme are. It

is worth noting that there exist homomorphic cryptography  “Sections “How is anonymity preserved?" and “How do | vote?”

5Sections “If a user's phone or mobile network is compromised, is their
2Sections “How do we know if the Vioatz app can be trusted?" and “How vote compromised as well," “What happens if the smartphone is hacked,”

does the Voatz blockchain work?" and “If a user's phone or mobile network is compromised, is their vote
3Sections “If a user's phone or mobile network is compromised, is compromised as well?"

their vote compromised as well?" and “What happens if the smartphone  ®Sections “How do we know if the Voatz app can be trusted," “Is there a

is hacked?" paper trail," and “How can votes stored on the blockchain be audited?"




concerns [53], we instead chose to perform all of our analyses
in a “cleanroom” environment, connecting only to our own
servers. Special care was taken to ensure that our static and
dynamic analysis techniques could never directly interfere
with Voatz or any related services, and we went through great
effort so that nothing was intentionally transmitted to Voatz's
servers’

To gain a better understanding of Voatz's infrastructure,
we began by decompiling the most recent version of their
Android® application as found on the Google Play Store as
of January 1, 2020 and iteratively re-implemented a mini-
mal server that performs election processes as visible from
the app itself. This included interactions involved in device
registration, voter identi cation, and vote casting. We used
two devices for our dynamic analysis and development: a
Voatz-supported Pixel 2 XL running Android 9, and a Voatz-
unsupported Xiaomi Mi 4i running the Lineage OS with An-
droid 8, both jailbroken with the Magisk framework [2].

In order to redirect control to our own server, we were
forced to make some small changes to the application's con-
trol ow. To reduce threats to validity, we limited these mod-

i cations to the minimum necessary in order to redirect all
network communication. We:

Figure 1: Voatz's work ow as seen from the device.

1. Disabled certi cate pinning and replaced all external
connections to our own servers;

2. Disabled the application’s built-in malware and jailbreak
detection. Details are available in 85.1.1; and,

3. Removed additional encryption between the device and Figure 2: Data ow between Voatz components and external
all still active third parties, re-targeted all communication services. Dashed lines are believed to exist but have not been
from these services with our own server, and reimple- directly observed.
mented the necessary parts of their protocols as well.

While all of this could have been accomplished by stat-
ically modifying the program's code, we instead opted to
dynamically modify or “hook” relevant parts of the code at
runtime. Modi cations therefore required no changes to the
application code itself, only to code running on our test de-
vices, allowing for rapid development and transparency about 4 \/gatz's System Design
what was modi ed at each stage of our analysis.

Despite this lengthy description, our codebase is relatively |, g section, we present Voatz's infrastructure as recovered

simple. The on-device hooking code consists of ~500 lines through the methodology presented in §3. We begin with

of Java that leverages the Xposed Framework, a series ofy, qyeryiew of the system §4.1, illustrating the process by
hooking libraries that are well supported and popular inthe \hich 4 yser's device interacts with the app during all stages

Android_ modding community. Our server !mplementation is of the voting process including Voatz's custom cryptographic
~1200 lines of code written in Python using the Flask web protocol 84.1.1, user registration and voter veri cation 84.2,

"Unless otherwise speci ed, throughout this paper, any reference to com- and vote casting §4.3. Finally, we discuss all non-protocol
munication we performed with “a server” or “the server” refers to our own device-side defensive measures we discovered 8§4.4.
server infrastructure.

8Indeed, at the time of analysis, Voatz's servers appeared to be down
including for an unmodi ed app running on an supported and up-to-date
device.

SWe did no analysis on and make no claims about Voatz's iOS app. . . .

10Version 1.1.60, SHA256 Figure 1 presents a diagram of the steps that occur in-app

191927a013f6aae094c86392dbdecca825866ae62c6178589¢02932563d1fimm login to election voting. They are:

framework. While we do intend to release our source, we are
withholding code to provide time until Voatz and others can
respond to the concerns raised in this paper.

4.1 Process Overview



(a) Initial screen. (b) Email and Phongc) OTP Veri cation.  (d) Pin number. (e) First login. (f) Main screen.

Figure 3: The user registration process, connecting to our server reimplementation.

1. The device initiates a handshake with the server, creat4.1.1 Voatz Server Handshake and Protocol

ing a shared key which enables an extra layer of encryp-
tion beyond TLS (Box 1). Communication between the
device and Voatz server is described in more detail in

Voatz's server is implemented as a REST application —
all communication between Voatz's server and the appli-

§4.1.1. cation occur as a series of JISON-encoded HTTPS GET,
PUT, and POST commands. The app's REST server is

2. The user creates an account by providing their E-mail voatzapi.nimsim.com , with voatz.com only used for static
address, phone number, and an 8-digit PIN (Boxes 2-4).assets such as images and text. All parts of the protocol lever-

3. The user logs in with this PIN (Box 5).

age the Android OS's built-in TLS stack, and uses certi cate
pinning to ensure that the incoming certi cate is from a par-

4. The user veri es their identity, using Voatz's integration ticular issuing Certi cate Authority. _
with a third-party service called Jumio (Box 6). The app ~ Next,on top of TLSthe system performs a “device hand-
requests a scan of the user's photo ID, a recording of shake” with the following steps:

their face, and the user's address, and then sends all of
this information to Jumio's servers for veri cation and
OCR.

5. The user selects from a list of open elections, and then

marks and submits their ballot. Depending on the elec- 2.

tion con guration, Voatz can allow “vote-spoiling’,® so
this process may be repeated prior to the election closing.
(Boxes 7-8)

Communication Figure 2 shows the communication be-
tween components of Voatz and other entities. As we were
only able to directly observe communication involving the
Voatz app, the rest of this diagram is an attempted reconstruc- 4
tion based on documents released by Voatz [42] and by the
Denver Elections Division [29].

The three primary third-party services used by the Voatz
app are the identify-veri cation service Jumio, a crash report-
ing service Crashlytics, and a device security service Zim-

perium. Of these, the most signi cant is Jumio, which Voatz g

relies on for ID veri cation, and to which the app sends sub-
stantial personal information (see 84.2).

Hyote spoiling refers to casting a new vote that invalidates all previously
cast ballots.

1.

The App generates 100 ECDSA SECP256R1 keypairs,
and sends the Server all 100 corresponding public keys.
The device saves only the 57th keyp@dKp; SKp).

The Server generates 100 ECDSA SECP256R1 key-
paris, selects the 57{PKs; SKs), and performs the rest
of an ECDH key exchange to generate a shared secret

(Skecdh)-

. The Server generates AES-GCM parameters; a random

AES-GCM 256-bit symmetric keySKgeg, a random
16-bit noncg(N), and a TadT).

. The Server then sends the device:

The 100 public keys generated above, including
the PKs as the 57th key.

ECDH-ENcryptSKecdn SKaedj Njj T)

Out of the 100 public keys sent by the Server, the
App selects the 57th pubkeyKs), and nishes the
ECDH handshake to create the ECDH shared key
SKecgn Finally, it decrypts and parses the AES-GCM
parameter§kses N; T).



(a) Veri cation frag-(b) Document select(c) Picture of an ID. (d) Face “sele.” (e) Verication suc-
ment. cess.

Figure 4: The voter veri cation process as seen from our experimental environment.

This handshake is performed every time the app is launchedrectly,"* will perform various cryptographic operations on
for the rst time, and, from this point forward in the app's behalf of the application, on application-level datgthout
execution.every communicatiobetween the App and the exposing the requisite key material to the application's host
Server is encrypted using the standard AES-GCM algorithm memory:® Further, when supported by the device's hardware,
by way of SKyeg in addition to the encryption provided by these device-level keys are stored in the manufacturer's pro-
TLS. Note that there is no authentication of the ECDSA keys tected hardware, and can be made to require the user to enter
by the app, beyond the encapsulating TLS certi cates. This in their device password or ngerprint before they are used.
made it very simple to retarget the server — we replaced all  After registration, the user is asked to log in via the PIN
required URLs in-app to our own and followed the protocol. (or ngerprint decryption of the PIN). In addition to the PIN,
Further, this renders the use of the handshake somewhat urthere are four pieces of information sent to the server to au-
clear, as it offers no protection against active MITM attacks thenticate the user at log in: a unique device ID generated via
over the authentication already provided by TLS. Android's ANDROID_ID system,* a customer ID number,

It also is worth mentioning that all but the 57th keys are a “nextKey” value, and an “auditToken”. The nextKey and
abandoned immediately on the device side — both the extra-auditToken are originally received from the API server, are
neous secret keys the device generated in the rst step and thenever modi ed except when updated by the server, and do not
public keys it receives from the server. We conclude that this appear to be used in any device-side cryptography. How these
100-key exchange is likely a attempt at obfuscation, rather authentication parameters are stored is explored in §4.4.
than serving any useful purpose to the security protocol. After authentication, the user may still need to provide

some proof of identity, which requires visiting the veri cation
menu from the main screen (Figure 4a). When the user selects
4.2 User Registration & ID Veri cation the identity option, the app launches Jumio's sub-activity to
) select a document type (Figure™2) The user is prompted to
After the app has completed the device handshake, the Usef,e 4 photo of their ID or Passport (4c), and to take a sel e
can begin the registration process, which can be seen in Figy ot (44), after which a dialog prompts the user for their
ure 3. Here the user is asked to submit their email and phone€ggistered voting address (not pictured). The app then uploads
number, and perform a One Time Password operation Viaat, to Jumio's server, including the user's photo, the voter's

SMS. Finally, the user selects an 8-digit PIN number which name, address, and photo ID (4EFinally, after receiving a
is then sent to the server, and used extensively in user authen-

tication. 121n §5.1.2, we will see that the app does not use the Keystore correctly.

. . . . . 13 i © P
If the user has a ngerprint registered with their device, ,,>¢€ Android's Keystore documentation for details [9].

th . th tion to I” thei int 14see [10] for more information about Android's local device UUIDs.
ey are given the option (o “enro €ir ngerprint as an 15These options are based on metadata about available documents sent

alternative authentication mechanism. Effectively, this works from our mock implementation of Jumio's servers. This screen may differ
by storing the PIN on-disk, encrypted using a key biometri- when the app is connected to the genuine Jumio servers.

caIIy tied to the user's ngerprint via the Android Keystore 18Fyrthermore, Jumio itself has disclosed that it uses a third party, Facetec,

to help analyze the video sel es [6]. As we do not have visibility into their ser-
APL. vices, we cannot con rm whether or not Jumio actually transmits information
The Android Keystore is a system service that, if used cor- to Facetec-controlled servers.




(a) Event selec- (b) Ballot. (c) Question. (d) Review. (e) Submission. (f) PIN Decryp- (g) Success.
tion. tion.

Figure 5: The voting process as seen in a mock election we created for this experiment.

response from Jumio's server, the app sends a subset of the
user's data to Voatz's server as well.

It is worth noting that the small, translucent logo in the
bottom right corner of the photos taken during this process
(Figures 4c, 4d) appears to be the only in-app indication to
the user that Jumio exists. This is the only way by which a—— =
user might be aware that sensitive data is being sent to a §rd {

ol

"summary": " Best cat?",

arty. 4 "questionld"
p y g "iguReCS\;zTag": false ,
"iSRCV": false,
7 ”Ilsiescripti:nsi": "bogus desc",
g "statements": [
. {
43 VOte C&Stlng 10 “summary": "Statement Summary",
11 "statementld": "Statement ID",
i . i 12 " description 3": "Description 3",
After the user is veri ed, the app queries the server for cdg- et |
guration data relating to what events the voter is allowed %g " choiceDetails": { )
.. . . . imageUrl": "https : // bit . ly/36DJbC4",
participate in, activating a menu for the user to select frolgn | WU tps: iyl SG03eC
available events (see Figure 5). This con guration data 10- “choiceld”: "1
cludes all events to which the voter has access, those evéfit's neneecable” s
ballots, each ballot's particular questions, and the opUﬁs eaobom st
available for those questions. 2 =
The voter begins by selecting an event (5a), and is tgn g, e s s,
able to view questions associated with these particular evefits, =~ meseecr .

select responses (or no response at all, depending on the efent 7 descripton 2" "Description 2",
" district ": "Statement District "
con guration), and submit their response to the server. At tkle }
1.
point of submission, the user is again asked to decrypt thair description 3" "bogus desc”,
description 2": "bogus desc"

PIN (5e), which is used as a nal authentication mechani$h - description *: "bogus desc”

before the ballot is submitted to the server. 3 =

It is important to note that the vote i@t submitted directly 3y —-2iToker: “Semeauditoienvalue’
to any blockchain-like system, and is instead submitted ffla cserend: 2722
this API server. Additionally, although the user is asked to
authenticate before submission, beyond the MAC associated
with the AES-GCM algorithm and enclosing TLS session, the Figure 6: The above is the entirety of the decrypted payload
text of the vote itself is not otherwise signed. The only indica- for a vote submission in our synthetic election.
tion of blockchain-like tokens being submitted or exchanged
is the “auditToken”, but this string is never altered by the app,
and appears to be a single, static value. Figure 6 shows the
entirety of what is sent to the server, AES encrypted, after a
user submits their vote.




4.4 Device-Side Defensive Measures ARM failed to open in our version of IDA, although it is un-

] i ) clear if this was an active defensive measure as they were
In the process of performing our analysis we discovered thatsuccessfully disassembled using Ghidra.

Voatz employs a number of obfuscation techniques, leverages \ye were able to defeat the obfuscation by intensive manual

a third party virus scanning service, and uses an encrypted, ., sis and, in some cases, were aided in recovering the
database to protect locally stored sensitive data. We eXploreoriginal variable names by the app itself. First, the app uses

each below: many libraries which internally depend on Java re ection,

rendering the obfuscator unable to rename any classes or
On-disk encrypted database: After the registration has ~ methods referenced in this way. Second, the app and some of
been completed, the user's login credentials (the nextKey,itS libraries are written in Kotlin. While some Kotlin idioms
auditToken, and customer ID number), as well as the voter's do not decompile easily to Java, the use of Kotlin overall
entire vote history, are stored in an encrypted database usdids reverse-engineering — the Kotlin compiler inserts many
ing the Realm database framework [3]. When Voatz's app runtime checks into the code, each including a string with an
attempts to query the database, the Keystore asks the user trror message to display in case of failure. The class, function,
authenticate via a ngerprint or PIN (see Figure 5f), before and variable names are often stored in these strings.
performing the required operations.

The key for the database is linked directly to the user's PIN; String Obfuscation To further complicate static analysis,
speci cally, the system runs PBKDF2 with SHA1 over the the strings that control cryptographic parameters of the device
PIN to generate the key. Recall that this allows the system handshake (e.g. “AES-GCM”) are obfuscated with an XOR-
to use a ngerprint as an alternative method of decrypting based scheme and then automatically deobfuscated at runtime.
the database — At log in, the app can authenticate via theAs the strings hidden in this way include error messages
ngerprint to decrypt the PIN, or use the PIN directly to generated by the Kotlin compiler, this appears to be the result
decrypt the database and gain access to the rest of the app. of an automated tool that had been enabled for only these

particular methods.

Third-party Malware Detection (Zimperium): Voatz
leverages a third-party antivirus solution called Zimperium. 4.5 Uncon rmed Portions of the Process
At initialization time, the Voatz app loads Zimperium's code ) ,
as a separate service and registers a series of callbacks thAtS We lack access to Voatz's servers and deliberately avoided
will alert the API Server if Zimperium detects a threat. This &N interaction with them, there are unfortunately a few in-
message includes the details of the threat, the user 1D, andt@nces of where we are unable to con rm how certain third-
device ID, and the IP address of the offending device. party actors in the system behave.

Zimperium's scans include (but are not limited to) known
exploit proofs of concept, known malware, and indicators Zimperium execution conrmation: Zimperium may
that the user has installed known superuser tools indicativecommunicate back to its own servers con rming that the
of a rooted / jailbroken device. Additionally, Zimperium will ~ service is running, and then communicate if Zimperium is
trigger callbacks if the user appears to have enabled Android's active directly to Voatz. To the best of our knowledge, there is
local debugging features such as renadé debugging. no public documentation that suggests this is how Zimperium
works, and we nd no indication from the callbacks associ-
ated with Zimperium that this is occurring. Further, any such
mechanism could be similarly subverted with the techniques
“applied in 85.1.1, though likely with more effort.

Partial Code Obfuscation and Packing: Without the de-
veloper taking extra precautions, Android apps may be read
ily unpacked and decompiled to near the original source via
easy to use tools such as APKTool [1] and JADX [56]. How-

ever, much of the Voatz app is obfuscated using a packer thatumio voter con rmation:  Jumio's documentation dis-
presents several barriers to analysis. cusses at length the ability to have Jumio's servers communi-

First, many of the classes and function names were re-cate for out-of-band veri cation of a user. Since this is well
named to random Unicode strings. Beyond making the re-documented, we therefore assume that Voatz's API server is

sulting decompilation more dif cult to read, this obfuscation Communicating directly with Jumio for ID veri cation.

also caused APKTool to crash, while JADX successfully com-

pleted decompilation, but left many of the resource les (in- Ballot Receipts and the Blockchain: According to a Voatz
cluding application strings and images) unreadable. Voatz's whitepaper, votes are recorded on a 32-node permissioned
app also contained a few zip les that appear to perform a blockchain spread across multiple Amazon AWS and Mi-
zip bomb attack [28], which defeats some implementations crosoft Azure datacenters [29]. Footage of the audit of the
of unzip . Finally, all included 3rd-party native libraries for 2019 Denver Municipal elections shows that the auditing



process consists of manually decrypting blockchain blocks 5  Analysis and Attacks

indicating transactions, obtaining several elds including a

hash of the voter's choices. The auditor then manually com-In this section, we explore various attacks assuming the role
pares the hash via a lookup table to a PDF displaying the of an adversary that has control over particular parts of the
voter's choices. These PDFs are allegedly also printed outelection system. This includes three adversaries with various
by the election authority as a paper record, and are redactedevels of access to individual parts of the overall infrastruc-
versions of the receipt E-mailed to voters. While we know ture:

that, in the Denver election, many voters manually replied to
indicate that they received a receipt, there is no evidence that
Voatz can automatically verify receipt delivery [35].

In our exploration of the code, we nd no indication that
the app receives or validates any record that has been authen-
ticated to, or stored in, any form of a blockchain. We further 3. A network adversary that can intercept all network activ-
found no reference to hash chains, transparency logs, or other jty between voter's device and the API server, but has no

1. An attacker that has gained control of a user's device,

2. An attacker that has gained control over Voatz's API
server, and

cryptographic proofs of inclusion. We conclude that any use key material or other access to the voter's and Voatz's
of a blockchain by Voatz likely takes place purely on the systems.

backend, or in the receipt stage via the use of some other

mechanism. We believe these adversaries to be credible given the high-

The only references to voter receipts in-app come from a stakes nature of the elections in which Voatz is intended to be

dialog that requests a passcode from the server, and an (ap‘Sed, and the resources of the associated attackers. Gaining
parently unimplemented) QR code reader. The text of the root control of a user's device can happen through any number
voter receipt dialog appears to con rm that ballot receipts are Of means requiring various levels of skill — via malware, an
indeed sent to the voter via email, and encrypted with a passintimate partner or spouse, as part of a border crossing, etc.
code (see Figure 7). Voatz's QR code reader has functionalNetwork adversaries could come in similarly many forms,
code for an out-of-band method of receiving organization IDs, including those that exploit a user's home router (which are
which allows the voter to participate in particular events, and notoriously insecure [32, 33]), the unencrypted coffee shop
a largely unimplemented stub for verifying a vote — attempt- Wi a user attempts to vote from, or the user's ISP.

ing to scan a QR code that would start the process of vote Including Voatz's API server in this analysis is useful for

veri cation will result in the “not yet supported” message @ number of reasons. While accessing Voatz's server may
presented in Figure 7. be more dif cult than the user's device and/or the network

infrastructure between the server and the user, if the use of
\Voatz were to be raised to the point that their userbase may
alter the outcome of an election, it is not impossible for them
to be the target of nation-states, at which point, it is also not
outside of the realm of possibility that intelligence agencies
would expend considerable resources, leveraging undisclosed
0-day vulnerabilities, espionage, coercion, or physical attacks,
to gain access to crucial systems or key material. Further, a key
promise of the blockchain is that it provides an environment
where the voter and election authority may be able to trust the
system, rather than just Voatz, that the election was conducted
correctly.

Assumptions & Threats to Validity As we lack concrete
implementation details about the server infrastructure or back-
end, we cannot make assumptions about what Voatz logs
to their blockchain, the operational security of their servers,
blockchain, or cryptographic keys used.

To limit risks to validity, our analysis will make no assump-
tions about the state of the server beyond what we can glean

Figure 7: Left: the password request screen. Right: the ¢ the app itself, and we will assume that all interactions, in-
QR code capture screen; note the popup indicating that theg qing all cryptographic activities as seen from the device in

VOTE_VERIFICATION QR code type is unimplemented. g, 1 1 are logged to the blockchain, and that these blockchain
records are secure, monitored, and immutable. This includes



all ciphertexts in the protocol, as well as any randomness used
in the algorithms. argClass = loadClass("com.zimperium.DetectionCallback");
Note that this is an optimistic analysis of the use of the¢ findandHookMethod(“com.zimperium.ZDetection”, loader,
blockchain in this system. It is unlikely that every interact “"addDetectionCallback”, argClass, new XC_MethodHook() {
tion is stored via the blockchain, and their own documen- Vogqsgggrsiﬁ{?ﬁjﬁwetmdwEthOdHOOkParam P) {
tation of the West Virginia election indicates that the verit '
fying servers are split equally between Amazon AWS and
Microsoft's Azure — indicating that their scheme is vulnera-
ble to Microsoft or Amazon surreptitiously adding resources
and executing a 51% attack, or performing a sel sh mining
attack that requires only 1/3 of the compute [26].
Nonetheless, we focus on what is provable given our lim-

ited access to the system, and show that this analysis is suf -Stealing User Authentication Data: Despite being en-

Figure 8: Code to disable the Zimperium security SDK,
slightly simpli ed

cient to demonstrate a number of signi cant attacks. crypted with keys that leverage the Android Keystore, the
user's PIN and other login informatiarot stored in protected
5.1 Client-Side Attacks storage, and do pass through the application's memory. Ex |-

trating these key pieces of information would allow a remote
We nd that an attacker with root privileges on the device can attacker to impersonate the user to Voatz's servers directly,
disable all of Voatz's host-based protections, and therefore even off-device.
stealthily control the user's vote, expose her private ballot,and We nd that an attacker with root access to the device can
ex ltrate the user's PIN and other data used to authenticate to surreptitiously steal the PIN and the rest of Voatz's authen-

the server. tication data. In the process of performing our analysis, we
developed a tool that intercepts and logs all communication
5.1.1 Defeating Host-based Malware Detection between the device and the server before it is encrypted with

SKaes as well as before data is encrypted and stored in the
The Zimperium SDK included within Voatz is set to detect local database. This allowed us to see, in plaintext, both the
debugging and other attempts to modify the app, and to collectuser's raw PIN and other authentication data. While our proof
intelligence on any malware it nds. By default, it would have  of concept stops at logging this information via Android's sys-
detected our security analysis, prevented the app from runningtem debug featuresdb logcat ), it would be trivial broad-
normally, and alerted the API server of our actions. cast these requests over the network, modify them, or stop

As mentioned in 84.4, Zimperium communicates with the them from occurring at all.
Voatz app, and ultimately with Voatz's API server, viaasetof  An attacker need not necessarily wait until the user decides
callbacks initiated when the app loads. Defeating Zimperium to vote — of ine attacks against Voatz's scheme are also
was therefore as simple as overriding its entry points to pre-entirely possible. Recall that the database requires only the
vent the SDK from executing. The hooking utilities provided user's PIN to unlock, and in no way limits the number of
by the Xposed Framework allow us to divert control ow with  times this PIN might be attempted. Worse, the app arti cially
minimal effort — Figure 8 shows the code to disable one of limits the PIN to exactly 8 numeric characters, meaning that
its two entry points; in total, disabling Zimperium required there are only 100,000,000 possible PINi$\ brute force
four lines of code, and is imperceptible to the user. attack can therefore easily rediscover the PIN by repeatedly
We assume that there is no out-of-band communication generating keys and attempting to decrypt the database, re-

between Zimperium and Voatz, and nd no indication in ei- covering the PIN, login information, and vote history of the
ther Zimperium's documentation or in our analysis of the app user all at oncé®
that this service exists. Additionally, if such communication  Such a brute force attack can be performed fairly rapidly.
does exist, it would only marginally increase the effort re- Note that an attacker need not do this on-device, as the en-
quired to defeat it; one would need to hook other parts of crypted database le can be exported. We implemented a
Zimperium that perform detection, or communicate with their prototype of this attack and con rmed that an attacker can
server directly. brute-force the key in roughly two days on a relatively re-
cent commodity laptop. We conclude that such a threat is
viable, particularly if the same installation of Voatz will be
used across multiple elections.
Once host-based malware detection has been neutralized, an otz a0 forbids PIN aining 3 ive identical dicits. which
attacker with root privileges has the ability completely control . .58 2 @20 O5a58 * S Comaining = consective eentcal cigis, whie
the user, what the user sees, and leak the user’s ballot decisions 1sa syt is also required to unlock the database. This is stored on disk,
and personal information. unencrypted, in the app's shared preferences le.

5.1.2 Full control over the user, on or off device
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Stealth Ul Modi cation Attack: It is straightforward to Note that, given these attacks, it is unclear if there exists
modify the app so that it submits any attacker-desired vote,a scheme in which a receipt can convincingly prove that the
yet presents the same Ul as if the app recorded the user's subcorrect vote was logged.
mitted vote. If the election con guration allows vote-spoiling,
there is also a variant of this attack which has been demong 3 Network Adversary
strated on the Estonian e-voting system: allow the user to
vote normally, but change the vote once the user closes the
app [57].
Similarly, the attacker could stealthily suppress voter's
choices if they select an undesired candidate, but continue to
show the veri cation dialog as if the vote had successfully
been cast. To the election authority, this might be indistin- Choice = {
guishable from the voter failing to submit a ballot. To the e eburT oM M)

"webUrl":SHORT_IMG},
"choiceld":"1"

voter, this is indistinguishable from correctly voting, at least " description
until the authority releases voter records for that election. - Geserpon 2+~
) “RonSelecabe"-Fase

5.2 Server Attacks O Chacebetas " { mageur:

LONG_IMG_URL, 'webUrl' :
We nd that, assuming the optimistic use of the blockchain dhﬁLOAz'G’L'MZ’:RL}m
discussed in the threat model, Voatz's server is still capable of " descron 1" 1See? 11’ supet long.
surreptitiously violating user privacy, altering the user's vote, " de“”“‘["Sééé%%%’é%éooc;.qe...u
and controlling the outcome of the election. “isWriteln": False,

"nonSelectable”: False

In particular, we nd that the protocol discussed in 84.1.1 }
provides no guarantees against the API server actively alter-
ing, viewing, or inventing communication from the device; the (b) Corresponding JSON for
server can execute an active MITM attack between the user (a) Question. each ballot option.
device and whatever blockchain or mixnet mechanism exists
on the other end. Note that there is no other cryptographic Figure 9: Voting sidechannel attack explained. All descrip-
operation performed between the device and the server ations are generated by our server.
any point other than the AES encryption, including any sort
of cryptographic signing by the device or the device's Key- We nd that an adversary with the ability to view the user's
store. If server performs these cryptographic operations itself network activity, without access tany key material, can
— that SKyesis available to the server — it can decrypt the still infer how the user voted. Speci cally, in this section
user's ballot before it is submitted to any external log and we demonstrate that the app leaks the length of the plain-
convincingly re-encrypt any value to be sent to the log. text, which can allow an attacker to learn, at minimum, which
Even if SKqesis not available to the server — for example, candidate the user voted for.
if all cryptographic operations are performed in a Hardware ~ The vulnerability stems from the way in which a ballot
Security Module (HSM) — it must then at least have access is submitted to the server after a user is done selecting their
to the unencrypted TLS stream, and so wtid possib|e for options. As shown in Figure 6, the “choices” list in a vote
the server to execute an active MITM attack. submission contains only the options selected by the user,
Recall there is no public key authentication performed as and includes with that choicthe entirety of the metadata
a part of the device handshake, and there is no proof or veriprovided by the server about that candidatéis, in turn,
cation by the device that these interactions are ever logged causes the length of the ciphertext to vary widely depending
on the blockchain. The server can therefore terminate theon the choices of the voter.
connection before the HSM and arbitrarily impersonate the ~ Figure 9b shows the differences in metadata sent to and
user's device by, e.g., replaying the entire device handshakefrom the server between the two candidates as displayed

and all future communication back through the HSM to the in-app in Figure 9a. Note that the URLs provided are also
blockchain?® potentially variable length, and the length of those URLs is

e o 4 often list which civated i completely imperceptible to the user.
give:]”gleiti%ns” public records often list which voters participated in any  \ye yerj ed this vulnerability by setting up a proxy between
20perhaps this hypothetical HSM also contains the TLS keys required OUT @pp and our API server and recording all communication
to terminate the connection, and performs all cryptographic operations in Via tcpdump We then used the app to participate in an elec-

the enclave. However, all communication is encrypted Bihes including tion twice, once voting for the “short” candidate and once for
those that require queries against databases of users, it is therefore unclear

that this is the case, but, even so, the server is capable of performing a numbeanttacks on the user. See §5.3.

11






	Introduction
	Background
	Voatz's Claims of Security
	Prior Scrutiny of Voatz

	Experimental Methodology
	Voatz's System Design
	Process Overview
	Voatz Server Handshake and Protocol

	User Registration & ID Verification
	Vote Casting
	Device-Side Defensive Measures
	Unconfirmed Portions of the Process

	Analysis and Attacks
	Client-Side Attacks
	Defeating Host-based Malware Detection
	Full control over the user, on or off device

	Server Attacks
	Network Adversary
	Other Observations and Weaknesses
	Voter Verified Receipt

	Discussion & Conclusion
	Annotated Security Claims
	List of Third Parties Used

