zkSNARK Through PlonK
Notes by Linus Tang.

These notes have not been thoroughly reviewed. Any errors below are my own responsibility.

Sources:
« Programmable Cryptography: Four Easy Pieces
» Edited by Evan Chen, Brian Lawrence, Elaine Shi, Yan X Zhang
» https://github.com/0xPARC/0xparc-intro-book
« The original PlonK paper
» Ariel Gabizon, Zachary J. Williamson, Oana Ciobotaru
» https://eprint.iacr.org/2019/953.pdf

zkSNARK: zero knowledge Succinct Non-interactive Argument of Knowledge
Peggy has a (publicly known) function f computed by some circuit. For the purposes of the PlonK,
zkSNARK it is most convenient if this circuit has gates which represent arithmetic operations over F,,
where g is the order of a certain elliptic curve group.

Peggy wants to convince Victor that she knows some z such that f(z) = y, without revealing infor-
mation about z. The proof should be short and quickly verifiable.

In these notes we look at the PlonK protocol for zkSNARK. We gloss over arithmetization (the process
of converting the circuit to an instance of PlonK). We don’t show how to verify the copy constraints
and refer to other sources instead.

Elliptic curve
« Take an elliptic curve of prime order 2¥2° let g be a (public) generator.
« For a positive integer n, let [n] denoten - g =g+ -+ g.
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n times
+ Recall discrete log is believed to be hard, so it is difficult to recover n from [n].

« Elliptic curve addition allows us to add encrypted numbers, i.e. given [a] and [b] compute [a + b].

+ Given [a] and [b], computing [ab] is believed to be intractible in general.

« However, If the elliptic curve has a known nondegenerate bilinear pairing E x E — Z/NZ for some
large N, then we can, given [a], [b], [c] determine whether ab = c.
» Nondegenerate bilinear pairing: A map e : G} X G, — G not uniformly 0 which satisfies

e(aP,bQ) = abe(P, Q)

forall P € G, Q € Gy, and a,b € Gy.

» In particular, we have

e(la], [b]) = e([c], 9) & ab = c.
» Another way of saying this is that the Decision Diffie Hellman assumption fails very badly on
pairing-friendly elliptic curves.
» In order for a curve with ¢ points over [, to be pairing-friendly, it must have g p* — 1 for some
small positive integer k. The smallest such integer is called the embedding degree of the curve.
» An example of a pairing-friendly elliptic curve is the BN254 curve, which has embedding degree 12.

Polynomial commitments and trusted setup

Peggy (prover) wants to send a commitment to a polynomial and later be able to convince Victor
(verifier) that it vanishes on a set S € F,.


https://github.com/0xPARC/0xparc-intro-book
https://eprint.iacr.org/2019/953.pdf

« Trusted setup: A trusted party publishes chooses arandom s € F,, publishes [1], [s], [s*], ...[s™], and

discards the value of s. The setup can now support polynomial commitments of degree up to m.
» Anyone who knows the value of s can decrypt all polynomial commitments that use the setup.
» Aside: The trusted setup can be performed by a group of people such that if at least one of the

people is trustworthy, no one can know the value of s.

« Commitment stage: Peggy computes and sends [F(s)], which can be computed from the published
values from the trusted setup.

+ Actually, Peggy can instead send other information from which Victor can derive [F(s)]. In partic-
ular, Peggy can instead send [G](s)], ..., [G,(s)] such that F(A) = R(G;(}), ..., G, (\)) for some
polynomial R that Victor knows.

+ Subroutine that will be used later: If P is a polynomial and Victor knows [P(s)], then Peggy can
reveal P(\) = y and send [Q(s)] = [P(ST);Z’] . Victor will believe Peggy after confirming that

S

e([Q(s)]; [s] — [A]) = e([P(s)] — [y}, [1])-

« Later, Peggy wants to prove to Victor that F' vanishes on a set S C F,, or equivalently, that

[[(x -2 = zX)|F(X).

zeS
« To do this, Peggy computes polynomial H = £ and sends Victor [H(s)].
» Victor sends a random challenge A € F, and Peggy proves what the values of H(\) and F'(}) are
(see subroutine).
« Victor believes Peggy after verifying that F'(\) = Z(\)H ().

zkSNARK

Reduce from “f(z) = y” to Quad-SAT (“I know a solution to this collection of quadratic equations over
FF,”) and reformat to PlonK:
» Gate constraints: Foralli = 1,2, ..., n,

9% + 4r b + 40,6 + Qi + 90, = 0.

Here, the g, ; are all public, and the a;, b;, ¢, are part of the witness.

+ Copy constraints: assertions that some of the 3n variables are equal, e.g. a; = cg = ¢;; or by = b.

In particular, the gates

. (QL,i’QR,i’QO,i>QM,i7QC,i> =(1,1,-1,0,0)
* (QL,i’ dRr,i>490,i>9M i QC,i) = <07 0,-1,1, O)
* <QL,i7 qdRr,i»490,i9M,i> qC,i) = (17 0,0,0, _K’)

enforce the equalities a; + b; = c; (addition gate), a;b; = c; (multiplication gate), and a; = x (constant
gate), respectively.

Polynomial commitment

Assume ¢ = 1 mod n, so that we can set w to be a (public) n-th root of unity.
Peggy chooses polynomials A, B, C' such that

(A(w'), B(w'), C(w")) = (a;,b;, ¢;)
for all i = 1, ..., n. She then sends commitments of A, B, C to Victor.

« Actually, she adds a random multiple of X — 1 to each polynomial before sending the commitments
in order to ensure zero-knowledge.



Aside: we often choose n to be a power of 2 (adding trivial gates as necessary) so that A, B, C can be
computed quickly using FFT.

Verifying gate constraints

Victor computes polynomials @, @ r, Qo, @ar, Q¢ such that
(QL(wi)7QR<wi>7QO(wi)aQM(wi)ﬁQC(wi)) = (QL,iaQR,iaQO,i7QM,i7QC,i)
foralli=1,...,n.
To verify the gate conditions, Victor just needs to check that
Qr(z)A(z) + Qr(7)B(2)Qo(2)C(z) + Qu(x) A(z) B(2)Qc () = 0
forall z = w,w?, ..., w".

One reason for choosing to work with nth roots of unity is now revealed: the polynomial Z(X) from
the root check is simply X~V — 1, which is nice.

Verifying copy constraints

I haven’t gotten around to writing notes for this. For details, see either of:
« Section 4.3 in Four Easy Pieces

« Section 8.1 in the original PlonK paper

The main tools used to verify the copy constrainst are accumulators and permutation checks.
Making interactive proofs non-interactive

Replace Victor’s random challenges with a hash of Peggy’s recent commitments, so that Peggy can
run the entire proof herself, then publish it for verifiers to check at their leisure.

This is called the Fiat-Shamir heuristic and is a very general tool for turning interactive proofs into
non-interactive proofs.
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