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Focus	of	the	talk
Economic	dispatch
• United	States	- 4	Billion	MWh of	energy	produced
• Around	400	Billion	$	revenues	per	annum
• Day-ahead	market,	real-time	operations

Question	- Cybersecurity	of	economic	dispatch	
software	(in	the	control	center)	in	the	wake	of	
semantics-aware	memory	data	compromises
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Security	failures	(attacks):	post	Stuxnet

Sniper	attack:	PG&E’s	Metcalf	substation	(2013)

Dragonfly:	DERs	give	backdoor	entry	(2013)Cyberspies:	hacking	into	US	electric	grid	(2009)

Ukraine:	Outages	&	equipment	 damage	(2016)
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Motivation
Characteristics	of	previous	attacks
• Not	geographically	diverse	attack
• Control	center	node	attacks
• Sub-optimal	attacks

• Did	not	fully	exploit	the	physics	of	the	underlying	system
• In	Ukraine	attack,	attacker	had	full	control	of	the	grid	controller

• Power	was	restored	after	6	hours	

Question
• Can	there	be	a	more	damaging	attack	with	lesser	attacker	control?
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Our	contributions

Semantic	data	attack	on	power	grid	controller	software
• Attack	on	control	algorithm	– Economic	Dispatch	(ED)
• Using	network	and	power	system	knowledge
• Game-theoretic	framework	for	optimal	attack	strategy

• Implementation	based	on	memory	data	corruption
• Leverage	logical	memory	invariants	in	the	software
• Implemented	on	widely	used	ED	software
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Overall	approach
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Attacker’s	3-step	plan

Memory	pattern	extraction	using	
offline	software	analysis

Optimal	attack	generation	for	
modifiable	 parameters

Run-time	attack:	Control-sensitive	
data	location	and	corruption



Related	Work
Cyber	security	issues	of	the	power	system

• M.	Reiter	et	al. – False	data	injection	attacks	against	state	estimation
• Z.	Zhang		et	al.	– Bad	data	identification	based	on	measurement
• Z.	Kalbarczyk et	al.	– False	data	injection	attacks	against	automatic	generation	control	

Physical	vulnerabilities	of	the	power	system
• Bienstock et	al.	– N-k	problem,	cascades
• Kevin	Wood	et	al.	– Network	interdiction	problem

Comments
• Lack	of	integrated	approach	to	implement	optimal	attack	into	the	control	algorithm
• Assume	that	the	attacker	can	directly	compromise	distributed	sensors	or	components
• Assume	knowledge	of	network	parameters	that	usually	resides	at	the	control	center
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Attacker’s	3-step	plan

Memory	pattern	extraction	using	offline	
software	analysis

Optimal	attack	generation	for	
modifiable	 parameters

Run-time	attack:	Control-sensitive	data	
location	and	corruption



Optimal	attack	generation

A	sequential	game	between	attacker	and	defender	(operator)
• Attacker	moves	first

• Stealthily	manipulates	parameters	of	the	economic	dispatch
• Defender	(operator)	moves	next

• Computes	economic	dispatch

Problem	statement:
• Determine	optimal	attack	plan (i.e.	parameter	manipulation)	to	maximize	
power	system	violations
• Assuming	defender	does	economic	dispatch	with	manipulated	DLR	values
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Economic	Dispatch

• Inputs	
• network	topology
• Generator	/	demand	data
• Network	parameters

• Constraints
• Device	limits
• Power	flows
• Supply-demand	balance

• Output
• Generation	levels

• Objective
• Minimize	cost	of	generation	
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Economic	Dispatch
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Minimize	total	cost	of	generation

Total	Supply	=	Total	demand

Ohm’s	law	(DC	power	flow)

Power	flow	conservation

Line	capacity	limits

Generation	bounds
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𝑝-K + 𝑏-𝑝- + 𝑐- Generation	cost	functions
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Dynamic	Line	Ratings	(DLR)

𝑢-2 = X
𝑢-2Y 	if	 𝑖, 𝑗 ∈ 𝐸[				(static)
𝑢-2] 	if	 𝑖, 𝑗 ∈ 𝐸^				(DLR)

Lower	and	upper	bounds	for	DLR	values
𝑢-2>-? ≤ 𝑢-2] ≤ 𝑢-2>@A
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Economic	dispatch

𝑦⋆ 𝑢] ,𝑠⋆ 𝑢] ∈ argmin
g,h

		
1
2
𝑦k𝐻𝑦 + ℎnk𝑦 + ℎK

Subject	to						𝐵𝑦 + 𝑠 = 𝑏
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Illustration	of	DLR	manipulation

• G2	has	lower	costs
• Load,	𝑑r = 300.
• If	𝑢nr] = 𝑢Kr] = 150,	then
• 𝑝n = 𝑝K = 150
• 𝑓nr = 𝑓Kr = 150

• If	𝑢nr@ = 100, 𝑢Kr@ = 200,	then	
• 𝑝n = 0, 𝑝K = 300	MW
• 𝑓nr = 100, 𝑓Kr = 200,	33%	
violation
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Sequential	Game

Attacker	model
Action	set	– Compromise	DLR	values							𝑢-2] = 𝑢-2@

	such	that						𝑢-2>-? 	≤ 	𝑢-2@ 	 ≤ 𝑢-2>@A

Objective	– Maximize	the	maximum	line	capacity	
violation	over	all	DLR	lines

max
z{

𝑈}~� 𝑢�] = 𝑢@ ≔ max
-,2 ∈��

100
𝑓-2⋆

𝑢-2]
− 1

�

where				𝑝⋆, 𝜃⋆, 𝑓⋆(𝑢�]) ∈ argmin
$,&,'

𝐶(𝑝)

s.t. economic	dispatch	constraints

Sequential	interaction	between	the	attacker	and	the	defender	(operator)

Defender	model
Assume	the	(possibly	manipulated)	DLR	values
Compute	the	economic	dispatch	solution
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KKT-based	Mixed	Integer	Linear	Program

2 𝐸^ subproblems
Focus	on	one	DLR	line	at	a	time

𝜆⋆ ≥ 0

�𝐵𝑦
⋆ + 𝑠⋆ = 𝑏	 − 𝐹𝑥
		𝑠⋆ ≥ 0

max
A,	�⋆,	Y⋆	

𝑔k𝑦⋆

s. t. 			𝐴𝑥 ≤ 𝑒

𝐻𝑦⋆ + ℎn + 𝐵k𝜆⋆ = 0

s. t. 			𝐵𝑦 + 𝑠 = 𝑏 − 𝐹𝑥

𝑦⋆, 𝑠⋆ ∈ argmin
�

1
2𝑦

k𝐻𝑦+ ℎnk𝑦 + ℎK

max
A
𝑔k𝑦⋆

s. t. 			𝐴𝑥 ≤ 𝑒

𝑠 ≥ 0
𝜆-⋆𝑠-⋆ = 0

Primal	feasibility

Dual	feasibility

Stationarity

Complementarity
slackness �

												𝜆-⋆ ≤ M(1 − 𝜇-)
𝑠-⋆ ≤ M𝜇-

		

M	is	an	upper	bound	 on	dual	and	slack	variables
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Optimal	attack	strategy	on	3	node	network

Attacker	strategy	(largely)	exhibits	
a	bang-bang policy.

3-bus	system

True	line	capacity	ratings	and	
demand	over	24	hour	horizon	

Attacker’s	gain	and	operator’s	cost
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Shelar 18

Optimal	attack	strategy	on	118	node	network

- Bang-bang	policy	holds	for	larger	network.
- The	line	capacity	violation	under	AC	power	flows	can	be	smaller	than	those	of	DC	power	flows

- Attacker’s	approximate	model	may	overestimate	the	impact	of	the	attack
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Attacker’s	3-step	plan

Memory	pattern	extraction	using	offline	
software	analysis

Optimal	attack	generation	for	
modifiable	 parameters

Run-time	attack:	Control-sensitive	data	
location	and	corruption



Semantics-aware	memory	attack

Post-attack	power	system	state
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Memory	Data	Manipulation	Attack

Memory	structural	
pattern	extraction

Critical	data	region	locator	
within	the	dynamic	memory	

(through	memory	taint	tracking)

Controller	
executable

Critical	data	source	
(e.g.,	sensors) Logical	graph-based	

memory	pattern	
predicates

Binary	code	
generation

Candidate	
memory	
addresses

Exploit
Instantiated	object	and	member	field	data	

type	reverse	engineering
Extracted	code	and	data	

pointers	and	their	
interdependencies

Memory	
vulnerability	

exploit

Shelar 21



Logical	memory	structural	patterns

• Intra-class	type	patterns
• Code	pointer-instruction	patterns
• Data	pointer-based	patterns

ØIntra-class
ØFixed	offset
ØData	types	and/or	values
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Logical	memory	structural	patterns

• Intra-class	type	patterns
• Code	pointer-instruction	patterns
• Data	pointer-based	patterns

ØCode	segments	read-only
ØVirtual	function	table
ØVirtual	function	prologue
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Logical	memory	structural	patterns
• Intra-class	type	patterns
• Code	pointer-instruction	patterns
• Data	pointer-based	patterns

ØInter-object	dependencies
ØRecursive	pointer	traversal
ØDirected	graph

Shelar 24
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Memory	Forensics	Accuracy

Param. values #Hits #Relevant #Recognized Accuracy
0x3FC00000 143 3 3 100%
0x02A45A30 2038 4 4 100%
0x06410570 30 1 1 100%
0x06410810 30 1 1 100%
0x06410810 28 1 1 100%

TABLE III: The target parameter value recognition accuracy.

popular in widely used data structures such as linked lists
(the rightmost entry on Table II). The attack turns each cycle
within the graph into a logical predicate that corresponds to a
data pointer-based signature.

VI. EMPIRICAL ATTACK DEPLOYMENT RESULTS

To assess the proposed attack feasibility in practice, we im-
plemented it against widely-used commercial and open-source
industrial controller software packages. The implemented at-
tack involves the following steps: i) during the offline phase,
we reverse engineer the EMS software binary to locate DLR
parameters within the controller and create the corresponding
invariants that hold true regardless of their absolute memory
addresses; ii) during the online phase (attack time), the exploit
searches the controller memory for the known legitimate DLR
values and collects the candidates; iii) the attack recognizes the
only true candidate by applying the invariants on the collected
set of candidates; and iv) our implementation modifies the
value maliciously according to the optimal attack generation
algorithms discussed in the previous section. We now explain
the results for our empirical validation.

A. EMS Software Attack

We validated the proposed attack on real-world widely-used
industrial controller software packages. We first present the
detailed results on PowerWorld, and later compare the attack’s
performance for other controllers (NEPLAN, PowerFactory,
PowerTools, and SmartGridToolbox).

Figure 7a shows a generated code pointer-based memory
signature in PowerWorld. The corresponding pattern predicate
for runtime memory search was “*(*(candidate addr - 0x54)
- 0x24) == 0x5356578B”, where 0x5356578B is the
hex representation of the sub_1375A8C function’s first four
instruction bytes. The rating of every transmission line is
stored in offset 0x24 of the corresponding TTRLine object.
The information about the transmission lines of the power
system is stored as a doubly linked list of TTRLine objects
in PowerWorld memory space. The attack used “*(*(candi-
date addr - 0x24) + 0x04) == (candidate addr - 0x24)” as
the pattern predicate for line ratings. Let us call the linked
list node that stores the target line rating A. The pattern
predicate above essentially verifies the following linked list
invariant: whether A’s previous node’s next pointer points to
A. More complex patterns can be extracted if needed; however,
our empirical studies on PowerWorld shows simple patterns
always suffice to identify and isolate the exact candidate
uniquely.

Figure 7b shows another PowerWorld data pointer pat-
tern for line ratings. PowerWorld allocates linked list nodes
(0x13FFF0 sizes each) allocated by VirtualAlloc for
objects instances of different classes (e.g., TGen, TBus and

EMS Software vfTable Line Bus Gen. Accuracy
PowerWorld 8527 3 3 2 100%
NEPLAN 6549 51 30 5 100%
PowerFactory 110 34 39 10 100%
Powertools 3 185 118 53 100%
SmartGridToolbox 194 79 57 4 100%

TABLE IV: Memory layout (object) forensics accuracy. The
instances were correctly marked with their types.

TTRLine). Only three nodes are shown. If our objective
is to look for line rating 0x3FC00000, its corresponding
pattern predicate will encode the offset to get the node’s initial
member value 0x05E50000 that points to the next node
shown (summarized) on the top of the figure. The second
element of each node (0x04F50000 in the top node) points to
the previous node. A relatively more complex second-degree
predicate would be “*(*(*(*(candidate addr - 0x1033C0))
+ 0x04)+ 0x04) == candidate addr - 0x1033C0”, i.e.,
A Ñ next Ñ next Ñ previous Ñ previous ““ A,
where A represents the data structure that stores the line rating
0x3FC00000.

The attack payload checks for patterns on the identified
candidates before corrupting their values. The code searches
for the specific value in memory, and modifies the identified
candidate. Table III shows how many hits our implementation
finds for individual target power system parameter values on
PowerWorld memory space. The number empirically proves
the infeasibility of memory corruption attacks without the use
of signature predicates. The next column shows how well
the signatures dismiss the irrelevant candidates and identify
the true target values. Table IV shows the forensics analysis
accuracy for five different EMS software packages. Through
the use of the code pointer signatures and its extracted knowl-
edge about the class hierarchies, our implementation was able
to correctly recognize the class types of all object instances
within the EMS memory. The payload initializes the OPF al-
gorithm in its corresponding thread. Once it changes the iden-
tified memory addresses, it restarts the control loop through
the call to CreateThread function within kernel32.dll
that is loaded by almost all windows processes.

B. Case-study Demonstration

As a concrete example, we show how the state of underlying
power system (the same model used in Section IV) gets
affected once the memory corruption is completed (Figure 84).
Before the corruption (Figure 8a), the EMS GUI visualizes the
safe state of power system operation, where the transmission
lines are mostly fully utilized; however, no line rating (ca-
pacity constraints) are violated. The optimal attack generation
algorithm computes the adversary-optimal values for the line
ratings, and chooses to i) modify the B1 ´ B3 transmission
line to 120MW from 150MW ; and ii) modify the line rating
for the B2´B3 transmission line to 240MW from 150MW .
While implementing the optimal attacker strategies that we
obtain from the maximin solution, we need to translate the
line rating values to higher values using basic power flow

4The pie charts on the transmission lines represent the used percentages of
the line power flow capacities in that particular state.
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06410AE0 0001 0000 65C0 0949 0000 0000 0000 0000
06410AF0 0000 0000 0000 0000 0000 0000 FE00 0000
06410B00 0000 0000 0000 0000 0001 0000 0000 0000
06410B10 0000 0000 0000 3FC0 FAE1 42C7 FAE1 42C7

06410840 0001 0000 64A0 0949 0000 0000 0000 0000
06410850 0000 0000 0000 0000 0000 0000 FE00 0000
06410860 0000 0000 0000 0000 0001 0000 0000 0000
06410870 0000 0000 0000 3FC0 FAE1 42C7 FAE1 42C7

(a) PowerWorld pre-attack power system state (safe).

06410AE0 0001 0000 65C0 0949 0000 0000 0000 0000
06410AF0 0000 0000 0000 0000 0000 0000 FE00 0000
06410B00 0000 0000 0000 0000 0001 0000 0000 0000
06410B10 0000 0000 999A 4019 FAE1 42C7 FAE1 42C7

06410840 0001 0000 64A0 0949 0000 0000 0000 0000
06410850 0000 0000 0000 0000 0000 0000 FE00 0000
06410860 0000 0000 0000 0000 0001 0000 0000 0000
06410870 0000 0000 999A 3F99 FAE1 42C7 FAE1 42C7

(b) PowerWorld post-attack power system state (unsafe).
fbus tbus r x b rateA rateB rateC ratio angle status angmin angmax

1 3 0.0 0.05 0.0 150.0 9999.0 9999.0 0.0 0.0 1 -30.0 30.0

1 2 0.0 0.05 0.0 150.0 9999.0 9999.0 0.0 0.0 1 -30.0 30.0

2 3 0.0 0.05 0.0 150.0 9999.0 9999.0 0.0 0.0 1 -30.0 30.0

016B2AE0 0001 0000 0000 0000 2AC8 016B 0000 0000 
016B2AF0 0000 0000 0000 3FF8 0000 0000 0000 0000 
016B2B00 0000 0000 0000 3FF0 0000 0000 0000 0000 
016B2B10 0000 0000 0000 0000 999A 9999 9999 3FA9 
016B2B20 0000 0000 0000 0000 FFFF FFFF FFFF C033 
016B2B30 0000 0000 0000 3FF0 0000 0000 0000 0000

016C0500 0003 0000 0000 0000 95B8 016B 0000 0000 
016C0510 0000 0000 0000 3FF8 0000 0000 0000 0000 
016C0520 0000 0000 0000 3FF0 0000 0000 0000 0000 
016C0530 0000 0000 0000 0000 999A 9999 9999 3FA9 
016C0540 0000 0000 0000 0000 FFFF FFFF FFFF C033 
016C0550 0000 0000 0000 3FF0 0000 0000 0000 0000

(c) Powertools memory image of the sensitive parameters.

Fig. 8: PowerWorld and Powertools controller software attack
results as the result of targeted adversary-optimal line rating
manipulation.

calculations. For example, for the implementation of optimal
attack, we use pu

13

“ 120 MVA and pu
23

“ 240 MVA. These
values are higher than the values pu

13

“ 100 and pu
23

“ 200

calculated by the bilevel optimization.
This increase in optimal line rating manipulations is neces-

sary to account for the fact that the AC OPF implementation
is constrained by the line rating bounds on apparent power
flows (with both real and reactive power components) while
the optimal attack generation procedure calculates manipulated
line rating assuming that only real power flows are subject to
line ratings. As the consequence, the power system enters an
unsafe state after the OPF control algorithm uses the corrupted
line ratings and hence produces wrong control outputs to the
power generators; see Figure 8b. Optimal and physics-aware
corruption of the sensitive values through a controller attack
allows the intruders to maximize the physical impact on the
power system operations without having to compromise a
large number of sensors as required in false data injection
attacks. We also performed the same memory data corruption

attack on Powertools [1] package. In this scenario, the attacker
changed the line rating for two of the branches as shown
in Figure 8c. Similar to the PowerWorld case, the exploit
locates the sensitive parameters (line ratings) and modifies
them during the program execution. As the result, the memory
corruption impacted the power flow iterations of DC-OPF
performed by the Powertools software that consumed the
modified memory regions, and made it converge to a different
wrong value. In terms of the attack implementation approach,
the attacks against PowerWorld and powertools were identical.

VII. DISCUSSIONS AND POTENTIAL MITIGATION

Our attack and similar domain-specific memory data cor-
ruption attacks can be mitigated through several potential
solutions: i) Protection of sensitive data: fine-grained data
isolation mechanisms such as hardware supported Intel SGX
can be leveraged to store and process sensitive data such as
power system parameters within protection enclave regions.
This protects sensitive data against access requests by other
irrelevant instructions in the same memory space. A more
fine-grained version of such memory-based data protection can
distinguish between data that are often fixed during the opera-
tion (e.g., power system topological information) vs. regularly
updated data regions (e.g., sensor measurements) to facilitate
lower-overhead protection such as read-only memory pages
for the fixed data once they are loaded on memory initially.
ii) Control command verification: controller output verification
mechanisms such as an extended version of TSV [19] can be
used to ensure the safety of the (maliciously) issued control
commands by an infected control system software before they
are allowed to reach the actuators. Monitoring of the control
channel, however, does not ensure the correct functionality
of the control system software. Instead it just ensures its
outputs (even though corrupted) are within the safety margins
of the physical plant. iii) Intrusion-tolerant replication: a more
traditional approach is to use redundancy such as N-version
programming by maintaining a redundant controller software
that is different from the main one used. The replica controller
can monitor the dynamic behavior of the physical plant (e.g.,
power system) as well as the main controller’s output to
the actuators. The replica can rerun the control algorithm to
calculate and compare its calculated control outputs with those
of the main controller. Hence, the main controller infection
(misbehavior) can be identified if a mismatch is detected;
iv) Algorithmic redundancy: Carefully designed algorithmic
tools (e.g., attack-aware optimal dispatch) can provide safe
operating regimes to limit the impact of successful attacks.
Indeed, this is a topic of future research.

VIII. RELATED WORK

We review the most related recent work on control system
security. The existing solutions to protect the control networks’
trusted computing base (TCB) are insufficient as software
patches are often applied only months after release [22], and
new vulnerabilities are discovered on a regular basis [21], [28].
The traditional perimeter-security tries to keep adversaries out
of the protected control system entirely. Attempts include
regulatory compliance approaches such as the NERC CIP
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Sample	result:	PowerWorld memory	 for	3-bus	power	system	

Forensics	accuracy	for	five	known	EMS	software	modules
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Attacker’s	3-step	plan

Memory	pattern	extraction	using	offline	
software	analysis

Optimal	attack	generation	for	
modifiable	 parameters

Run-time	attack:	Control-sensitive	data	
location	and	corruption



06410AE0 0001 0000 65C0 0949 0000 0000 0000 0000
06410AF0 0000 0000 0000 0000 0000 0000 FE00 0000
06410B00 0000 0000 0000 0000 0001 0000 0000 0000
06410B10 0000 0000 0000 3FC0 FAE1 42C7 FAE1 42C7

06410840 0001 0000 64A0 0949 0000 0000 0000 0000
06410850 0000 0000 0000 0000 0000 0000 FE00 0000
06410860 0000 0000 0000 0000 0001 0000 0000 0000
06410870 0000 0000 0000 3FC0 FAE1 42C7 FAE1 42C7

PowerWorld pre-attack	system	state	
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06410AE0 0001 0000 65C0 0949 0000 0000 0000 0000
06410AF0 0000 0000 0000 0000 0000 0000 FE00 0000
06410B00 0000 0000 0000 0000 0001 0000 0000 0000
06410B10 0000 0000 999A 4019 FAE1 42C7 FAE1 42C7

06410840 0001 0000 64A0 0949 0000 0000 0000 0000
06410850 0000 0000 0000 0000 0000 0000 FE00 0000
06410860 0000 0000 0000 0000 0001 0000 0000 0000
06410870 0000 0000 999A 3F99 FAE1 42C7 FAE1 42C7

PowerWorld post-attack	system	state	
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Potential	Mitigations

• Protection	of	sensitive	data
ØFine-grained	data	isolation	(e.g.	SGX)

• Control	command	verification
ØController	output	verification

• Intrusion-tolerant	replication
ØComparing	with	one	replica	controller	result

• Algorithmic	redundancy
ØAttack-aware	optimal	dispatch

• Memory	vulnerability	mitigation
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Summary

Semantics-aware	compromise	of	power	grid	controllers
• Optimal	attack	on	control	algorithm

• Implementation	by	means	of	memory	data	corruption

Future	Work
• Extension	to	other	parameter	violations

• Simultaneous	line	capacity	violations	of	multiple	lines

• Automation	of	critical	parameter	location	and	corruption	
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Thank	You!	
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Cyber-physical	security	problem

Control	systems	security	viewpoint Software	systems	security	viewpoint
?
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