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Focus of the talk

Economic dispatch
e United States - 4 Billion MWh of energy produced

* Around 400 Billion S revenues per annum

* Day-ahead market, real-time operations

Question - Cybersecurity of economic dispatch
software (in the control center) in the wake of
semantics-aware memory data compromises
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Security failures (attacks): post Stuxnet

Sniper attack PG&E S Metcalf substation (20132 Ukraine: Outages & equipment damage (2016)
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Motivation

Characteristics of previous attacks
* Not geographically diverse attack
e Control center node attacks

e Sub-optimal attacks
* Did not fully exploitthe physics of the underlying system

* |In Ukraine attack, attacker had full control of the grid controller
* Power wasrestored after 6 hours

Question
* Can there be a more damaging attack with lesser attacker control?



Our contributions

Semantic data attack on power grid controller software

 Attack on control algorithm — Economic Dispatch (ED)
e Using network and power system knowledge
 Game-theoretic framework for optimal attack strategy

* Implementation based on memory data corruption
* Leverage logical memory invariants in the software
* Implemented on widely used ED software



Overall approach
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Attacker’s 3-step plan

Memory pattern extraction using
offline software analysis

v

Optimal attack generation for
modifiable parameters

v

Run-time attack: Control-sensitive
data location and corruption



Related Work

Cyber security issues of the power system
* M. Reiteret al. — False data injection attacks against state estimation
e Z. Zhang et al. — Bad data identification based on measurement
e 7. Kalbarczyk et al. — False data injection attacks against automatic generation control

Physical vulnerabilities of the power system
* Bienstock et al. — N-k problem, cascades
» Kevin Wood et al. — Network interdiction problem

Comments
* Lack of integrated approach to implement optimal attack into the control algorithm
* Assume that the attacker can directly compromise distributed sensors or components
* Assume knowledge of network parameters that usually resides at the control center



Attacker’s 3-step plan

Memory pattern extraction using offline
software analysis

Optimal attack generation for

modifiable parameters

Run-time attack: Control-sensitive data
location and corruption
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Optimal attack generation

A sequential game between attacker and defender (operator)

e Attacker moves first
 Stealthily manipulates parameters of the economic dispatch

* Defender (operator) moves next
e Computes economicdispatch

Problem statement:

* Determine optimal attack plan (i.e. parameter manipulation) to maximize
power system violations
* Assumingdefender does economic dispatch with manipulated DLR values
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Economic Dispatch

* Inputs
* network topology
* Generator/demanddata
* Network parameters

* Constraints
e Device limits
 Power flows
e Supply-demand balance

* Output
 Generation levels

* Objective
* Minimize cost of generation




Economic Dispatch
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Minimize total cost of generation

Total Supply = Total demand

Ohm’s law (DC power flow)
Power flow conservation
Line capacity limits
Generation bounds

Generation cost functions



Dynamic Line Ratings (DLR)

Figure 1: Tapping into exisfing capacity above the stafic rafing

( (s :
u; if {i,j} € E° (static)
Uij = NP
J uidj if {i,j} € EP (DLR) 250 -
\ < Dynamic Line Rating
% 200 - SO/[@D .
E O ©Sign /Sofhe/_m
g 150 - Sunn
Lower and upper bounds for DLR values & Additional Availble Capacity Hot ol
min d max 100 -
ul] S ul_] S ul_] >\‘/ Static Rating
709 Capacity With Static Rating
0 20 40 60 80 100

Percent Of Time (%)

Source: Valley Group

Shelar 12



Economic dispatch

1
(y*(ud),s*(ud)) € arg rgl,isn EyTHy + hly +h,

Subjectto By +s=0b>
s=0
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Illustration of DLR manipulation

e G2 has lower costs

* Load, d; = 300.

o If ué, = ud, = 150, then

* pr =p2 =150
* fi3 = f23 = 150

* If ui; = 100,u33 = 200, then
* D1 = O,pz = 300 MW

¢ f13 — 100,f23 = 200, 33%
violation

Shelar 14



Sequential Game

Sequential interaction between the attacker and the defender (operator)

Attacker model

Action set — Compromise DLR values uidj — ulqj

min a max
suchthat  w;;™" < w; < uyj

Objective — Maximize the maximum line capacity
violation over all DLR lines

Defender model

Assume the (possibly manipulated) DLR values
Compute the economicdispatch solution
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max Ucap(2® = u®) :== max_ 100 <|f”| - 1)

{i,j}eEP ué

i

where p*,6* f*(01%) € arg inT}C(P)
D9,

s.t. economic dispatch constraints
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KKT-based Mixed Integer Linear Program

2|EP| subproblems A, g’y
Focus on one DLR line at a time
s.t. Ax <e
max g7 y* Primal feasibility By*+s*=b —Fx
X S* > 0

s.t. Ax<e Dual feasibility AT=>0

1
y*,s* € argn}inzyTHy + hly +h,

Stationarity Hy*+h, + B2 =0
s.t. By+s=b—Fx

s>0 slackness

Complementarity { KT <=M(1 — u;)

s; < My
u; €{0,1}

M is an upper bound on dual and slack variables
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Optimal attack strategy on 3 node network
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Optimal attack strategy on 118 node network
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- Bang-bang policy holds for larger network.
- The line capacity violationunder AC power flows can be smaller than those of DC power flows
- Attacker’s approximate model may overestimate the impact of the attack
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Attacker’s 3-step plan

Memory pattern extraction using offline

software analysis

Optimal attack generation for
modifiable parameters

}

Run-time attack: Control-sensitive data
location and corruption
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Semantics-aware memory attack

P1

fi2

B13

B2 U2

B3

P2

0 MW 0 MW
0 Mvar 0 Mvar
Bus 2 Bus 1
1.00 pu
1505MW
ogMvar

150MW AGC ON 150 MW
OfMvar  AVR ON 0 Mvar

150 MW

e/

0 Mvar
Home Area Bus 3

06410AEO 01 00 00 00 CO 654909 00 00 00 00 00 00 00 00
06410AFO 00 00 00 00 00 0000 00 00 00 00 00 00 FE 00 00
06410B00 00 00 00 00 00 00/00 00 01 00 00 00 00 00 00 00
06410B10 00 00 00 00{9A 99 19 40| E1 FA C7 42 E1 FA C7 42

0 Mvar

06410840 01 00 00 00 60 6549 09 00 00 00 00 00 00 00 00
06410850 00 00 00 00 00 00J00 00 00 00 00 00 00 FE 00 00
06410860 00 00 00 00 00 00}00 00 01 00 00 00 00 00 00 00
06410870 00 00 00 00 E1FAC7 42 E1FAC7 42

Post-attack power system state
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Memory Data Manipulation Attack

Critical data source
(e.g., sensors)

Critical data region locator

vulnerability
exploit

interdependencies

i . Candidate Memory structural Logical graph-based
;N't '?\t € dynamlc; memi_ry memory pattern extraction memory pattern
(through memory taint tracking) addresses predicates
Controller
executable
Instantiated object and member field data Extracted code and data Binary code _
Memory type reverse engineering pointers and their generation Exploit




Logical memory structural patterns

* Intra-class type patterns

‘ Intra-Class Pattern (type)

class A size(20):
+_..-

| {vfptr} // virtual fn table*
| line-rating // target parameter

* Code pointer-instruction patterns

2 | mem-var3

1

1

1

L] l

e Data pointer-based patterns !
:

E

| 6 | line-name // char* string

1
I
1
1
0 I
: :
8 | mem-var2 [
1 I
1 I
1
1
4

»Intra-class e e e
> Fixed offset

type(&line-rating + 0x0C) == string

»Data types and/or values
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Logical memory structural patterns

* Intra-class type patterns

Code Pointer Pattern (content)

* Code pointer-instruction patterns ‘ _______________________________
I class B size(8): !
. ' - A !
Data pointer-based patterns 4o | oot} el |
: 4 | line-rating // target parameter :
e L e e e e e e e )
[B'svftable:
I 0 | &A::A_virtl |
> Code segments read-only _*'____4__ll_&_A_;;_A_:_z:_rEz________________:i]
»Virtual function table | 53 | pushebx ,
: 56 | push esi )
> Virtual function prologue LA LA 2 S I
*(*(&line-rating-0x04)+0x04) == 0x53568B1I2
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Logical memory structural patterns

* Intra-class type patterns
* Code pointer-instruction patterns

* Data pointer-based patterns ‘

»Inter-object dependencies
»Recursive pointer traversal
» Directed graph

Data Pointer Pattern (relation)

s S S ——
—ﬂl class C size(16): :
1 0 | {vfptr} !

4 | linked_list_prev // previous node 1

1 8 | linked_list_next // next node :
.'..12 | Ir // target parameter :
dybvelelpelyelymlpelpelpeipmllpelpptlplylylpetpelpelyiplplplptlplp
class C size(16): :

1 0 | {vfptr} :
— 4 | linked_list_prev // previous node 1
: 8 | linked_list_next // next node :
!.12 | Ir // target parameter :

*(*(&1r - 0x08) + 0x04) == (&1r - 0x10)

ED Software - PowerWorld, NEPLAN, PowerFactory, PowerTools, SmartGridToolbox

Shelar
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Memory Forensics Accuracy

Sample result: PowerWorld memory for 3-bus power system

fbus tbus r X b rateA rateB rateC | ratio | angle | status | angmin | angmax
1 3 0.0 0.05 ).—O/—— 150.0 9999.0 | 9999.0 0.0 0.0 1 -30.0 30.0
1 2 0.0 /06 0.0 150.0 9999.0 | 9999.0 0.0 0.0 1 -30.0 30.0
2 3 0.}>/ 0.05 0.0 150.0 9999501 .9999.0 0.0 0.0 1 -30.0 30.0
016B2AEO0 0001 0000/0000 0000 2AC8 016B 0000 0000 016C0500 0003 0000,0000 0000 95B8 016B 0000 0O0O0O
016B2AFO|0000 0000 0000 3FF8|0000 0000 0000 0O0OO 016C0510 0000 0000 0000 3FF8 0000 0000 0000 0000
016B2B00 0000 0000 0000 3FFO 0000 0000 0000 0O0OO 016C0520 0000 0000 0000 3FFO 0000 0000 0000 00O0O
016B2B10 0000 0000 0000 0000 999A 9999 9999 3FA9 016C0530 0000 0000 0000 0000 999A 9999 9999 3FA9
016B2B20 0000 0000 0000 0000 FFFF FFFF FFFF C033  016C0540 0000 0000 0000 0000 FFFF FFFF FFFF C033
016B2B30 0000 0000 0000 3FFO 0000 0000 0000 0O0OQO 016C0550 0000 0000 0000 3FFO 0000 0000 0000 00O0O
Forensics accuracy for five known EMS software modules
EMS Software viTable | Line | Bus | Gen. | Accuracy
PowerWorld 8527 3 3 2 100%
NEPLAN 6549 51 30 5 100%
PowerFactory 110 34 39 10 100%
Powertools 3 185 118 53 100%
SmartGridToolbox | 194 79 57 4 100%
Shelar
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Attacker’s 3-step plan

Memory pattern extraction using offline
software analysis

}

Optimal attack generation for
modifiable parameters

Run-time attack: Control-sensitive data

location and corruption
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P1

PowerWorld pre-attack system state

fi2

B13

P12 U2

B3

P2

150FMW

Home Area

06410AEQ0 0001
06410AF0 0000
06410B00 0000
06410B10 0000

AGCON 150 MW
OfMvar  AVR ON

0 Mvar

150 MW
0 Mvar

Bus 3

0000 65C0 0949 0000 0000 0000 0000
0000 0000 /0000 0000 0000 FEOO 0000
0000 0000/0000 0001 0000 0000 0000
0000/ 0000 3FCO FAEl 42C7 FAE1l 42C7
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06410840 0001 0000 64A0 0949 0000 0000 0000 0000
06410850 0000 0000 0000 0000 0000 0000 FEOO 0000
06410860 0000 0000 0000| 0000 0001 0000 0000 0000
06410870 0000 oooo FAE1l 42C7 FAEl 42C7
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PowerWorld post-attack system state

Rivs

150EMwW 150 MW
El AGCON 0 Mvar
OfMvar  AVR ON
150 MW
0 Mvar

150MW
offMvar

Home Area Bus 3

06410AE0 0001 0000 65CO 0949 0000 0000 0000 0000
06410AF0 0000 0000 0000 /0000 0000 0000 FEOO 0000
06410B0O0 0000 0000 0000/0000 0001 0000 0000 0000
06410B10 0000 0000|999A 4019 FAEl 42C7 FAE1l 42C7

06410840 0001 0000 64A0| 0949 0000 0000 0000 0000
06410850 0000 0000 0000|0000 0000 0000 FEOO 0000
06410860 0000 0000 0000|0000 0001 0000 0000 0000
06410870 0000 0000|999A 3F99| FAE1l 42C7 FAE1l 42C7
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Potential Mitigations

* Protection of sensitive data
»Fine-grained data isolation (e.g. SGX)

e Control command verification
» Controller output verification

* Intrusion-tolerant replication
»Comparing with one replica controllerresult

e Algorithmic redundancy
» Attack-aware optimal dispatch

* Memory vulnerability mitigation



Summary

Semantics-aware compromise of power grid controllers
* Optimal attack on controlalgorithm

* Implementationby means of memorydata corruption
Future Work

* Extensionto other parameterviolations

e Simultaneousline capacity violations of multiple lines

* Automation of critical parameterlocation and corruption



Thank You!



Cyber-physical security problem

System Knowledge

e
Topology “‘
DC OPF

Controller Software

— X

control loop
memory control
data corruption g

measurements control commands

Disruption Disclosure

Cyber
Resources Resources y

S
]

U
us. ax _

ij u®™ = argmax AD(u’, u’) je—{ ; f¢e— Physical
ul] ®® “es @

sensors actuators

Attack Policy

Power System

?
Control systems security viewpoint =) Software systems security viewpoint
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