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Abstract—We consider the problem of providing protection against failures in wireless networks subject to interference constraints.

Typically, protection in wired networks is provided through the provisioning of dedicated backup paths. This approach has not been

previously considered in the wireless setting due to the prohibitive cost of backup capacity. Assigning capacity for dedicated backup

paths in a wireless setting can more than double the total resources required from what was needed without protection, which can

make protection infeasible. However, we show that in the presence of interference, guaranteed protection can be provided for all

demands with little, and oftentimes no, additional resources beyond what was required without any protection. This is due to the fact

that after a failure, links that previously interfered with the failed link can be activated, thus leading to a “recapturing” of lost capacity.

We provide an ILP formulation to find an optimal solution for both binary and SINR interference constraints, and develop corresponding

time-efficient algorithms. Our approach utilizes up to 87 percent less protection resources than traditional disjoint path routing to

provide guaranteed protection. For the case of 2-hop interference, our protection scheme requires only 8 percent more resources on

average than providing no protection whatsoever.

Index Terms—Network-level security and protection, network architecture and design, network communications

Ç

1 INTRODUCTION

MULTI-HOP wireless mesh networks have become
increasingly ubiquitous, with wide-ranging applica-

tions from military to sensor networks. As these networks
continue gaining in prominence, there is an increasing
need to provide protection against node and link failures.
Wireless mesh networks have recently emerged as a prom-
ising solution for providing Internet access, particularly in
developing nations [1]. Since these networks will be tightly
coupled with the wired Internet to provide Internet serv-
ices to end-users, they must be equally reliable. Failures in
wireless networks can occur due to node failure, obstruc-
tions, deep fades, as well as malicious attacks [2]. Wired
networks have long provided pre-planned backup paths,
which offer rapid and guaranteed recovery from failures.
These protection techniques cannot be directly applied to
wireless networks due to interference constraints. As
opposed to wired networks, two wireless nodes in close
proximity will interfere with one another if they transmit
simultaneously in the same frequency channel. In addition
to finding a backup route to provide protection against
failure, an interference-free schedule of link transmissions
needs to be specified. In this work, we consider the prob-
lem of providing guaranteed protection in wireless net-
works with interference constraints via pre-planned
backup routes, as well as their corresponding link trans-
mission schedules.

Guaranteed protection schemes for wired networks
have been studied extensively [3], [4], [5], [6], [7], [8], with
the most common scheme being 1:1 disjoint path protection
[7]. The 1:1 protection scheme provides an edge or node
disjoint backup path for each primary path, and guarantees
the full demand to be available at all times after any single
link failure. Since the protection resources are preallocated,
recovery from a failure is rapid and guaranteed. Disjoint
path protection is also resource efficient: Failure disjoint
primary paths will not fail simultaneously for any single
failure, and hence can share the same set of backup resour-
ces. This backup sharing can significantly reduce the pro-
tection resources needed [4], [9]. In addition, disjoint path
protection is non-disruptive in the sense that only the
demands that fail will be switched to their backup paths,
allowing the connections that did not fail to continue using
their primary paths.

Protection schemes optimized for wireless networks with
interference constraints have not yet been considered. Typi-
cally, an approach for resiliency in wireless networks (in
particular sensor networks) is to ensure that there exists
“coverage” for all nodes given some set of link failures [10],
[11]. This approach to resiliency does not consider routing
and scheduling with respect to interference constraints, and
assumes that there exists some mechanism to find a route
and schedule at any given point in time. Furthermore, there
is no guarantee that sufficient capacity will be available to
protect against a failure. The idea of applying 1:1 disjoint
path protection in wireless networks is briefly mentioned in
[12]. However, [12] does not study the specific technical
details of such an approach to wireless protection.

The goal of this paper is to study protection mechanisms
for wireless networks with a particular focus on the impact
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of wireless interference and the need for scheduling. The
addition of interference constraints makes the protection
problem in a wireless setting fundamentally different from
the ones found in a wired context. After a failure in a wire-
less network, links that could not have been used due to
interference with the failed link become available, and can
be used to recover from the failure. In fact, it is often possi-
ble to add protection in a wireless setting without using any
additional resources. This paper is an extended version of
our preliminary work on this topic [13], [14].

Consider allocating a protection route for the example
shown in Fig. 1. Any two nodes within transmission range
have a link between them. The wireless network operates in
a time-slotted fashion, with equal length time slots available
for transmission; each link’s time slot assignment is shown
in the figure. For this example, we assume a 1-hop interfer-
ence model where any two links that have a node in com-
mon cannot be active at the same time. Additionally, we
assume unit capacity links. Before any failure, the maxi-
mum flow from s to d is 1, and can be achieved using a
schedule of two time slots, as shown in Fig. 1a. At any given
point in time, only one outgoing link from s can be active,
and similarly, only one incoming link to d can be active.
Wireless links fs; cg, and fc; dg cannot be used prior to the
failure of fs; bg, but these links become available after fs; bg
fails. After the failure of fs; bg, flow can be routed from s to
c during time slot 2, and from c to d during slot 1, as shown
in Fig. 1b. Similar schedules can be found for failures of the
other links. The maximum flow from s to d is 1 for both
before and after a failure; i.e., there is no reduction in maxi-
mum throughput when allocating resources for a guaran-
teed protection route on fs; cg and fc; dg: Protection can be
assigned for “free”. This is in contrast to a wired network
where the maximum throughput without protection from s
to d is 3, and the maximum throughput when assigning a
protection route on fs; cg and fc; dg is 2, which amounts to a
1
3 loss in throughput due to protection.

The novel contributions of this paper is introducing the
Wireless Guaranteed Protection (WGP) problem in multi-
hop networks with interference constraints. Our goal is to
provide protection in wireless networks that is similar to
the popular disjoint path approach in wired networks. In
particular, we examine the problem of providing protection
by using disjoint path protection for wireless networks that
are subject to interference constraints that is both non-dis-
ruptive and resource-efficient. The main insight we take
advantage of is that interference in wireless networks can
be used for greater resource efficiency: resources that are
freed after a failure in the network can be reused for protec-
tion from that failure. We formulated an ILP to solve WGP,
giving solutions that used 87 percent fewer protection
resources on average than the wired disjoint path scheme in

wireless networks. We then developed a time-efficient algo-
rithm for WGP that performed almost as well as the ILP
solution and has significantly faster run-time. We consider
both binary and SINR interference constraints, allowing our
wireless protection scheme to be used for almost any stan-
dard interference model.

The outline of the paper is as follows. In Section 2, the
model for WGP is presented. In Section 3, an optimal solu-
tion is developed via an integer linear program for general
interference constraints. In Section 4, time-efficient algo-
rithms are developed that perform within 4.5 percent of the
optimal solution.

2 MODEL AND PROBLEM DESCRIPTION

In this paper, solutions to the guaranteed protection prob-
lem for multi-hop wireless networks subject to interference
constraints are developed and analyzed. Our goal is to pro-
vide protection in a manner similar to what has been done
in the wired setting. Namely, after the failure of some net-
work element, all connections must maintain the same level
of flow that they had before the failure. In order to do so,
resources are allocated and scheduled in advance on alter-
nate (backup) routes to protect against failures.

Wireless networks are inherently different than wired
networks. In a wired network, two adjacent nodes can trans-
mit simultaneously because they do not interfere with one
another; if capacity exists on a set of links, a path can be
routed using that capacity. Wireless networks are different;
interference constraints must be considered. A set of links
in close proximity cannot transmit simultaneously on the
same frequency channel; only one link from that set can be
active at a time, or else they will interfere with one another.
Not only must a path between the source and destination be
found with available capacity, but also a schedule of link
transmissions needs to be determined. This is known as the
routing and scheduling problem [12], [15], [16], [17], [18],
[19], [20], [21], [22], which is known to be NP-Hard [15].

The addition of interference constraints adds complexity
to the traditional wired protection problem, but also
presents an opportunity to gain protection from failures
with minimal loss of throughput. After a failure in a wire-
less network, links that could not have been used due to
interference with the failed link become available, and can
be used to recover from the failure. In fact, it is often possi-
ble to add protection in a wireless setting without the need
for any additional resources that result in a loss of through-
put; i.e., protection can be provided for free.

Our goal is to provide disjoint backup path protection in
a manner similar to what has been done in the wired set-
ting. Namely, after the failure of some network element,
connections that fail switch to their respective backup
paths, and connections that did not fail continue to use
their primary paths. After any failure, connections must
maintain the same amount of flow that they had before the
failure. As opposed to wired networks, transmissions in
wireless networks must be scheduled so communications
can occur without interference. For connections that were
not affected by a failure, in addition to continuing to
use their primary paths, they must also maintain the same
transmission schedule. These requirements guarantee

Fig. 1. Time slot assignment for protection in a wireless network.
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minimal disruption to the connections unaffected by the
failure, and thus provide rapid recovery. In order to meet
these requirements, resources are allocated and scheduled
in advance for both the primary and backup routes to pro-
tect against failures.

The mechanism for disjoint path protection in wireless
networks is as follows. Each demand will have a primary
and backup path, as well as an interference-free schedule
for those paths, and after the failure of some network ele-
ment, a demand whose primary path fails will switch to its
disjoint backup path and schedule. If a demand’s primary
path did not fail, it will continue to use its pre-failure pri-
mary path and schedule. If a primary path does fail, the
time slots that were used to schedule that path are no longer
needed, and can be reused for the protection path.

We consider both binary and SINR interference con-
straints in their general form. In the binary interference
model, for any pair of links, fi; jg and fk; lg, either both
links can be active simultaneously, or at most one link can
be active [23]. Binary interference is used for the K-hop
interference model [24], and the protocol interference model
[25]. In K-hop interference, if link fk; lg is within K hops of
link fi; jg, the two links will interfere. In the protocol model,
link fi; jg can be active only if i is within range of j, and no
other nodes that are within range of j are transmitting.
Other examples of binary interference exist, notably [16]
that uses a variation of the protocol model.

In the SINR interference model, interference is deter-
mined by examining the cumulative effect that all transmit-
ting nodes in the network have on some receiver. If node i
wishes to communicate to node j, then the power received
at j from i must be sufficiently greater than all the other
nodes transmitting at the same time, as well as the ambient
noise [25]. We define the following: Pij is the received
power at node j when node i is transmitting; b is the recep-
tion threshold; N is the ambient noise; u is a transmitting
node, v is a receiving node; V 0 is the set of nodes that are
currently transmitting, excluding u. Using the SINR inter-
ference model, for a transmission from node u to node v to
be successfully received, the following condition must be
met: Puv � bðN þ

P
v02V 0 Pv0vÞ. To keep our SINR interfer-

ence model general, we allow the received power from i to
j, Pij, to take any value. This model was used in [26], and
can accomodate any power allocation scheme. The physical
interference model is a common version of SINR [27].
Define ri as node i’s transmit power, dði; jÞ as the distance
between nodes i and j, and a as the path-loss exponent,
where a is commonly between 2 and 6. Using these values,
the received power for the physical interference model is
Pij ¼ ri

dði;jÞa.

The following network model is used for the remainder
of the paper. We are given a graph G with a set of wireless
nodes V and edges E. A set of demands ðsi; diÞ 2 D must be
routed and scheduled, such that there will exist a primary
and disjoint backup path from si to di, 8i. Since we are con-
sidering wireless networks in the context of backbone and
last-mile services, we assume that the wireless nodes are
static. For any node, we assume that its neighbors are fixed;
hence, the set of edges E is fixed. For the binary interference
model, an interference matrix I can be defined where
Iklij 2 I is 1 if links fi; jg and fk; lg can be activated

simultaneously (do not interfere with each other), and 0 oth-
erwise. For the SINR interference model, a power matrix P
can be defined where Pij 2 P is the received power at node
j when node i is transmitting. Both I and P are fixed and
known. We assume that the network uses a synchronous
time slotted system, with equal length time slots, where the
set of time slots used is T , and T ¼ jT j.

Our objective is to minimize the total number of time
slots needed to route and schedule all demands using dis-
joint path protection. Minimizing the length of the schedule
will allow each link to communicate for a longer period of
time, raising the overall throughput [15], [28]. Solutions are
developed for both node and link failures, and similar to
the work in wired protection, we use a single failure model,
where we assume at most one failure at a time. Our work
can be extended to multiple failures by considering addi-
tional disjoint paths. All transmissions share a single fre-
quency channel. For now, we assume centralized control;
the algorithms presented can be modified to work in a dis-
tributed fashion, as done in [29].

3 AN OPTIMAL FORMULATION FOR WIRELESS

GUARANTEED PROTECTION

This section provides a mathematical formulation to the
optimal solution for the Wireless Guaranteed Protection
problem with general interference constraints. In particular,
for a set of demands, a route and schedule needs to be
found such that after any link failure, all end-to-end connec-
tions maintain their same level of flow. We first demonstrate
that finding a minimum length schedule for WGP is NP-
hard, and that the problem remains NP-hard even to
approximate.

Theorem 1. For Wireless Guaranteed protection with either
binary of SINR interference constraints, determining a mini-
mum-length schedule is NP-hard, and remains NP-hard to
approximate.

The proof can be found in Appendix A. Since WGP is
NP-hard both to solve optimally and to approximate, an
integer linear program (ILP) is formulated to find an opti-
mal solution. In Section 3 an ILP is presented to find the
optimal solution using both general binary and SINR inter-
ference constraints. In Section 3.2, a simulation of WGP is
presented, and the results are compared to the use of a tra-
ditional wired 1:1 protection scheme in wireless networks.

3.1 Integer Linear Program for WGP

In wired networks, a typical objective function for protec-
tion is to minimize the total allocated capacity needed to sat-
isfy all demands. A similar objective cannot be clearly
defined for wireless networks since the concept of capacity
changes in the presence of interference constraints. Con-
sider some active link fi; jg. An adjacent link fj; kg cannot
be used simultaneously with fi; jg because of interference;
hence, simply adding additional link capacity (in a wired
sense) will not enable its use. Another time slot must be allo-
cated to allow a connection to use fj; kg such that it does not
interfere with fi; jg. Adding an additional time slot will
reduce the time that each individual time slot in the sched-
ule is active, which reduces the overall throughput of the
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network [12], [15], [19]. For example, consider a network
with two time slots and a connection that supports a flow of
1 using these two time slots. If a third time slot is added to
the schedule, then the original two time slots are only active
for 2

3 of the total time, and that flow’s scheduled throughput
is reduced from 1 to 2

3. Thus, the objective we consider is to
use a minimum number of time slots to route and schedule
each demand with protection. Further reading on efficient
ILP formulations for wireless network design and protec-
tion can be found in [30], [31], [32].

The conditions for both link-disjoint and node-disjoint
paths are given, where link-disjoint paths are guaranteed to
only survive a link failure, and node-disjoint are guaranteed
to survive either a link or node failure. We assume a set of
demands D, where some demand between nodes s and d
has its own throughput requirement fsd.

For the ILP, the following values are given:

� G ¼ ðV;EÞ is the graph with a set of vertices and
edges

� D is the set of demands
� fsd is the flow required between nodes ðs; dÞ; fsd � 0
� uij is the capacity of link fi; jg
� T is the set of time slots in the system, T � Zþ

� M is a large constant
� Binary interference

- I is the interference matrix, where Iklij 2 I is 1 if
links fi; jg and fk; lg can be activated simulta-
neously, 0 otherwise

� SINR interference
- P is the power matrix, where Pij 2 P is the

received power at node j when node i is
transmitting

- b is the reception threshold
- N is the ambient noise

The ILP solves for the following variables:

� xsd
ij is 1 is the primary flow assigned for demand

ðs; dÞ on link fi; jg, 0 otherwise
� ysdij is 1 is the protection flow assigned on link fi; jg

for demand ðs; dÞ, 0 otherwise
� �sd;t

ij is a scheduling variable for the primary flow for
demand ðs; dÞ and is 1 if link fi; jg is activated in
time slot t, 0 otherwise

� dsd;tij;kl is a scheduling variable for the flow after the
failure of link fk; lg for demand ðs; dÞ, and is 1 if link
fi; jg is activated in time slot t, 0 otherwise

� ttij is a scheduling variable and is 1 if link fi; jg is
activated in time slot t, 0 otherwise

� pt
ij;kl is a scheduling variable, and is 1 if link fi; jg is

activated in time slot t after link fk; lg fails, 0
otherwise

� st is 1 if time slot t is used by the primary or protec-
tion flow, and 0 otherwise

The objective function is to minimize the number of time
slots (the length of the schedule) needed to route all
demands with disjoint path protection

Objective : min
X
t2T

st: (1)

The following constraints are imposed to find a feasible
routing and scheduling.

Before a Failure:

� Find a primary path for demand ðs; dÞ before any
link failure

X
fi;jg2E

xsdij �
X

fj;ig2E
xsdji ¼

1 if i ¼ s

�1 if i ¼ d

0 otherwise;

8><
>:

8ðs; dÞ 2 D

8i 2 V

(2)

� Ensure a link is scheduled to support the primary
flow for demand ðs; dÞ on edge fi; jg

xsd
ij �

X
t2T

�sd;t
ij ;

8fi; jg 2 E

8ðs; dÞ 2 D:
(3)

� At most one demand can use edge fi; jg during slot t

X
8ðs;dÞ2D

�sd;t
ij � ttij;

8fi; jg 2 E

8t 2 T :
(4)

� Ensure enough capacity exists to support the neces-
sary flow fsd for demand ðs; dÞ on edge fi; jg for the
length of time that the link is active

fsdxsd
ij �

X
t2T

�sd;t
ij uij;

8fi; jg 2 E

8ðs; dÞ 2 D:
(5)

� Mark if slot t is used to schedule a demand before a
failure

ttij � st;
8fi; jg 2 E

8t 2 T :
(6)

� Interference constraints:
- Binary: In a time slot, only links that do not inter-

fere with one another can be activated simulta-
neously

ttij þ ttuv � 1þ Iijuv;
8fi; jg 2 E; 8fu; vg 2 E

fi; jg 6¼ fu; vg; 8t 2 T :
(7a)

- SINR: In a time slot, only links that meet the min-
imum SINR value at the receiver can be activated
simultaneously

Pijt
t
ij � bN þ b

X
fu;vg2E

fi;jg6¼fu;vg

Pujt
t
uv �Mð1� ttijÞ;

8fi; jg 2 E

8t 2 T :

(7b)

After a Failure:

� Find a second path for demand ðs; dÞ to be used as
the disjoint protection path

X
fi;jg2E

ysdij �
X

fj;ig2E
ysdji ¼

1 if i ¼ s

�1 if i ¼ d

0 otherwise;

8><
>:

8ðs; dÞ 2 D

8i 2 V

(8)

� Enforce path disjointness between the primary and
protection path for demand ðs; dÞ.
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- Edge-disjoint

xsdij þ ysdij � 1;
8ðs; dÞ 2 D

8fi; jg 2 E:
(9a)

- Node-disjoint

X
j2V nðs;dÞ

xsd
ij þ

X
j2V nðs;dÞ

ysdij � 1;
8ðs; dÞ 2 D

8i 2 V:
(9b)

� If after the failure of fk; lg, the primary path for
demand ðs; dÞ did not fail (i.e., edge fk; lgwas not part
of the primary path), then that primary path must
remain active and use the same schedule as from
before the failure. In other words, if edge fi; jg was
part of the primary path, but the failed edge fk; lg
was not, then force the same time slot assignment on
edge fi; jg for after the failure of fk; lg that fi; jg used
before the failure, i.e., dsd;tij;kl ¼ 1 if �sd;t

ij ¼ 1 when
xsd
ij ¼ 1 and xsd

kl ¼ 0. This can be accomplished by,

�sd;t
ij þ ½ðxsd

ij � xsdkl Þ � 1� � dsd;tij;kl;
8fi; jg 2 E; 8fk; lg 2 E

8t 2 T ; 8ðs; dÞ 2 D:
(10)

� If after the failure of edge fk; lg, the primary path for
demand ðs; dÞ did fail (i.e., edge fk; lg was part of the
primary path), schedule the disjoint backup path

ysdij � ð1� xsdkl Þ �
X
t2T

dsd;tij;kl;
8fi; jg 2 E; 8fk; lg 2 E

8ðs; dÞ 2 D:
(11)

� At most one demand can use edge fi; jg during slot t
after the failure of fk; lg

X
8ðs;dÞ2D

dsd;tij;kl � pt
ij;kl;

8fi; jg 2 E; 8fk; lg 2 E

t 2 T :
(12)

� Ensure enough capacity exists after the failure of link
fk; lg to support the necessary flow fsd on edge fi; jg
for the length of time that the link is active

fsdysdij �
X
t2T

pt
ij;kluij;

8fi; jg 2 E; 8fk; lg 2 E

8ðs; dÞ 2 D:
(13)

� Mark if slot t is used to schedule any demand’s dis-
joint protection path after the failure of fk; lg

pt
ij;kl � st;

8fi; jg 2 E; 8fk; lg 2 E

8t 2 T :
(14)

� Interference constraints (after failure of link fk; lg):
- Binary: In any given time slot, after the failure of

link fk; lg, only links that do not interfere with
one another can be activated simultaneously

pt
ij;kl þ pt

uv;kl � 1þ Iijuv;
8fi; jg 2 E; 8fu; vg 2 E

8fk;lg2E; 8t2T
fi;jg6¼fu;vg6¼fk;lg:

(15a)

- SINR: In any given time slot, after the failure of
fk; lg, only links that meet the minimum SINR
value at the receiver can be activated simulta-
neously

Pijp
t
ij;kl � bN þ b

X
fu;vg2E

fu;vg6¼fi;jg6¼fk;lg

Pujp
t
uv;kl �Mð1� pt

ij;klÞ;

8fi; jg 2 E; 8fk; lg 2 E; fi; jg 6¼ fk; lg; 8t 2 T :

(15b)

3.2 Simulation Results for WGP

The Wireless Guaranteed Protection scheme is compared to
the traditional 1:1 protection scheme used in wireless net-
works, an approach that we call wireless 1:1. This method
for protection in wireless networks was suggested in [12]. In
particular, wireless 1:1 preallocates resources on a disjoint
backup path between a source and destination, and
switches to that backup path upon a failure in the primary
path. The number of time slots to route and schedule the
demands without any protection is a lower bound for any
solution that includes protection for the same set of
demands. Hence, we compare the number of additional
time slots needed for protection beyond those that were
needed for the case without any protection.

Due to its complexity, an integer linear program can take
a long time to run. Because of this, it may not always be pos-
sible to obtain an optimal solution, even for small networks;
we found this to be the case for WGP. The ILP developed in
Section 3.1 jointly optimizes the schedule for before and
after a failure. To allow our ILP to run in a reasonable
amount of time, we separate the before and after phase, and
use a two-step approach: First, we find the routes and
schedules for all of the demands “before a failure”, then we
find the same for “after a failure”. While this approach is
sub-optimal, our simulations show that the routes and
schedules found required only minimal additional time
slots for protection beyond the solution without any protec-
tion. The “before a failure” phase is the minimum number
of time slots to route and schedule the demands without
any protection. The minimum number of time slots for the
wireless 1:1 scheme is found using an ILP.

For binary interference, the 2-hop interference model is
used, which corresponds to the IEEE 802.11 standard [24].
Fifty random graphs were generated with twenty nodes
each. Nodes that are within a certain transmission range of
one another have a link, and the transmission range is var-
ied to give different desired average node degrees. All links
are set to have unit capacity. The node degree is varied
from 3.5 to 6.5, and for each graph, twelve source/destina-
tion pairs are randomly chosen to be routed concurrently
with unit-demand each.

For SINR interference, the standard physical interfer-
ence model is used, where the power received at node j
from node i is based off the transmission power of i and
distance between the two nodes. If ri is node i’s transmit
power, dði; jÞ is the distance from i to j, and a is the path

loss exponent, then Pij ¼ ri
dði;jÞa. The SINR formulation has

more constraints than the binary case. Hence, to allow for
a reasonable runtime using SINR constraints, smaller net-
works with fewer demands were simulated. Fifty random
graphs were generated with fifteen nodes each, and trans-
mission power is held constant for all nodes. Six source/
destination pairs are randomly chosen to be routed concur-
rently. The ambient noise N is set to zero. The reception
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threshold b is set to 4.5, and a is varied from 2 to 5.
For both interference models, we simulate only the edge-
disjoint case.

The results for binary interference are plotted in Fig. 2. On
average,WGP used 94 percent fewer time slots to provide the
same level of resiliency as that of wireless 1:1. In fact, for 50
percent of the cases tested, WGP needed no additional time
slots beyond what was required to route and schedule the
demands without protection. On average, WGP needed only
8 percent more time slots beyond that of the no protection
case, while wireless 1:1 needed 128 percent additional time
slots. For the most part, the same time slots that were used to
schedule the primary paths can be reused to schedule the dis-
joint backup paths. The results for SINR interference are plot-
ted in Fig. 3. On average, WGP used 82 percent fewer time
slots for protection thanwireless 1:1. No additional protection
time slots were needed for 18 percent of cases. Furthermore,
the savings remain relatively constant as a increases.

4 ALGORITHMS FOR PROVIDING WIRELESS

PROTECTION

In the previous section, an integer linear program was pre-
sented to find the minimum length schedule for Wireless
Guaranteed Protection. An ILP is not a computationally effi-
cient method of finding a solution; in fact, the ILP in
Section 3 needed to be split into two parts to allow it to run
in a reasonable amount of time. In this section, we develop
a time-efficient algorithm to solve WGP for both general
binary and SINR interference constraints. As was demon-
strated in Section 3, an optimal solution to WGP is NP-hard,
even to approximate. To solve WGP, we utilize a dynamic
approach that will route and schedule each demand one-at-
a-time, where each demand is scheduled such that it does
not interfere with previously scheduled connections. In The-
orem 2, we show that even when demands are routed one-
at-a-time, finding the minimum number of time slots to
route and schedule any individual demand is NP-hard.

Theorem 2. When demands are routed and scheduled one-at-a-
time with disjoint path protection, the minimum number of
time slots for any individual demand is NP-hard to determine
using either binary or SINR interference constraints when
accounting for the time slots that are currently in use.

To prove Theorem 2, a reduction from the Dynamic
Shared-Path-Protected Lightpath-Provisioning Problem

(DSPLP) [4] is performed. The proof can be found in
Appendix B.

Since it is NP-hard to determine the minimum number of
time slots to route and schedule any individual demand,
the algorithm will work in the following fashion: For each
demand, a route and schedule is first found for the primary
path, and then a route and schedule is found for the disjoint
protection path. In Section 4.1, an algorithm to find an inter-
ference-free path for both the binary and SINR interference
model is presented. This path is found as follows: We first
find a path that is of low-interference (a metric that we
define later), and then determine an interference-free sched-
ule for that path. This path algorithm is then used as a sub-
routine to efficiently solve WGP, which is presented in
Section 4.2.

4.1 Interference-Free Path with a Minimal Length
Schedule

In this section, an algorithm is developed to find an interfer-
ence-free path, which will then be used to construct the dis-
joint path protection algorithm in the following section. We
assume connections already exist in the network, and are
scheduled using the set of T time slots. We desire to set up
a new path from s to d. We take a two-step approach: First,
find a path that is of “low-interference”, and then find a
minimal length schedule for this path. We call this algo-
rithm feasible_path.

4.1.1 Low-Interference Path

Given that a set of connections already exist using the set of
T time slots across the set of edges E, each edge can be
assigned a value according to its general “interference
load”, which we define to be the set of time slots that cannot
be used for some particular edge. These time slots may not
be available because either that edge uses them, or some
interfering edge uses them. For edge fi; jg, we label the set
of unavailable time slots tij. If an edge that is heavily loaded
(few available time slots) is used for a connection, then that
may prevent some future connection from being able to find
an interference-free path without the use of additional time
slots. To find paths that are of low-interference, we assign a
cost to each edge that is equal to its interference load:
cij ¼ jtijj. We then find a shortest path from s to d with
respect to these edge-costs, giving preference to edges that
are not heavily loaded.

Fig. 2. Binary interference simulation results. Fig. 3. SINR interference simulation results.
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Webuild the set tij for edge fi; jg in the followingmanner.
Define the set of time slots that are currently assigned to edge
fi; jg as tij. For binary interference, label the set of edges that
fi; jg interferes with as gij. The set of time slots not available
for use on fi; jg are the ones currently assigned to fi; jg
and to the set of edges gij: tij ¼ tij [fk;lg2gij tkl. For SINR
interference, determining the set of unavailable time slots
is not as straightforward; interference between edges depends
on the power received at some node coming from all of the
other transmitting nodes. For SINR, we simply define tij to be
the set of time slots in use on that edge: tij ¼ tij.

The complexity of calculating a low-interference path is
as follows. To calculate edge costs for binary interference,
each edge is assigned a value based on the utilization of
interfering edges. Since each edge may potentially interfere,
each edge needs to be considered, and the time slots used
on each edge need to enumerated. Thus the complexity for
calculating edge costs is OðjT jjEj2Þ, where T is the set of
time slots in use and E is the set of edges in the graph. For
SINR interference, interfering edges are not taken into con-
sideration when calculating edge costs, thus having lower
complexity than the binary interference case. After the edge
costs are assigned, a shortest path algorithm is utilized to
find the low-interference path, which has complexity of
OðjV j2Þ, where V is the set of vertices in the graph [33]. Since
jEj � jV j, the worst case complexity for finding a low-inter-
ference path is OðjT jjEj2Þ.

4.1.2 Minimal Length Schedule for a Path

Once a low-interference path has been found, we want to
find a minimal length schedule for it.

Binary Interference. We construct a conflict graph Gc,
which is built as follows: For each edge fi; jg in the original
graph G, a node vij is added in Gc. If two edges fi; jg and
fk; lg in G cannot be activated simultaneously because they
interfere with one another, then in Gc, an edge is added
between nodes vij and vkl in Gc [15]. Any independent set1

of Gc are a set of edges in the original graph that can be acti-
vated simultaneously. Any feasible coloring2 of the nodes
of Gc is a feasible schedule of link activations. Label the set
of edges of the path as P . We construct Gc using only the set
of edges P : Add node vij to Gc for each edge in P , and add
an edge between vij and vkl if edges fi; jg and fk; lg cannot
be active simultaneously.

We wish to find a minimum node-coloring of Gc, which
will be a minimum-length schedule for P . The minimum
node-coloring problem is NP-hard to solve [34]. For our
problem,we have a restriction that not all colors are available
for all nodes: The set of colors not available for node vij is the
set of time slots that edge fi; jg cannot use: tij. We note that
this restricted node-coloring problem remains NP-hard. A
valid instance of the restricted problem is to have tij ¼ ;,
8fi; jg, which is simply the original NP-hard node-coloring
problem. To find a solution, we use the Welsh-Powell algo-
rithm that colors the nodes (assigns time slots) in a greedy
fashion, startingwith nodes that have highest degree [34].

The complexity of finding a minimal length schedule for
a path using binary interference is as follows. To create a
conflict graph, each edge of the original graph becomes a
node in the conflict graph. Then, each node in the conflict
graph forms an edge with another node if the two edges in
the original graph interfered with one another. Since an
edge in the original graph may interfere with all other
edges, up to jEj edges may be formed from any particular

node in the conflict graph. Hence, the complexity of creating

a conflict graph is OðjEj2Þ. To find the minimum node-color-
ing, we utilize the Welsh-Powell greedy coloring algorithm,
which has complexity Oðv2Þ for a graph with v vertices [34].

Since the conflict graph has jEj vertices, the node-coloring

operation takes OðjEj2Þ. The complexity to create the con-

flict graph, and find a minimum node-coloring is OðjEj2Þ,
and the complexity of finding a low-interference path is

OðjT jjEj2Þ. Hence, the worst case complexity of feasi-

ble_path for binary interference is OðjT jjEj2Þ.
SINR Interference. Label V t as the set of nodes currently

transmitting during time slot t. Node j can only receive a
transmission from i if the power received from node i is
above some factor of the power being received from all
other currently transmitting nodes during time slot t, i.e.,
Pij � bðN þ

P
v2V tni PvjÞ. We wish to determine if some

edge fk; lg can be assigned time slot t. Edge fk; lg can use
time slot t if the following two conditions are met:

1) The power heard at node l is sufficiently greater than
the other nodes that are currently transmitting in
time slot t: Pkl � bðN þ

P
v2V t PvlÞ.

2) Label Et as the set of links currently transmitting
during time slot t. Using edge fk; lg does not inter-
fere with some existing transmission on link fi; jg 2
Et: Pij � bðN þ

P
v2V tni Pvj þ PkjÞ, 8fi; jg 2 Et.

We wish to schedule path P . For each edge in P , an avail-
able time slot is found that meets the above two conditions.
Similar to the approach taken in [27], time slots are assigned
in a greedy manner, starting with the edges that cause the
most interference with other edges.

The complexity of finding a minimal length schedule for
a path using SINR interference is as follows. The path P
may have up to jEj edges, and for each edge in P we check
the total power to and from all other receiving nodes and
emitting nodes, respectively. This has a complexity of
OðjEjjV jÞ. The complexity to find a low-interference path is
OðjT jjEj2Þ, which is worse than the OðjEjjV jÞ. Hence, the
worst case complexity of feasible_path for SINR inter-
ference is OðjT jjEj2Þ.

4.2 Wireless Guaranteed Protection

In Section 4.1, an algorithm feasible_path was pre-
sented that finds a path and schedule between two
nodes that takes into account other scheduled connec-
tions in the network. We use feasible_path as a sub-
routine to construct an algorithm for WGP. We label the
algorithm presented in this section WGP_alg. We present
the algorithm for the edge-disjoint protection case, but it
can be easily modified to work for the node-disjoint case
as well. Since the subroutine feasible_path finds a
path with respect to either binary or SINR interference

1. An independent set is a set of nodes where no two nodes are the
end points of the same edge.

2. Each node is assigned a color such that all nodes of one color form
an independent set.
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constraints, WGP_alg is agnostic to the interference con-
straints used.

The mechanism for disjoint path protection in wireless
networks is as follows. Each demand will have a primary
and backup path, as well as an interference-free schedule
for those paths, and after the failure of some edge, a
demand whose primary path fails will switch to its disjoint
backup path and schedule. To minimize network disruption
after a failure, if a demand’s primary path did not fail, it will
continue to use its pre-failure primary path and schedule. If
a primary path does fail, the time slots that were used to
schedule that path are no longer needed, and can be reused
for the protection path.

We consider some incoming demand between nodes s
and d, with the network already having some set of sched-
uled connections using the set of time slots T . As defined in
Section 4.1.1, tij is the set of time slots that cannot be used to
schedule edge fi; jg, which we called the ”interference
load”. We call the set of interference loads for each edge the
interference set, and we label it G ¼ ftijjfi; jg 2 Eg. Because
of the different sets of paths used, the interference set can
be different before a failure and after any particular failure.
For the existing scheduled connections, the interference set
before any failure (only the primary paths) is labeled G, and
is labeled Gkl for after the failure of edge fk; lg. The interfer-
ence set Gkl reflects the schedules of all the paths that are
currently used in the event of the failure of fk; lg, which
includes the backup paths for demands that fail, as well as
the primary paths for the demands that did not fail.

The algorithm for Wireless Guaranteed Protection
(WGP_alg) is as follows. First, using the interference set G, a
path and its corresponding schedule is found between s
and d using feasible_path. This will be the primary
path, and we label its set of edges as P . Next, we find the
disjoint backup path. We construct a new graph GF that
does not have the set of edges P ; any path between s and d
in GF will be disjoint to P . We consider the possible failure
of any edge in the primary path. Upon the failure of edge
fk; lg 2 P , demands that did not fail must continue to use
their pre-failure path and schedule, and demands that did
fail switch to their backup path and schedule. After the fail-
ure of an edge in P , the edges of that path no longer sup-
ports any flow, and the time slots used on those edges
become available for protection. We form a new interference
set that contains the information of all the possible paths
used after the failure of any edge in the primary path:

GF ¼ [fk;lg2PGkl. Since GF does not contain any scheduling
information regarding P , the time slots used to schedule P
can be reused to schedule the disjoint backup path. Using
graph GF and interference set GF , a path is found between s
and d using feasible_path, which is the disjoint backup
path.

The complexity of WGP_alg is as follows. To calculate
the interference set Gkl, the set of time slots in use on each
edge after the failure of fk; lg is examined. If the set of the
timeslots in use is T , then calculating Gkl takes OðjT jjEjÞ,
and finding the entire set GF takes OðjT jjEj2Þ. In addition to
calculating the set GF , two runs of feasible_path are
used, where the complexity of feasible_path is
OðjT jjEj2Þ. Hence, the worst case complexity of WGP_alg is
OðjT jjEj2Þ.

To demonstrate the performance of WGP_alg, we simu-
late the algorithm using the same parameters as the simula-
tion for the ILP in Section 3.2. For WGP_alg, the demands
are randomly ordered, and a route and schedule is found
for each demand one-at-a-time. The algorithm is compared
to the wireless 1:1 scheme and the two-step ILP, both of
which were described in Section 3.2. Fig. 4 shows the simu-
lation results for binary interference, and Fig. 5 shows the
results for SINR interference. For binary interference, on
average, WGP_alg performed within 4 percent of the two-
step ILP, and required 88 percent fewer protection time slots
than wireless 1:1. For SINR interference, on average,
WGP_alg performed within 8 percent of the two-step ILP,
and required 78 percent fewer protection time slots than
wireless 1:1.

Finally, we compare the run-time of the two-step ILP to
the developed algorithm WGP_alg. The purpose of our
developing an alternative solution to the ILP formulation is
to achieve a significantly faster run-time, and this is in fact
what we find. The two-step ILP was solved using IBM
ILOG CPLEX 12.1.0, and WGP_alg was implemented using
Perl. In Fig. 6, the time to run WGP_alg and the two-step
ILP for binary interference constraints is plotted with
respect to the average node degree.3 As the node degree
increases, we see that the run-time of the ILP formulation
has a dramatic increase, going from an average of around
1,800 seconds for node degree of 3.5 to an average of over
10,000 seconds for a node degree of 6.5. One reason for this

Fig. 4. Binary interference algorithm simulation. Fig. 5. SINR interference algorithm simulation.

3. We note that only the results for binary interference constraints
are shown, but similar results were seen for SINR constraints.
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dramatic increase in run-time is because as the density of
the network increases, the number of edges increases, which
results in a significant increase in the number of constraints
for the ILP. In contrast, the algorithm has an average run-
time of 4.3 seconds at node degree of 3.5 and goes only to a
run-time of 8.7 seconds for node degree of 6.5. This repre-
sents a savings of over three orders of magnitude with
respect to run-time. Furthermore, the scaling behavior of
the ILP is worse than that of the algorithm. The ILP has a
five-fold increase in run-time when going from node degree
of 3.5 to 6.5, while the algorithm has less than a two-fold
increase in run-time.

5 CONCLUSION

In this paper, the problem of Wireless Guaranteed Protec-
tion for networks subject to interference constraints was
examined. The motivation is to provide protection that is
similar to that of wired networks, but designed for wireless
networks. Solutions using both general binary and SINR
interference constraints were developed to allow our formu-
lation to be applied to almost any interference model. Our
protection scheme takes advantage of the interference in
wireless networks for greater resource efficiency: Resources
that are freed after a failure in the network can be reused for
protection from that failure. We demonstrated that WGP is
NP-hard, even to approximate. We formulated an ILP to
solve WGP, giving solutions that used 87 percent fewer pro-
tection resources on average than the wired disjoint path
scheme in wireless networks. For the case of 2-hop interfer-
ence, which approximates to the IEEE 802.11 standard, our
protection scheme requires only 8 percent more resources
on average than providing no protection whatsoever. We
then developed a time-efficient algorithm for WGP that per-
formed almost as well as the two-step ILP on average. The
algorithm has a run-time that is up to three orders of magni-
tude faster than the two-step ILP. A future direction for our
work is to adapt the schemes developed in this paper to a
distributed setting.

APPENDIX A
PROOF OF THEOREM 1

To prove the NP-hardness and non-approximability of
Wireless Guaranteed Protection, we reduce from the prob-
lem of determining the chromatic number of a graph with n

nodes [34]. Given a graph Gc ¼ ðV;EÞ, the chromatic num-
ber of the graph is the minimum number of colors needed
to color each node of the graph such that any two nodes
connected by an edge do not have the same color. A graph
coloring of n is always possible by assigning each node its
own color. For all � > 0, it is NP-hard to approximate the
chromatic number to within n1�� [34].

We perform the following polynomial time reduction of
chromatic number to WGP. We construct a communication
network G as follows (shown in Fig. 7). For node vi in Gc,
associate a demand from si to di in G. A pair of disjoint
paths will exist from si to di, 8i. One path traverses nodes sai
and dai , which are connected by edge eai , and the other uses
nodes sbi and dbi , connected by edge ebi . Since there exists
only two possible paths from si to di to satisfy the ith
demand, and a protection path is guaranteed to exist after
any single link failure, one of the two paths will be the pri-
mary path, and the other is the backup path. We use e�i to
denote either eai or e

b
i , and s�i for either s

a
i or s

b
i .

Next, we assign interferences such that finding the mini-
mumnumber of time slots forWGP inGwill simultaneously
find the chromatic number of Gc. First, we consider binary
interference. In the original graph Gc, if there exists an edge
between nodes i and j, then the edges in G associated with
those nodes (e�i and e�j ) interferewith one another, i.e., cannot
be active at the same time. We note that it does not matter if
eai interferes with ebi since they will never be active simulta-
neously (one will be active before a failure, and the other will
be active after). The set of edges in G associated with the
nodes in Gc are the only ones that cause interference. All
other edges can be activatedwith any other edge.

Second, we consider SINR interference. In the original
graph, Gc, if there exists an edge fi; jg, then we assign trans-
mission powers such that node d�j cannot hear s�j if s�i is
transmitting, but can otherwise. This interference scheme
can be accomplished using binary entries in the power
matrix, and setting b > 1 and N ¼ 0. Recall that Puv is the
power received at v when u is transmitting, and for a trans-
mission to be successful from node u to v, the following con-
dition must hold (when N ¼ 0): Puv � b

P
v02V 0 Pv0v, where

V 0 is the set of nodes that are currently transmitting, exclud-
ing u. If in Gc, there exists an edge fi; jg, then nodes i and j

cannot have the same color. For this case, in G, when s�i is
transmitting, we set Ps�

i
d�
j
to 1, and d�j can no longer receive

from s�j . Similarly, when s�j is transmitting, we set Ps�
j
d�
i
to 1.

Alternatively, if there did not exist an edge fi; jg in Gc, then

Fig. 6. Run-time of the developed algorithm WGP_alg versus the two-
step ILP formulation for binary interference constraints.

Fig. 7. Communication networkG for proof of Theorem 1.

3510 IEEE TRANSACTIONS ON MOBILE COMPUTING, VOL. 16, NO. 12, DECEMBER 2017



nodes i and j can potentially share the same color. For this
case, in G, we set Ps�

i
d�
j
(and Ps�

j
d�
i
) to 0, and when s�i is trans-

mitting, d�j can still receive from s�j . Again, it does not matter
if sai interferes with dbi , or if s

b
i interferes with dai , since edges

eai and ebi will never be active at the same time. All other
nodes (the source and destination nodes si and di, 8i) can
receive without interference and can transmit without
interfering.

The upper bound for the number of time slots to solve
WGP in G is n: One time slot for each demand. The mini-
mum number of time slots will be the chromatic number of
Gc. If there existed a polynomial time algorithm to approxi-
mate WGP, then that algorithm can be used to approximate
the chromatic number of a graph in polynomial time.

APPENDIX B

PROOF OF THEOREM 2

To prove Theorem 2, we reduce the Dynamic Shared-
Path-Protected Lightpath-Provisioning Problem [4] to
Wireless Guaranteed Protection. DSPLP finds disjoint
paths for demands one-at-a-time, and assigns wave-
lengths of light for the edges of those paths. Each edge of
a path can use a different wavelength for communication.
The restrictions on wavelength assignments are: No two
primary paths can share a wavelength on an edge; a
wavelength can be shared for protection on an edge only
if the two demands have failure disjoint primary paths,
i.e., only one will fail at a time. In [4], the authors show
that finding an eligible pair of primary and backup paths
for an incoming demand using the set of available wave-
lengths is NP-complete. Hence, if determining if there
exists a primary and backup path using some set of wave-
lengths is NP-complete, it is NP-hard to find the mini-
mum number of wavelengths to do so.

WGP finds disjoint paths for demands one-at-a-time, and
assigns time slots to the different edges of those paths so
that transmissions can occur without interference. Remov-
ing interference from the network will make WGP equiva-
lent to DSPLP. A valid instance of WGP that effectively has
no interference is as follows: For binary interference, allow
all edges to be active simultaneously; for SINR interference,
set the reception threshold to zero: b ¼ 0. If there exists a
polynomial time algorithm to find the minimum number of
time slots to route and schedule a demand in WGP, then
there exists a polynomial time algorithm to find the mini-
mum number of wavelengths for DSPLP.
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