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Abstract

� Extend wiretap channel with con�dential messages to:I. 2 receivers and 1 eavesdropperII. 1 receiver and 2 eavesdroppers� Establish inner bounds using subcode generation and indirect decoding� Bounds are shown to be optimal for some special cases
3-Receiver Wiretap Channel I

� Common message to all receivers. Con�dential message to Y1 and Y2
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� Equivocation constraint: Re �H(M1jZn)=n� Secrecy capacity region: Set of all achievable rate tuples (R0;R1;Re)
Outline of Achievability

� Consider example with R0 = 0 and X! Y1! Z
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New subcode generation stageDecoding constraintsS0 < I(U;Y2)S0+S1 < I(X;Y1)

Decoding Constraints
S0 < I(U;Y2)S0+S1 < I(X;Y1)Secrecy Constraints

S0�R � I(U;Z)S1 � I(X;ZjU)

� New coding strategy: Generate second subcode of Xn sequences for each un(l0). Tosend message m, pick random L0;L1 such that un(L0)2 C(m) and transmit xn(L0;L1)� Decoding: Y2 decodes L0 (and hencem) directly through U. Y1 decodes L0 indirectly [1]through X. It looks for unique L0 such that (xn(L0;L1);Y n1 ) 2 T (n)�� Secrecy Constraint: To confuse eavesdropper Z, require enough codewords in boththe un and xn subcodes� Fourier-Motzkin elimination, we obtain:
R < maxp(u)p(x ju)minfI(X;Y1)� I(X;Z); I(U;Y2)� I(U;Z)g

� New achievable rate can be shown to be strictly larger than extension of (optimum)achievable schme for 1 receiver and 1 eavesdropper [2]
New Inner Bound I

� Inner bound for general case obtained by combining new coding strategy with Martonbinning and superposition codingAn inner bound to the secrecy capacity region of the 2-receiver, 1-eavesdropper broad-cast channel with one common and one con�dential messages is given by the set ofnon-negative rate tuples (R0;R1;Re) such that

R0 < I(U;Z)R1 <minfI(V1;Y1jU)� I(V1;ZjV0); I(V2;Y2jU)� I(V2;ZjV0)g2R1 < I(V1;Y1jU)+ I(V2;Y2jU)� I(V1;V2jV0)R0+R1 <minfI(V1;Y1)� I(V1;ZjV0); I(V2;Y2)� I(V2;ZjV0)gR0+2R1 < I(V1;Y1)+ I(V2;Y2jU)� I(V1;V2jV0)R0+2R1 < I(V2;Y2)+ I(V1;Y1jU)� I(V1;V2jV0)2R0+2R1 < I(V1;Y1)+ I(V2;Y2)� I(V1;V2jV0)Re � [R1� I(V0;ZjU)]+for some p(u;v0; v1; v2; x) = p(u)p(v0ju)p(v1; v2jv0)p(x jv1; v2) such thatI(V1;V2;ZjV0)� I(V1;ZjV0)+ I(V2;ZjV0)� I(V1;V2jV0), where [x ]+ := maxf0; xg
� Bound is optimum whenÆ Both Y1 and Y2 are less noisy than ZÆ Channel is reversely degraded [3] and asymptotic perfect secrecy is required (Re =R1and R0 = 0)
3-Receiver Wiretap Channel II

� Common message to all receivers. Con�dential message to Y1 only
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� Equivocation constraint: Re2 �H(M1jZn2)=n; Re3 �H(M1jZn3)=n� Secrecy capacity region: Set of all achievable rate tuples (R0;R1;Re2;Re3)� Focus on case of Multi-level Broadcast Channel with degraded message sets [4]
Inner and Outer Bounds II

Inner bound:An inner bound to the secrecy capacity region of the 1-receiver, 2-eavesdropper multi-level broadcast channel with one common message and one con�dential message is givenby the set of non-negative rate tuples (R0;R1;Re2;Re3) such that
R0 <minfI(U;Z2); I(U3;Z3)g;R1 < I(V ;Y1jU);R0+R1 < I(U3;Z3)+ I(V ;Y1jU3);Re2 �minfR1; I(V ;Y1jU)� I(V ;Z2jU)g;Re2 � [I(U3;Z3)�R0� I(U3;Z2jU)]++ I(V ;Y1jU3)� I(V ;Z2jU3);Re3 �minfR1; [I(V ;Y1jU3)� I(V ;Z3jU3)]+gfor some p(u;u3; v ;x) = p(u)p(u3ju)p(v ju3)p(x jv)

Outer bound:
R0 �minfI(U;Y2); I(U3;Y3)g;R1 � I(V ;Y1jU);R0+R1 � I(U3;Y3)+ I(V ;Y1jU3);Re2 � I(X;Y1jU)� I(X;Y2jU);Re2 � [I(U3;Z3)�R0� I(U3;Z2jU)]++ I(X;Y1jU3)� I(X;Z2jU3);Re3 � [I(V ;Y1jU3)� I(V ;Z3jU3)]+for some p(u;u3; v ;x) = p(u)p(u3ju)p(v ju3)p(x jv)

Bounds are optimum when (i) Y1 is more capable than Z3; and (ii) when one of theeavesdroppers can be considered neutral ; i.e. we can set Re2 or Re3 to zero
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