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Abstract — Transfer of large, bursty files has been
made possible by the advancement of technology in
ultrafast optical TDM networks. Such transfers re-
quire ultrafast encryption using pseudorandom key
streams. We propose a new sequence generator, based
on both optical logic and electronic FSRs, that gener-
ates sequences at optical rates. The complexity of the
sequence depends on that of the electronic controller.

1. INTRODUCTION
As technology for 100 Gbps local/metropolitan area TDM net-
works [1] is evolving rapidly, the demand for a cost-effective,
ultrafast key stream generator for encryption purposes be-
comes more urgent. Unfortunately, current high-speed en-
cryption systems only operate around 2.5 Gbps.

In the optical domain, data storage and logical operations
have been demonstrated at rates on the order of 40 Gbps [2].
The implementation of logic at such high rate, whether it is
electronic or optical, is often limited in scope and extremely
expensive. To increase the complexity of a sequence, nonlin-
ear functions with number of taps comparable to the length of
the FSR are introduced to serve as feedforward and/or com-
biner functions [3][4]. Therefore a direct migration of design
from electronic FSRs to optical FSRs becomes infeasible. We
propose a new sequence generator, based on both optical logic
and electronic FSR, that generates sequences at optical rates.

II. RECONFIGURABLE FEEDBACK SHIFT REGISTER
Optical FSRs have lengths of at least 10*, whereas the gate
count is greatly limited by cost and technology. To overcome
our limitations on optical taps, we use a "slow” electronic
sequence generator to control the logic functions operating on
an optical FSR that runs at a high data rate. The complexity
of the sequence relies heavily on the design of the electronic
controller while the optical FSR yields the ultrafast data rate.

We consider an optical FSR of length L which outputs a
symbol at every clock cycle. Let é be the ratio of the optical
data rate to the electronic data rate (e.g. § > 100 for elec-
tronics at 1Gbps and optics at 100Gbps). The taps of the
FSR are reconfigured every ¢ clock cycles according to the
output symbol of an electronic sequence generator with pe-
riod 7. The optical FSR thus has feedback function f; for all
times in {J7  [k76 + (6 — 1)6 + 1, k76 +i6]. The f;s need not
all be different.

Definition 1 A Reconfigurable Feedback Shift Register
(RFSR) consists of a FSR of length L, a collection of feed-
back functions (fo, f1,..., fr—1) and a controller that outputs a
T-ary sequence t. The RFSR generates the sequence s given
by

Sis+i+L = fr;(Siots, Sistjt1, os Si4j+L-1) n
where 0 < 4,0<j<7,i>0and 0 <L jr.
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If the logic functions f; are linear, then a RFSR is called
a Reconfigurable Linear Feedback Shift Register (RLFSR).
Such a scheme is an extension of the one presented in [5],
where 6 = 1. The following theorem shows that any RLFSR
needs at most ¢ simultaneously active taps.

Theorem 1 Let 6 be fized. Let S be any RLFSR. Then there
erists a RLFSR S’ such that S’ has at most § taps and S’
generates the same key stream as S.

We may establish some properties about the period, p, of
an RLFSR. Let ¢ = f{o...0f, where the superscript denotes
composition. Let the period of ¢ be p.

Proposition 1 p divides pér.

Proposition 2 Ifp > 1, then p does not divide §7.

Proposition 3 Ift and § are prime, then if p divides p, there

exists a p-vector (So, ..., Sp—1) such that for all0 < j<p-—1
fi(s5, -

.,.Sj+L_1) = Sj4+L mod p- (2)

ITI. CONCLUSIONS
RLFSRs may yield sequences with very large periods. If 7 is

an acceptable period at “slow” speeds, then §7 is an acceptable
period at “high” speeds. Proposition 3 indicates that we may
attain p = pdrunder mild constraints for the f;s. In practice,
7 will be chosen to be very large, therefore, it may be difficult
to establish its primality. We have also considered quadratic
feedback functions. In our simulations, we use FSRs of length
10 £ L £ 15, we reconfigure between two functions with 4 taps
each, 7 = 26, and é = 100. Even with such small parameters,
we observe periods of 10° or higher.
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