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Abstract

We derive the capacity of an AWGN channel where a jammer can make use
of a (legitimate) sender’s signal, intercepted through eavesdropping, to disrupt the
legitimate user. Such a phenomenon is called correlated jamming. We derive the
capacity of a correlated jamming channel with phase or time Jitter in the channel
tapping or jamming.

1 Introduction.

Correlated jamming, the situation where the jammer may correlate his signal to that
of the legitimate user, poses a particular risk in certain types of channels. The subject
has received attention in the wireless domain, for instance in the form of repeat-back
Jamming ([1, 2, 3, 4]). Correlated jamming may also yield a particularly nefarious attack
in the area of optical communications, since a fiber may be physically tapped and have
a signal injected into it.

Correlated jamming has also received attention in the information-theoretic literature.
The effect of correlated jamming on SNR when the Jammer has complete or incomplete
information about the legitimate sender was examined in ([6]). Pessimum inteference was
studied by Blachman ([7, 8]), who gives bounds on the capacity. A more general form of
correlated jamming was studied by Basar and Basar in 9, 11, 10]. In [9], the optimum
encoder-decoder structure and most nefarious noise are found unde a square-difference
distortion measure for a finite number of transmissions of a Gaussian Process over an
AWGN channel with correlated jamming. In [11, 10], channel feedback is added. The
Jamming signal is subject to a power constraint but is allowed to be arbitrarily correlated
with the encoded legitimate signal.

The purpose of this paper is to establish exact capacity results for channels with cor-
related jamming when the jammer has full or partial knowledge of the user’s signal and
when the jammer must contend with phase or time Jitter. We use an approach combining
optimal detection applied to entropy and convexity of entropy. We derive, in section 2,
our results for correlated jamming, without making any restrictive assumptions about
the capabilities of the jammer. The jammer is assumed to have perfect knowledge of
the legitimate signal that is sent and he inserts a jamming signal by making use of his
knowledge of the legitimate signal. In section 3, we consider eavesdropper correlated
jamming, where the jammer derives his knowledge of the legitimate signal by eavesdrop-
ping. As we shall see, the jammer actually does not need very extensive capabilities to
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disrupt COMIMUNications significantly. The results are congurent with the results for the
Caussian test channel studied in [9] . In sections 4 and 5, we next extend our analysis to
cake into account the fact that. under some conditions, coherence and synchronicity may
not be maintained by the jammer. We conclude and give directions for further research
in section 6.

2 The correlated jamming attack.

We first consider how the jammer cal disrupt communications when it has access to the
legitimate signal. Let us first establish our notation. We assume an AWGN model for
the channel noise. Let T be the time interval during which we transmit. By sampling
ot baseband at the Nyquist rate, W, we can reduce the continuous-time channel to a
discrete-time channel where WT complex symbols are sent. The input symbols form
e vector X — Oy . X[2WT]) where X[i] is the real part of the it" sample of
‘he transmitted signal, sampled at the Nyquist rate of W Hz. and X (WT +i] is the
imaginary part of ith sample. We denote by 0% the the average energy constraint on
the real (complex) component of the transmitted signal. We assume an AWGN model
for the channel noise. The noise vector 18 N owT: where all 2W T symbols are real 11D
zero-mean Gaussial distributed with variance o%. The signal received by the legitimate
user in the absence of jamming is the vector Xowr + Xwr-

Let the average energy constraint on the jammer OVer the bandwidth W and time T
be Ejammer- Let Jowr D€ the signal the jammer uses tO disrupt Xowr + NowT- If Jowr
were uncorrelated with Xowr, then we know that it would be selected to be AWGN ([14,
pg. 337]). Given the nature of common SOurces of AWGN in communications channels, we
impose the condition that the jamming signal Jowr must be independent of the AWGN
noise component N owT- The jammer inserts his jamming signal Jowr 10O the received
signal of the legitimate user. We shall denote the attenuation at the point of jamming
by 7. The legitimate receiver must attempt to recover X, from the signal

Zowr = XowT T VYLowT T Nowr- (1)

Figure 1 shows the system considered in this section. The jammer seeks to minimize

[ (Zowr; Xowr) = I (Xowr) — h (Xowr!Zawr) - (2)

The jammer cannot control the first term of the RHS of (2) and must therefore strive to
maximize the second term, which may be rewritten as

h (Xowr\Zowr) = It (Xowr — A (Zowr) | ZawT) (3)

for some constant matrix A, since a constant shift leaves entropy unchanged. Therefore,
since entropy is reduced by conditioning,

h (Xowr|Zowr) < b (Xowr — A (Zawr)) - (4)

[n particular, we may pick A to be the linear least squared error (LLSE) estimate of
Xowr from Zawr- The variance of the estimate error Xowr — A(Z owT) 1S

. 4—1
‘ri-‘izw*r % ji(n’i‘EWT!-Z-EWT}Il.zngji[z-?WTﬂEWT}
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which we shall denote Ag,.,r. Since, for a given autocorrelation matrix, entropy is max-
imized by a Gaussian distribution, we have that ( {13, pg. 234] ),

|

h (Xowr = A (Zowr) | Zawr) < 5in ((27e)™T | Arror | ) (5)

where || denotes the absolute value of the determinant.

Let us now establish what signalling scheme the sender should use and what jamming
scheme the jammer should use. To do so, we shall first assume a WGN signal for the
sender. We shall determine the optimal jamming scheme for a WGN sender’s signal. The
jammer attempts to minimize [ (Zyp; Xowr) by changing the transition probabilities
of the channel connecting Zyyy+ and Xowr. Next, we shall assume that the jammer uses
the jamming scheme that is optimal for a WGN sender’s signal. We shall then allow
the sender to vary its signal and shall determine that the maximum rate is achieved
by sending a WGN signal. Thus, since the mutual information is a concave function
in the input probability and a convex function in the set of transition probabilities 114,
pp. 89-91], we shall have shown that the best signalling scheme for the sender is a WGN
signal and shall have determined what the jammer’s scheme is for that signalling case.
Our approach is different from [9], which does not consider capacity, but our results are
congruent with those of [9].

We first assume that the transmitter picks a Gaussian signal X,,,, scheme for the
AWGN over which it sends. By selecting J,yp to be Gaussian and jointly Gaussian
with Xowr and Nlpyp, the LLSE estimate X, — A (Zowr) is also the minimum
variance error (MVE) estimate and the Bayesian estimate. If J,u 7 is Gaussian, then
Xowr—A (Zawr) is a Gaussian vector error which is independent of the signal from which
the estimate was obtained, therefore both (4) and (5) hold with equality. Moreover, any
value of Ag,..r allowed by our constraints may be achieved by picking J, Gaussian
and jointly Gaussian with X,y . Hence, the jammer will pick Jo+ Gaussian and jointly
Gaussian with Xy

Let us now determine the form of A Jowr Which the jammer will pick. Since condi-
tioning reduces entropy, we may use the cham rule for entropies to write

TW TW
M &awrlZawr) € S MCEIZEN + 3 A2 ©)

The X[i]s are IID, the N'[i]s are IID and the X[iJs and the N'[i]s are mutually indepen-
dent. Hence, from (1), we see that (6) may be achieved with equality by taking J[z] to
be independent of all N'[j], X[j] for all j # i. Thus, from (2)-(6), minimizing the LHS
of (2) becomes equivalent to minimizing

2WT

> A (X0 — h(X[)ZH). (7

i=1

Note that Jywr and X,y are Gaussian and jointly Gaussian implies that Xy and
Zawr are Gaussian and jointly Gaussian. We have ([15])
) @

Therefore, we may achieve any value of (7) by picking J[i] to be the sum of X (i], multiplied
Dy some factor, and of some Gaussian variable independent of X[i]. To minimize the LHS
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of (2), we may choose for each i J[i] = ¢, X[i] + R[4]. To satisfy our conditions that make
(6) hold with equality, all the R[z]s are mutually independent and independent of all X[j]
for all j # i. Moreover, to satisfy the condition that the jamming signal be independent of
the AWCN, we must have all the R[i]s independent of all N'[5] for all j. Finally, since all
the X[i]s are IID and all the N[ijs are IID, we may use the concavity of the [n function to

establish that we want all the R[i]s to be IID and all the &; to be equal to some £. We may
rewrite (7) as 2T h(Z[i]) — h (Z[]|X[i]) where Z[i] = (1 + ﬂzf) X[i] + R[#] + N'[4].

The signal seen by the jammed user therefore has a white Gaussian signal with variance
2 ; % Ui

(l + \/"?f) % and AWGN with variance 0% + 0. Thus, the problem of minimizing the

LHS of (2) now becomes the problem of minimizing

1. [ (1 + J9€)%0% +v0% + 03
o(6) = gin [ STAT xR ©)
2 YOR T TN
subject to
62{}.?{ A g}?{ < Eiammar- (10)

For a problem where the jammer has very high power, where YE jammer 2 0%, then
we may design Xowr to subtract all the signal part of Zowr. If the jammer cannot
altogether eliminate all of the signal component, then it must allocate its power most
effectively to reduce the SNR. We have that g" (€£) > 0 and that g’ (§) = 0 only for

= _.‘-TEX + YE jommer T+ U?\." = I Ji’ — YE jammer — gi, | (11)
2/ Yo%
We denote the above RHS by \. Substituting and solving for &, we obtain that
max ()‘-1 75 E.Ln.za.m.m , if YErammer S 03
6 — 1 or B J j . (].2)
_ﬁ: if F]"E..Tammsr 2 Ox

Let us now show that the sender cannot do better than to send a WGN signal. Let
us consider that we have an AWGN channel, with amplification 1 + /7§ and with noise
variance yo2 + 0. Then, we know that a WGN signal is optimal. Since the mutual
information is concave in the input distribution and convex in the transition pro babilities,
we have a saddle point. :

Note that the correlated jammer simply needs to be able to amplify negatively (i.e.
amplify with a phase shift of 7) X,y and to generate AWGN. The variable £ denotes the
factor by which the original signal Xowr 1s multiplied to form the correlated component
of the jamming signal Jowr. In particular, the jammer does not need to detect Xowr-
The average mutual information obtained in (9) is indeed a capacity, because we have

reduced the channel to an AWGN channel.

3 The eavesdropper correlated jamming attack.

We now examine the question of what signal should be sent by a jammer whose only
access to the transmitted signal is via tapping. The jamming signal can never be such
that observing it yields a better estimate of Xy than that obtained via tapping. The
noise over the eavesdropper’s channel is represented by the vector Nowr where all 2WT
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symbols are real IID zero-mean Gaussian. The rate obtained via tapping by an eaves-
dropper can easily be obtained, for instance by modifying our problem to be compatible
with the framework of [16, 17]. Note that, in the rest of the paper, we do not endow
the information obtained by the eavesdropper about the legitimate transmitted signal
with any semantic implications. A correlated jammer does not need to have information
about the plaintext, but only about the signal sent by the legitimate user.

Figure 2 shows the eavesdropper correlated channel considered in this section. The
attenuation at the point of jamming is denoted by « and the attenuation at the point
of tapping by «. The jammer sends a signal J. Using our previous convention for
representing a complex signal, we may express the i** sample of J as:

J[1]) = &Y i) + R'lz]. (13)

The channel jammed by an eavesdropper correlated jammer sees the signal whose i

time sample is given by

Zli] = Vi) + N'[i] = (1 + 7vVa&) X[i] + VeéN[i] + VaR'[i] + N'[i]. (14)
For ease of exposition, we assume that the variance of N'[¢] and that of NV [i] are both equal
to o%. The extension to the case where they are different is straightforward. The same
arguments as in the previous section show that a saddle point is reached when the sender
and the jammer transmit in such a manner that the X |[i|s are samples of a WGN process
and the R'[z]s are also samples of a WGN process and are independent of the X and NV
processes. Thus, the RHS of (14) has a signal term with a white Gaussian distribution of
variance (14 /7v/a€)?0% and an AWGN component with variance yo% + (vaé® +1)0%:.
The coefficient & now indicates the weighting that the jammer gives to the signal ¥,y r
obtained through tapping. Therefore, the function to minimize, which is given by (9) in
the previous section, is now

1 (1 + AVeat)o% + 705 + (yaf® + 1oy
2 vo2 + (ya€? + 1)o% |

geum:s(f) e (15)

The constraint of (10) becomes
Ea (a;"—; — c:rir) g, & Hipe e (16)

We may verify that any solution feasible in the eavesdropper correlated case is feasible
in the correlated case studied in section 2. The minimization of (9) subject (10) cannot

therefore be more than the solution to minimizing (15) subject to (16) alone. The solution
of (15) subject to (16) is

f 1 - a3 2
= TEJammerTLT 2> Ox

ta? ”x"z""hr
5 = K if ’fEJummerﬁ > J?‘-:'a and Qmuea(ﬂ) < gﬁﬂﬂﬂﬂ(y) (1?)

v otherwise

for v = ‘\/ Liamaee_ and yy = =32 where o = 0% y0, b = \/700% +v/@7? Ejammer+

a(a'x +a N) p-
magf and ¢ = 0% +YE jammer- As for the correlated jamming case studied in the previ-
ous section, we see that the capabilities required for performing eavesdropper correlated
jamming are amplification and phase shift of the tapped signal and addition of white
noise. The conditions we impose on the jammer in (16) could be changed to take into
account different constraints. For instance, a minimum noise constraint of o2, for the
jamming signal would lead to a constraint of the form 0% > oZ;.. A maximum amplifi-

cation amplitude of &,4; would lead to a constraint of the form & < &2 __.
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4 The effect of phase jitter.

In this section, we analyze the effect upon correlated jamming of a phase shift which is not
known to the jammer. If the phase shift were known to the jammer, he could compensate
for it in his jamming scheme. Such a phase shift may occur because the jammer has
mistakingly evaluated the phase of the legitimate user or it may be deliberately introduced
by the legitimate user after the point of tapping. Such a phase may be modelled by adding
a phase shift to the legitimate signal after the eavesdropping has occured or by adding a
phase shift to the jamming signal. We choose the latter approach. We denote the phase
shift by ¢. We assume that the phase shift is time-invariant, therefore we do not have
bandwidth expansion which is due to changes in the phase shift. Moreover, the fact that
the phase shift is constant implies that the legitimate receiver is informed of the phase
shift or can determine it without affecting capacity. Therefore, the receiver can take ¢
into account when he receives the signal.

We first look at the effect of a phase shift for a given § and then assume a distribution
fo £. The received signal sampled vector, Zywr, 1S glven by

Zh = X[+ VAV e (cos (¢) X[i] — sin (¢) X[z + WT))
+ JAVeEN(] + AR (] + N'[i] (18)

for 1 <1< WT and

Z[i] = X[]+ vk (cos (¢) X[z] + sin (¢) X[i — WTY))
+ JAVaENG] + VAR[E] + N[ (19)

for WT +1 < i < 2WT. We may compute the capacity of the legitimate user for a
given ¢ and . As in our previous sections, we first assume that the sender’s signal is
complex WGN. The same arguments as i the previous sections lead to the fact that the
jammer chooses R’ to be AWGN uncorrelated with N and X. The entropy of Zowr is
Lin ((ZW)QWT Azl ), where Az is a diagonal matrix with diagonal terms

g d=o% (l + 2V aécos (9) + 7&52) + (7&52 + l) 0% + Yo% (20)

Therefore, from (18-19), the mututal information for the channel seen by the legitimate

user is given by
|d]
wT . 2
- ((1 +ve€?) o) + 10k o

Note that, as in the previous sections, the optimum signalling for the user when the
jammer uses such a scheme is WGCN. We have therefore found a saddle point.

If the jammer knows that there is phase shift and knows a distribution on the phase
shift, he may take the phase shift into account in his choice of §. The goal of the
jammer is to minimize the expected capacity of the legitimate user’s channel, hence to
minimize Es (I (ZowTs Xowr|®)], where the expectation 18 taken over ¢, which is known
to the receiver. We now examine the case where the a priori distribution of ¢ is uniform
between 0 and 2, i.e. all guesses about the phase by the jammer are equally poor. Using
(20, 21), the goal of the jammer is to minimize

1 Eﬁg i G (1 + 2./7aécos (@) + ’}f&&z) -

e n ®

4m Jo (1 + ya€?) 0% + 1ok |
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By a change of variables, we use equation 4.292.3 in [20] to rewrite (22) as

L5y ";) (23)

1

=

G’z (81 2 T X =
where ¢ = 1 + So(7at?) and b = 20X V/T8 __ We have Iphase, () = 0 and

(1+7va€%)ay, +707%, (1+yag?)oy, +y0g,
Johase, () > 0 only for £ = 0, therefore the jammer chooses £ to be 0. Thus, uncorrelated
jamming 1s preferable when the jammer has abolutely no estimate of @.

5 The effect of timing jitter.

[nstead of a phase offset, there may exist a timing offset introduced by the legitimate user
or caused by the jammer’s inability to time the jamming signal exactly. For instance, the
fiber lengths may be such that a jammer cannot exactly achieve synchronization, because
the jamming signal traverses a longer length of fiber than the legitimate signal. Note that,
in general, a timing jitter and a phase offset will occur together. We do not consider the
two together in this paper, but the techniques we develop would be applicable. Even if
the jammer knows the offset exactly, he cannot compensate for such a time offset because
1t 1s not reversible, unlike a phase offset. If the legitimate user is delayed and the jammer
knows this delay exactly, the jammer can introduce the same delay in the jamming signal.
Let us suppose that the jammer is lagging behind the legitimate signal, perhaps because
the jammer uses a piece of fiber which is slightly longer than that traversed by the
legitimate signal. The received signal sampled vector, Zypr, is given by

2] = X[i] + vAvag (BX[E] + (1 — B) X[i — 1]) + VAvVaEN[i] + VTR[i] + N'[i] (24)

for 1 <1 < 2WT. Note that the timing offset would involve X[i + 1] instead of X[s] if
the legitimate user introduced a delay after the tapping point.

As before, we assume that the legitimate user sends/a Gaussian signal, although the
signal is no longer white, since we have an ISI channel. Given such a signalling scheme,
the same arguments used in the previous sections imply that the best jammer policy is
to send a jamming signal which is the sum of the negatively amplified tapped signal and
of AWGN uncorrelated with X and N’. Given such a jamming policy, we may show
that a Gaussian signal is the best that the sender can use. In order to find the optimal
choice of £, we shall derive the capacity of the channel in terms of £&. The terms of the
autocorrelation matrix of the received signal are

D, for =
‘iﬁzw'r[i*j] — & gyt for i —jle—="1 (25)
0, otherwise

p = ok ((1 +VaBE) + (1 - ﬁ)z) + 0% (vo€? + 1) + 70%
q = ok (L+AvaBE) (1-B). (26)

If £ and 3 are given, then the capacity of the channel is known, because it is a channel
with time-invariant ISI ([18, 19, 5]), which can equivalently be considered as a channel
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with colored Gaussian noise ([13]). We shall use the results of ([18]) to find the capacity
of the correlated jamming channel. Let us define the spectrum of the Toeplitz matrix
Az to be

FWT

Ia(%)\i=l(1+ﬁﬁ£ﬁ)+ﬁﬁ£(l—ﬁ)eﬂlz- (27)

Let us define o> = 0% (ya&® +1) + ~o%,. From (5.3) in ([18]), we have that the capacity
is given by

1 2 2 5
T In (ma:{ [ la(N) |00 ,lD dA (28)
where 0% = 3= 2T max [9 — g2 |la{») |22 ,D] d\. In order to obtain a closed form solu-

tion, let us assume that the SNR is large enough that

) L RN 1

0 =o0x T 5 f 5 dA (29)
f;.
G+or2mh 1yateos (V) + ()

for b= /@& and ¢ = Jaé (1 = B). If we assume that "1'% \ < 1, we may use, from
[20], equation 3.665.2, to obtain

ity (€) = & [1m (0570) +m (4 + )] (30)

Note that our average mutual information does indeed give us a capacity, because we
have reduced the channel to a time-invariant [SI chanel with AGWN.

6 Conclusions.

We have investigated the capacity of channels with correlated jamming. We have shown
that correlated jamming can be a particularly nefarious attack, when compared to un-
correlated jamming. Correlated jamming can occur even when the jammer has access to
only a noisy version of the legitimate user’s signal and when the jammer must contend
with phase or timing jitter. The implications of in-fiber correlated jamming for optical
communications may be significant because, as We have shown, correlated jamming re-
quires Very simple processing on the part of the jammer and may be effective without
changing the output power chat would be received for an uncorrupted legitimate signal.
Therefore, most traditional methods for detecting fiber tapping and jamming, which rely
upon detecting variations in received power, may not be effective.
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: Eavesdropper correlated jamming channel.
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