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Content strategies in a socially 
connected world: production, 

distribution and protection 

Overview	
  and	
  Goals	
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Logistics 
•  All	
  presenta2ons	
  and	
  lunch	
  in	
  32-­‐G449	
  
•  Demos	
  and	
  posters	
  in	
  36-­‐512	
  (follow	
  students)	
  

•  Dinner	
  tonight	
  at	
  Atasca	
  (direc2ons	
  to	
  be	
  
provided)	
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Disruptions and Challenges  
in in the Telecom Industry 

–  Social	
  and	
  converged	
  mul2media	
  experiences	
  
–  Use	
  the	
  device	
  and	
  network	
  	
  ecosystem	
  for	
  best	
  experience	
  

–  Redefine	
  performance	
  metrics	
  by	
  adding	
  user	
  behavior	
  

–  Content-­‐centric	
  and	
  cloud	
  based	
  networking	
  
–  Personal,	
  social	
  and	
  centralized	
  clouds	
  
–  Combine	
  and	
  trade	
  storage	
  and	
  transmission	
  

–  Address	
  content	
  protec2on	
  and	
  security	
  with	
  minimal	
  disrup2on	
  

–  Heterogeneity	
  and	
  Mobility	
  
–  People	
  are	
  mobile	
  not	
  just	
  devices	
  

–  Viral,	
  peer	
  to	
  peer	
  and	
  proximity-­‐based	
  communica2ons	
  for	
  
community	
  viewing	
  

–  Favor	
  robust	
  implementa2ons	
  across	
  devices	
  and	
  networks	
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Ref:	
  Adweek	
  September	
  14	
  
2011	
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The Ecosystem 

(Wireless)
Broadband
Network

Social
NetworkContent



Network Coding and  
Reliable Communications Group 

The workshop goals? 
•  Illustrate	
  new	
  content	
  crea2on,	
  distribu2on	
  
and	
  consump2on	
  paradigm	
  in	
  the	
  social	
  
networking	
  world	
  

•  Show	
  the	
  advantages	
  of	
  connected/converged	
  
content	
  using	
  network	
  coding	
  techniques	
  
– Not	
  a	
  single	
  device	
  and	
  networks,	
  an	
  ecosystem	
  

– Consider	
  the	
  mobility	
  of	
  users,	
  devices	
  and	
  
networks	
  

– The	
  social	
  network	
  as	
  a	
  “virtual	
  operator”	
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Novel approaches for content 
protection 

 in social distribution  

Marie-­‐José	
  Montpe2t	
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Socially Consumed Content 
•  P2P	
  is	
  associated	
  with	
  illegal	
  content	
  dissemina2on	
  

•  But	
  should	
  defines	
  how	
  a	
  community	
  of	
  users	
  shares	
  resources	
  
legally	
  

•  Move	
  from	
  “thea”	
  to	
  “enabler”	
  

•  The	
  challenge	
  is	
  to	
  demonstrate	
  the	
  advantages	
  of	
  
using	
  edge	
  and	
  proximity	
  networking	
  in	
  a	
  secure	
  and	
  
private	
  way	
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Social Content: Impacts on the Devices 
•  Need	
  to	
  get	
  away	
  from	
  the	
  “Lord	
  of	
  the	
  boxes”	
  approach	
  

–  No	
  need	
  to	
  have	
  the	
  device	
  that	
  “rules	
  them	
  all”	
  
–  Need	
  to	
  harness	
  the	
  “power”	
  of:	
  

•  Home	
  devices	
  and	
  home	
  networks	
  connec2vity	
  
•  “Power	
  users”	
  

–  Scalability	
  of	
  the	
  architecture	
  
•  But	
  (s2ll)	
  cost	
  can	
  be	
  an	
  issue	
  
•  And	
  the	
  absence	
  of	
  common	
  placorm	
  introduces	
  complexi2es	
  

–  Use	
  network	
  augmenta2on	
  and	
  device	
  virtualiza2on	
  
•  Laptops/smartphones	
  for	
  CPU	
  intensive	
  applica2ons	
  
•  DVR	
  for	
  storage	
  (local	
  and	
  non	
  local)	
  
•  Tablets	
  for	
  display	
  and	
  video	
  rich	
  applica2ons	
  
•  Sensors	
  for	
  real	
  2me	
  informa2on	
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The virtual operator 
•  Use	
  your	
  social	
  network	
  as	
  a	
  virtual	
  operator	
  

•  The	
  SN	
  defines	
  what	
  the	
  offering:	
  collabora2ve	
  filtering	
  
•  Mul2-­‐network	
  and	
  mul2-­‐devices	
  

– Main	
  features:	
  
•  Security	
  and	
  privacy	
  and	
  of	
  course	
  content	
  protec2on	
  
when	
  applicable	
  
–  Find	
  appropriate	
  protec2on	
  for	
  both	
  commercial	
  and	
  user	
  
generated	
  content	
  

•  Ancillary	
  services	
  for	
  increased	
  QoE	
  
•  Local	
  media	
  switching	
  and	
  content	
  centric	
  networking	
  
(no	
  more	
  address/channel	
  changes,	
  content	
  changes)	
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Content	
  Protec2on	
  and	
  Social	
  Consump2on	
  
•  Encourage	
  legal	
  social	
  distribu2on	
  

–  Flexibility	
  
–  Low	
  overhead,	
  complexity	
  

–  High	
  availability	
  and	
  mobile	
  content	
  

–  Quality	
  of	
  experience	
  is	
  key	
  
•  Reduce	
  the	
  “cost”	
  of	
  content	
  protec2on	
  

–  Bandwidth	
  
–  Storage	
  
–  Scalability	
  

•  Protec2on	
  of	
  original	
  content	
  and	
  of	
  ancillary	
  informa2on	
  
–  Exchange	
  of	
  rights:	
  sharing	
  of	
  content	
  
–  Allow	
  user	
  generated	
  content	
  and	
  adver2sement	
  mixing	
  with	
  different	
  

protec2on	
  strategy	
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One Strategy: NC for video protection 
•  Network	
  coded	
  video	
  packets	
  

–  Encrypted	
  headers	
  	
  

•  Use	
  homomorphic	
  signatures	
  
•  Allows	
  to	
  protect	
  the	
  different	
  elements/layers	
  of	
  a	
  session	
  differently	
  (ancillary	
  vs.	
  

main	
  content)	
  

•  Move	
  the	
  authen2ca2on/authoriza2on	
  to	
  the	
  service	
  layer	
  
–  Aligned	
  with	
  industry	
  and	
  standards	
  direc2ons	
  

•  W3C	
  working	
  group	
  on	
  Web+TV	
  (ongoing)	
  

•  W3C	
  new	
  working	
  group	
  on	
  Social	
  TV/social	
  viewing	
  

•  Leave	
  the	
  “DRM”	
  to	
  manage	
  business	
  related	
  transac2ons	
  

•  Define	
  simple	
  policies	
  for	
  content	
  management	
  
–  Example:	
  network	
  coding	
  APIs	
  as	
  a	
  browser	
  plugin	
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C
Content 
Server:

S
Local Source

P
Transit peer

Transit peer

V
 New 

Viewer 

Transit peer Transit peer

Local Content 
Distributor 

Content 
Provider 
Domain

Social Viewing
Domain

Signed Network 
Coded Content

Signature 
Verification

Original
Content

Optional
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Standards Positioning 
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Keep	
  business	
  models	
  
and	
  content	
  protec2on	
  

separate	
  

Define	
  
management	
  
interfaces	
  and	
  

APIs	
  

Re-­‐use	
  exis2ng	
  
standards	
  

Encrypt	
  headers	
  only	
  

Define	
  new	
  
distribu2on	
  
mechanisms	
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Discussion 

	
  
mariejo@mit.edu	
  


