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Abstract

All-optical networks are emerging as a promising technology for terabit per second class communications. However, they are
intrinsically different from electro-optical networks, particularly because they do not regenerate signals in the network. The
characteristics of all-optical network components and architectures manifest new and stilt unstudied security vulnerabilities but
also offer a new array of possible countermeasures.

n all-optical network (AON) is a network where
the user-network interface is optical and the data
does not undergo optical-to-electrical conversion
: within the network. AONs are attractive because
hey prohmise very high rates, flexible switching, and broad
application support. Currently, optical transmission links sup-
porting 30-40 Gb/s are commercially available, 100 Gb/s prod-
ucts have been announced, and terabit-per-second AONs have
been demonstrated in the laboratory [1, 2]. AONs offer the
potential to tap economically this large capacity because fiber
optic transmission technology is progressing faster than elec-
tronic switching technology, and because optical switching
technology is maturing to the point where it may become the
economical choice in certain applications. Research testbeds
[3-7] have demonstrated basic AON functionality with trans-
mission rates of over 100 Gb/s in local and metropolitan area
networks. Figure 1 shows where AONs may fit in a communi-
cations infrastructure.

The emergence of these networks coincides with a burgeon-
ing use of networked information for education, commerce,
health care, national defense, and many other endeavors that
promise continued growth for decades. The transition from
electro-optic networks to all-optical networking in some sec-
tors thus may come at a time when societal reliance on net-
works is greater than its already significant level. Assured
access to these networks, in a private and reliable manner and
with appropriate service guarantees, is clearly very important
and has motivated our study of the security of AONs.: The
study of security for AONSs is fairly new, but already presents
many interesting issues. Note that many of the security prob-
lems present in traditional electronic or electro-optic networks
are still to be found in AONs. Moreover, many of the tradi-
tional security mechanisms, such as end-to-end encryption,
may be applicable to AONs and, in certain cases, may be even
more necessary.

In this article, we concentrate on the physical security
of data in AONs. Physical security ensures that the data

have a minimum privacy and quality of service (QoS),
and that users are informed when such privacy or QoS
are unavailable or when failure to deliver the required
privacy or QoS has occurred. This is in contrast to seman-
tic security, which protects the meaning of the data even
when an attacker has access to the received stream.
Semantic security thus belongs to the realm of cryptogra-
phy, which is outside the scope of this article.! We con-
centrate on physical security because it directly impacts
the construction of AONs, and physical security in AONs
differs substantially from that in electro-optical networks.
Note that, although we separate physical and semantic
security, some techniques (e.g., spread-spectrum) may
address both problems. Note also that cryptography can-
not protect against physical-layer attacks which attempt
to deny or degrade service.

We focus on two types of attacks on the physical security of
the network: service disruption (SD), which prevents commu-
nication or degrades QoS, and tapping, which compromises
privacy by providing unauthorized users access to data which
may be used for eavesdropping or traffic analysis. We will see
that both SD and tapping may be achieved by gaining access
to the network through authorized or unauthorized entry
points. An unauthorized entry point may be obtained by cut-
ting a fiber, for example. An authorized entry point may allow
an attacker to enter the network under the guise of a legiti-
mate user by sending a nefarious signal instead of or in addi-
tion to a legitimate communication. An important attack on
physical security not addressed is a software attack on the net-
work management and control system. Although AONs
require a network management-and control system, we do not
consider the problem of compromising these systems, for such

1 Semantic security schemes which rely specifically on optics, such as
quantum cryptography or homodyne scrambling, exist in research environ-
ments (see [8, 9]).
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a software attack is not conceptually dif-
ferent in AONs from electro-optic net-
works. Finally, we focus on issues of
security against attacks, not reliability
under normal operation.

The second section is an overview of
AONs, describes some of their funda-
mental components, and highlights dif-
ferences between AONs and traditional
electro-optic networks which affect phys-
ical security. The third section describes
some of the vulnerabilities particular to
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M Figure 1. Role of an AON in a commu-
nications infrastructure.

changers, which may allow a circuit to
terminate on a different waveband than
that on which it originated. For simplici-
ty of exposition, we do not consider
wavelength changers in this article nor
multiplexing schemes such as packetiza-
tion, time-division multiple access
(TDMA), or code-division multiple
access (CDMA), which may be used to
share a waveband within the network.
Rather, we focus on the situation, anal-
ogous to the use of AONs for backbone

AONSs and presents attacks which per-

form SD and tapping by exploiting these

vulnerabilities. The fourth section discusses security counter-
measures in AONs. Our conclusions in the final section sum-
marize the main issues.

- All Optical Networks

General Description

AONs exist in today’s research environments (and in early
commercial systems) in two types: time-division multiplexed
(TDM) networks (generally employing 100+ Gb/s soliton
transmission, possibly in multiple bands), and wavelength-divi-
sion multiplexed (WDM) networks, similar to the frequency
multiplexing used in some radio frequency (RF) transmission
systems. Our discussion will concentrate on AONs employing
WDM. WDM networks divide the fiber bandwidth into opti-
cal wavebands, each of which carries information at rates up
to ~10 Gb/s. These WDM waveband channels are routed
through the network using wavelength- or frequency-selective
devices and optical switches. WDM transmission systems are
currently the most promising for optical networks because
WDM technology is more mature than optical TDM [10].

To establish an optical circuit between terminals, a circuit is
assigned a waveband which is routed through the AON. This
process, called wavelength routing, is illustrated by a simple
example shown in Fig. 2. The user terminal in the upper left
corner may transmit over wavelengths A—Ag. A wavelength
router separates A—As from Ag—Ag. In the upper right corner,
a wavelength-selective switch (WSS) sends A; to one user des-
tination, Ay and Az to another, while A4 and As continue on in
the network. Similarly, the bottom left add-drop multiplexer
(ADM) passes Ag to another network node, and sends A7 and
Ag to a user. Not shown in Fig. 2 are possible wavelength
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traffic, where circuits occupy an entire
waveband.

Although we have chosen a small mesh configuration to
illustrate wavelength routing, it is important to keep in mind
that many different optical network architectures exist. For
instance, the ATT/Digital Equipment Coporation (DEC)/Mas-
sachusetts Institute of Technology (MIT) AON is built on a
hierarchical architecture which supports both full waveband
circuits and time sharing of wavebands [3]. The Optical Net-
work Technology Consortium (ONTC) testbed is composed of
two interconnected rings and uses an OC-3c synchronous opti-
cal network (SONET) format [6]. The Research and Develop-
ment in Advanced Communication Technologies in Europe
(RACE) Multiwavelength Transport Network (MTWM) net-
work is a mesh network which carries asynchronous transfer
mode (ATM) as well as dark fiber traffic [7]. The Multiwave-
length Optical Network (MONET) project includes ring,
cross-connect mesh, and star networks [5]. Despite the variety
of architecture and service implementations, all of the AON
testbeds share common component classes, in particular
fibers, optical amplifiers, and wavelength-selective nodes
(routers or switches). Thus, many features of physical security
are common to all AONs and may be discussed independent
of the specific implementations.

Key Differences between AONs and Traditional
Networks

Some AON features can be used by an attacker to analyze
traffic, eavesdrop, degrade QoS, or deny service altogether.
The following is a list of features and vulnerabilities that dis-
tinguish the security characteristics-of AONs from electronic
and electro-optic communication networks.

The very high data rates enabled by all-optical technology
have two important security ramifications. First, even attacks
that are short and infrequent can result in large amounts of
data being corrupted or compromised. Second, end users may
choose to retain protocols designed for slower electronic net-
works (e.g., routed TCP/IP — Transmission Control Proto-
col/Internet Protocol — over telephone company
infrastructure). While such protocols perform well in the
domains for which they were intended, the use of such proto-
cols at link, network, and transport layers at very high bit
rates over large distances can allow effective service denial
attacks using sporadic or relatively low-power methods. Such
attacks may well be very difficult to detect.

Wavelength routing provides a transparent circuit between
terminals. Signals that are routed transparently are amplified
but not regenerated at any network component. This trans-
parency is desirable in many respects; for instance, it provides
a simple way for heterogeneous terminals to share network
resources. Certain wavebands can carry analog signals, while
other wavebands are simultaneously used for digital signals.
Thus, different terminals may use different modulation for-
mats, and terminals may be upgraded without wholesale net-
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work reconfiguration. However, transparency raises many
security vulnerabilities which do not exist in electro-optic net-
works. Malicious signals may be designed to pass through
transparent components, disabling portions of a network to
which they would not have had access in a regenerated sys-
tem. In a network with regeneration, an intermediary node

will not propagate an anomalous signal. Rather, a regenerat-

ing node would generally discard an anomalous signal or may
misinterpret one and generate an erroneous signal. However,
the output of the regenerating node will comply with a certain
set of signaling schemes and protocols. Thus, an ATM switch
may be jammed to cause certain cells to be dropped or erro-
neously transmitted. However, its output will continue to be
ATM cells transmitted with a certain modulation, signal inten-
sity, within a certain bandwidth, and so on. As a rule, regener-
ation cordons off certain types of attacks.

The inability of AONs to reconstruct data streams at nodes
and repeaters within transparent networks also significantly
complicates segment-by-segment testing of communication
links, since the transparent network node by design will not
understand the modulation and coding of the signal. This
makes attack and fault localization difficult using current seg-
ment-by-segment methods. The combination of transparency
and multiple WDM streams per fiber gives would-be jammers
an ability to foul multiple streams of traffic by rapidly switch-
ing jammer power among streams.

Although rapidly maturing through heavy commercial and
governmental investment, many AON components are less
mature and robust than their electronic or electro-optic net-
work analogs. Relatively high crosstalk between WDM chan-
nels within existing components appears particularly important
to the security problem. Crosstalk can be exploited either to
tap communications or to perform SD by injecting malicious
signals into a network. Nonlinearities in fibers and devices can
lead to undesirable cross-modulations which may cause SD or
subtle tapping attacks. Optical amplifiers under attack by jam-
mers may cease to amplify and thus lead to SD. Although
many AON components such as fibers and amplifiers also
exist in electro-optic networks, transparency renders their vul-
nerabilities more important for physical security than in a net-
work with regeneration.

The unmasking of these vulnerabilities could be interpreted
as an intrinsic weakness of AONs, especially to SD attacks;
such an interpretation would be premature. Countermeasures
to attacks attempting to exploit nearly all of the above fea-
tures are available, although those countermeasures are not
always intuitive or traditional. The above list simply points out
that the network security framework for AONs is different
from that for electronic or electro-optic networks. The prob-
lem is new, and requires new consideration and new solutions.

Vulnerabilities and Attacks

/n this section we discuss particular vulnerabilities of certain
key components and subsystems of AONs, and how attackers
can make use of these vulnerabilities to perform SD or tap-
ping. All of the attacks discussed below only require physical
access to a fiber of the network within a reasonable distance
of a node. While the distance will depend heavily on the form
of the attack and the specific type of fiber used, a distance of
10-20 km might be a typical range. Some of the attacks can
actually be performed by a user at a legitimate network access
point.

We assume that it is unreasonable to expect that metropoli-
tan area network (MAN) or wide area network (WAN) fibers
will be completely physically secure; thus, we believe that for
the foreseeable future access to fibers will generally be avail-
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able to the resourceful. We also assume a mixed traffic envi-
ronment where trusted signals, (i.e., signals carrying sensitive,
possibly classified, information) may share links and/or nodes
with calls from untrusted signals (i.e., signals launched by
potential attackers). The most secure solution would be to
separate trusted and untrusted users on different fibers using
different nodes, thereby essentially providing two different
networks. However, there are a number of arguments against

+ this approach. First, for an arbitrary topology this may not

always be possible. Second, even if the initial topology allowed
separation of users, link failures may force mixed traffic.
Third, the security level of a link, node, or user may change
dynamically in response to anomalous behavior. Fourth, there
may actually be multiple levels of security, and as the number
of security levels increases, the practicality of physically sepa-
rate networks diminishes.

Service Disrupfion Affacks

We discuss SD attacks in the context of three main AON
components: fibers, amplifiers, and wavelength selective
switches (WSSs). Although, as discussed previously, imple-
mentations vary among AONS, these classes of devices are
fundamental building blocks.

Fibers — Fibers ideally propagate light on different wave-
lengths with only frequency-dependent delay (dispersion) and
attenuation. Fibers have very low loss (0.2 dB/km) and are
fairly linear under normal operating conditions.

Under normal operating conditions, there is a negligible
radiation of power from the fiber. This is in contrast to other
waveguide media, such as coaxial cable. However, like coax,
unshielded fiber presents little security against an attacker
with physical access; service is easily disrupted by cutting or in
some way disrupting the fiber. A less disruptive attack is to
bend the fiber slightly so that light may be radiated into or
out of the fiber [11]. By using this or related techniques, ser-
vice can be interrupted on a single wavelength by injecting
light at that wavelength (in-band jamming) without breaking
or otherwise disrupting the fiber. This attack is difficult to
localize.

Under high power input or long distances, fibers do exhibit
certain nonlinear characteristics that cause signals on different
wavelengths to interact. For instance, a signal on one wave-
length may cause amplification or attenuation of a signal on
another wavelength through cross-phase modulation and
Raman gain effects {12]. Thus, there are crosstalk effects
among wavelengths in a fiber which may be exploited by a
sophisticated attacker.

Optical Amplifiers — Rare-earth doped optical amplifiers
(OAs), especially erbium doped fiber amplifiers (EDFAs),
have revolutionized fiber optic communication and are a criti-
cal and necessary component for essentially all modern fiber
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optic communication systems. OAs |
transparently amplify optical signals and |
are used to restore the optical signal |
power to an acceptable level. The most
common usage of OAs is on fiber optic |
links, where they are used to compen- l
sate for fiber attenuation. OAs are also
used in network nodes to compensate |
for losses from optical devices — there
are many EDFAs in most AONs.

The nature of EDFA operation in
WDM communication links and nodes
can lead to a phenomenon known as
gain competition, whereby multiple independent WDM wave-
bands share a limited pool of available upper-state photons
within the fiber [13]. The result is that a stronger user (possi-
bly an attacker) can deprive a weaker user of photons, thus
reducing the weaker user’s gain. This gain competition, com-
bined with the fact that fiber has extremely low loss, means
that EDFAS are susceptible to power jamming from remote
locations. The severity of this attack depends on the distance
of the attacker from the OA, the OA device specifications,
and the network architecture. In some instances, it may be
possible for a malicious user to deny service to many other
users from a legitimate network access point.

Jjamming.

WSSs — WSSs route signals of different wavelengths to dif-
ferent outputs. Two building blocks of WSSs are wavelength
demultiplexers and multiplexers: a demultiplexer separates
signals of different wavelengths, each onto its own fiber; a
multiplexer performs the opposite function. Multiplexers are
relatively inexpensive and are commercially deployed on a
small scale. Figure 3 shows a typical WSS. The WSS illustrat-
ed has demultiplexers at the input, which send all the signals
of a particular wavelength to one of two switching planes. The
switching planes permute the signals, which are then multi-
plexed on the output fibers. To make up for device losses,
OAs may be used on the inputs, outputs, or both. OAs may
also be used in the switching planes. In fact, some switch
architectures use OAs as optical crosspoints. Other devices for
routing and switching include star couplers, wavelength filters,
ADMs (for both adding/dropping fibers or for adding/drop-
ping wavelengths), wavelength changers, and wavelength
routers.

Current state-of-the-art examples of WSSs have significant
crosstalk levels. Crosstalk causes signals to leak onto unin-
tended outputs and permits inputs to cause interference on
other optical signals going through these devices. The level of
crosstalk greatly depends on the particular components and
architecture of a WSS. Figure 3 shows the crosstalk associated
with a WSS going from user 1 through the WSS and out the
bottom output port. State-of-the-art multiplexers and demulti-
plexers may have crosstalk levels of ~20 dB (e.g., acousto-opti-
cal switch) to —30 dB (most other switch types). Note,
however, that crosstalk is additive, and thus the aggregate
effect of crosstalk over a whole AON may be more nefarious
than a single point of crosstalk.

Although -30 dB crosstalk is adequate for most communi-
cation purposes, it permits several types of attacks. An attack-
er could use this small level of crosstalk to disrupt or deny
service. For service denial, the attacker injects a very strong
signal into the device (the attacker may be physically distant
from the node by using a network fiber to inject the signal).
Although only a small fraction of it leaks onto another chan-
nel, a sufficiently powerful signal modulated in a malicious
way can be highly disruptive. A possible attack on an on-off
keyed (OOK) signal would occur if the jammer chose a bit

| Fi_g_ijre 4, An example of correlated

Tapping route

|
|
| rate which was sufficiently fast that the
receiver’s threshold could not adjust, but
| not so fast as to be filtered out by the
| receiver filter. In another possible attack,
. an EDFA in a WSS, such as in Fig. 3,
| could be jammed if user 1 uses crosstalk
| to insert a jamming signal onto the bot-
tom output fiber, thus jamming any users
' whose signals share that EDFA, The
effects of jamming an OA in a switch
can be severe. A sophisticated attacker
could potentially disrupt an entire net-
work node remotely with physical access
to a single input fiber of that node. This is a very different sit-
uation than in electro-optic networks, where regeneration
would isolate the attack. The attacker accomplishes an attack
by injecting light of multiple wavelengths, or by rapidly fre-
quency hopping from one wavelength to another for the pur-
pose of jamming amplifiers on as many output ports as
possible. The extent of disruption depends on the location of
the attacker, the switch architecture, and the state of the
switch (i.e., which wavelengths are routed to which outputs).
A particularly nefarious enemy with cooperation from mali-
cious users may attempt to put the switch in a vulnerable state
by having his cohorts make seemingly legitimate service
requests,

Legitimate route

Tapping Allacks

Fibers and EDFAs — An attacker with physical access to the
fiber can retrieve part of a signal with little disruption by
slightly bending the fiber. Also, at high signal levels (e.g., at
the output of an OA), fibers exhibit some crosstalk which may
be used for tapping by copropagating a signal on the fiber.

In some OAs, the gain competition among signals occurs
very rapidly (i.e., at the modulation rate). In these scenarios,
tapping can be achieved by observing cross-modulation
effects.

Note that tapping can be combined with jamming for a par-
ticularly effective SD attack. Since delays vary extremely slow-
ly with respect to data rates in AONSs, an attacker can tap a
signal and then inject a signal downstream of the tapping
point. Such an attack, which we call correlated jamming, is par-
ticularly pernicious when the signal-to-noise ratio (SNR) of
the attacked user is relatively low. Note also that the effect of
a correlated jamming attack is greater than the effect of an
uncorrelated jamming attack for the same jammer power. The
attacker can subtract the signal partially and replace it with
noise. He may also introduce multiple different delays to
introduce repeat-back jamming, which may appear at the
receiver as naturally occurring multipath. The correlated jam-
mer attack is illustrated in Fig. 4.

WSSs — Owing to crosstalk, WSSs are vulnerable to tapping.
Consider in Fig. 3 that user 2 is tapped by an attacker with
access to the bottom output fiber.

A simple and seemingly effective software solution to this
problem is to amplify only signals which are “supposed” to be
there (i.e., registered with the network management system).
This requires more switches or OAs to independently amplify
different wavelengths. In Fig. 3, the crosstalk would not be
amplified. However, an attacker can thwart this measure by
making his own request. This is illustrated in Fig. 5 by user 1’s
call. The attacker is user 1. The attacker’s call, which is also
on Blue, is routed onto the bottom fiber by the WSS. This
means that the call from user 1 is superimposed on the leak-
age of the call from user 2. Since there is now a call on the
bottom fiber on Blue, the network management software will
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| petwork comply with certain specifications. An optical
limiting amplifier (OLA), which amplifies but limits the
' output power to a certain maximum, may be employed
| to enforce certain limits on power. Such limits will
hinge on the security requirements and the levels of
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not turn off the amplifier. In order to compensate for unex-
pected or unpredictable loss, the network control algorithms
may furthermore provide extra amplification to the weak sig-
nal in response to a small measured signal power. However, if
user 1 does not transmit any power on Blue, the only signal
received from user 1’s call ig the amplified leakage from user
2’s call, which may be sensitive. The network control algo-
rithms unwittingly amplify and route the call into the hands of
an attacker. There are countermeasures to this attack, which
in themselves may have more subtle vulnerabilities.

These examples demonstrate the variety of possible attacks,
the interplay between countermeasures for different attacks,
and the need for a comprehensive set of countermeasures
controlled with an appropriate network management system.

Countermeasures

7’he philosophy we have adopted in examining network secu-
rity schemes has three components: prevention, detection,
and reaction. We assume the existence of a network manage-
ment and control entity and of a security status database,
which may be centralized or distributed.

While some of the mechanisms are applicable to different
types of networks, many issues are peculiar to AONs. The
large data rates in AONs entail that, even if the network was
under attack for a few seconds, terabits per second of infor-
mation may be compromised. Thus, detection and reaction
should be rapid. Since the AON does not perform signal
regeneration, it cannot make use within the network of such
means of error detection as CRCs. Thus, AONs must be able
to detect covert SD attacks, which disrupt the signal enough
to reduce QoS without precluding all communication, as well
as overt attacks, such as altogether eliminating the signal or
overwhelming it by strong, protracted jamming. AONs must
also be able to detect tapping attacks that negligibly affect the
received SNR as well as those that steal a significant portion
of the signal.

Prevention

Prevention methods available may be broadly divided into
three categories: techniques that reduce the vulnerabilities
which are intrinsic to the hardware, transmission schemes that
are inured against certain attacks, and protocols and architec-
ture designs adapted to AONSs.

We first consider prevention of SD through hardware mea-
sures. The device requirements for communications in the
absence of attacks may be different than those for security.
For instance, a certain level of crosstalk may be tolerated
when all users remain within certain power limits, but may
become unacceptable if one user sends a strong jamming sig-
nal or performs correlated jamming. Some hardware measures
seek to mitigate jamming by ensuring that the signals in the

| crosstalk. Bandlimiting filters may be used to discard
signals outside a certain bandwidth, thus preventing
out-of-band gain competition attacks in OAs.

| Hardware measures also can harden against tapping.
" Preventing a physical tap into the fiber can be achieved
| by physical strengthening, alarming the cladding, or

— attempting to detect small losses of power due to tap-

ping. All of these measures except for the detection of

loss of power require substantial changes in the existing

infrastructure and would entail significant expense [14].
Although alarming the cladding, using fiber that breaks when
bent, or strongly shielding the fiber are viable options for a
local area network (LAN) within a secure enclave, they will
not in general be possible in a MAN or WAN. Moreover,
securing the fiber against physical tapping does not protect
against tapping via crosstalk. Devices with lower crosstalk will
mitigate both SD and tapping attacks.

Hardware measures must also be considered in the context
of the component impact, layout of the components, and cost
trade-offs. For instance, introducing OLAs may allow us to
withstand higher crosstalk levels in WSSs; therefore, the cost
of introducing OLAs must be compared against the cost of
improving the crosstalk in WSSs. Another trade-off arises if
untrusted users can obtain a tapping channel, by means of
crosstalk, which is equivalent to the one that would be obtained
with more difficulty by bending the fiber to tap some of its sig-
nal. The cost-effectiveness of reducing crosstalk must then be
compared with that of improving the cladding of the fiber.

Transmission schemes may play a role in anti-jamming and
anti-tapping measures. Transmission schemes encompass
many techniques, such as modulations that are inured against
certain attacks, coding to protect against jamming, intelligent
limiting of signals to certain bandwidth and power constraints,
and diversity mechanisms which render attacks more difficult.
A type of coding scheme which uses diversity is a spread-spec-
trum technique borrowed from the wireless world. The anti-
jam merits of frequency hopping (FH) and direct sequence
CDMA (DS-CDMA) [15] for AONs are not simple extensions
of the wireless case. The typical wireless jamming problem
involves an energy-limited jammer which sends a certain
bandwidth over a single link. In AONs, we must contend with
jammers which may perform service denial attacks over sever-
al links (by using transparency), jam outside the bandwidth
over which they transmit (by making use of gain competition
in EDFAs) and have few energy limitations. Moreover,
CDMA multiple access spread-spectrum techniques are both
less bandwidth-efficient and significantly affected by power -
fluctuations, unless we use more complicated reception and
decoding than required for simple orthogonal methods such
as WDM or TDM. Since high-speed processing is often
expensive and difficult, cooperative multiple access decoding
for CDMA may not be as attractive as in other media, and
simpler techniques such as TDMA interleaving may be more
appropriate.

Architecture and protocols involve such issues as avoidance
of easily compromised links for sensitive communications, and
judicious wavelength and path assignments which seek to sep-
arate trusted users from untrusted users. Consider the follow-
ing example. If user 1 was observed to burst in power
unacceptably, he may be labeled an untrusted user. If network
management wants to avoid SD for user 2, it may avoid shar-
ing any OAs or WSSs between users 1 and 2.
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A
In order to be able to separate users, we

must have flexibility in our choice of routes
and wavelengths. Adding links to a network
provides us with more routes over which to
route a signal, but may also expose certain
parts of the network to new attacks. A com-
mon example of optical architecture is the
ring. Ring architectures offer two routes
between any two points, therefore providing
some diversity. A vulnerability of rings is that
much of the traffic shares certain links. This
may be alleviated somewhat in WDM optical
networks. Using WDM over a ring allows
different wavelengths to carry traffic between
different nodes [16] so that all the traffic
does not share the same wavelength, thus
reducing certain threats. A mesh architecture gives more flexi-
bility for routing, but also complicates the study of security
vulnerabilities.

o

uration.

Detection

Detection of attacks encompasses three functions: event
recognition, security failure identification (localization and
classification of attack), and alarm generation (appropriate
notification to enable adequate reaction to attacks). Note that
these three steps need not be consecutive; for instance, alarm
generation may be used for localization. Detection of attacks
in AONs is more difficult than in traditional electro-optical
networks. For some overt attacks, detection may be done
independently of the data stream. For instance, rupture of a
fiber may be detected if a control signal ceases to be received.
Protracted, high-powered jammers may be detected by a
power integrator. Covert attacks may be more difficult to
detect. Bit error rates (BERs) on fiber are very low (10-11 or
below); therefore, fairly small interference may cause a rela-
tively large increase in BER, which may not be compensated
for by coding schemes designed for lower BERs. A possible
countermeasure is to compare two streams that have tra-
versed physically different paths. Such a comparison has the
advantage that it may not require knowledge of the particular
signaling schemes used, and would detect a problem. Redun-
dant streams would also be useful for reacting to an attack, as
described in the next section. However, redundant schemes
require more network resources.

Security failure identification of both the location and type
of attack may differ significantly from electro-optical net-
works. Traditional failure identification in networks relies on
identifying the domain of an alarm (the components that may
lead to an alarm), correlating the alarms, and using algorithms
to determine the probability of a certain failure having
occurred. Although the same techniques can be applied to
AON:s, several issues exist [17]. Transparency leads to difficul-
ty in monitoring the nodes. Thus, in [17], only peripheral
nodes are tested, and fault propagation is assumed to be
instantaneous. If we were to test more nodes in an AON, we
may expect that transparency would lead to difficulties in
localizing attacks and to many alarms due to the same attack.
For instance, a jamming attack could spread transparently and
affect several nodes; the point of attack may therefore not be
easy to determine. It is not clear whether the delays involved
in correlating the alarms and running the algorithms to identi-
fy failures may be unacceptably large with respect to the rapid
detection necessary, even when these algorithms are polyno-
mial in the size of the network. Preplanned responses to cer-
tain sets of alarms may be required.

Alarm generation may fulfill different purposes. The ele-
ments in charge of the recovery mechanisms must be notified
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rapidly. Other nodes in the network may be
notified so that they may adaptively change
their preplanned response. A signal may be
sent to the optical terminal nodes of the
AON to warn that the data was possibly cor-
rupted.

e
g

Reaction

Reaction consists mainly of isolation of the
source of the attack to preclude further
attacks, component reconfiguration, rerout-
ing communications, and updating the securi-
ty status of the network. The reaction to an
attack may depend on the location and sever-
ity of an attack. For instance, if isolating an
attacker cannot be done well because local-
ization is too imprecise or the severity of the attack does not
warrant disrupting the network, updating the parameters that
determine the level of diversity the network seeks to achieve
may be preferable.

As we have mentioned, the extremely high rates associated
with AONs may make delays in recovery very critical because
large amounts of data may be compromised in a short time.
To ensure timely recovery, we may choose to consider pre-
planned responses to avoid the delays associated with real-
time software solutions [18]. A simple preplanned response is
the elimination of a user who is seen as a security threat. A
user may simply see his communication precluded if the total
average power over his assigned wavelength is too high, for
instance, by using certain kinds of nonlinear protection switch-
es. Another approach is to consider preplanned routes around
compromised network sections. If we determine that a section
of fiber or a node is under attack and decide to route around
it, we may perform automatic protection switching (APS) to a
backup section of the network which is also carrying the
required traffic. If the backup traffic is sufficiently delayed
with respect to the original traffic, we may not need to
retransmit lost or corrupted data. The ability to isolate a fiber
to perform APS is afforded by ADMs. An opto-mechanical
ADM may switch to a different fiber in a few tens of millisec-
onds with very low crosstalk. Acousto-optical switches may
operate in microseconds and lithium niobate switches in the
order of nanoseconds, but such switches exhibit more crosstalk
than optomechanical ones. WDM ADMs may be used to add
or drop a channel, but also exhibit crosstalk.

The manner in which we perform rerouting will depend on
the architecture. Between any two users in a node-redundant
network there exist two node-disjoint paths or, in an edge-
redundant network, two edge-disjoint paths, and there are
several algorithms for finding such routings. WDM allows us
to create different logical topologies over a single physical
topology. However, analysis of the vulnerability of a logical
topology must consider the physical topology and the specific
components traversed by a route. For instance, a logical
broadcast from a node to two different nodes may be achieved
in two different ways [19, 20], but the vulnerabilities of the
two physical configurations are different (Fig. 6).

Conclusions

\/\/e have given an overview of emerging AONs and their
principal components and characteristics. Using this
description of AONs, we have presented physical security
issues, namely service denial and tapping, in AONs. We have
shown how transparency, combined with the characteristics of
AON components, creates a set of vulnerabilities which differ
significantly from the vulnerabilities found in electronic and
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electro-optic regenerative networks. While some traditional
techniques may be applicable to AONs, countermeasures
must be carefully evaluated according to the specific hardware
and architecture used. Because service denial attacks are
more closely tied to the network physical infrastructure than
most of the attacks against which cryptography protects, con-
sideration of service denial attacks prior to widespread
deployment of AONSs is very important. Understanding the
threats could result in small network changes that make the
use of both commercial and defense AONs more tenable.
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