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•  Computing on masked data (CMD) raises the bar on data in the clear 
•  Uses lower over head approaches such as deterministic (DET) encryption 

and order preserving encryption (OPE) 
•  Associative array (D4M) algebra is defined over sets (not real numbers); 

allows linear algebra to work on DET or OPE data 

Information Leakage 

LOST: Perfectly Secure (L=0) 
RND: Semantically Secure 
DET: Deterministic 
OPE: Order Preserving Encryption 
CLEAR: No Masking (L=∞) 

∞ 

C
om

pu
te

 O
ve

rh
ea

d 

CLEAR LOST RND DET OPE 

1000 

100 

10 

1 

0.1 

  0 
Big Data 

Today 

Homo-
morphic 

CMD 

E
x

a
m

p
le

 P
ro

c
e

s
s
in

g
 S

te
p

s 

log_id src_ip srv_ip 
001 128.0.0.1 208.29.69.138 

002 192.168.1.2 157.166.255.18 

003 128.0.0.1 74.125.224.72 
208.29.69.138 

plaintext input 

bgdjbeaddcbb pjdmjpcggdib qlhnlrjkgkoh rstpwrqqiwtr swvuzzvzjyux 

eqkrihkp nxujqeox jdxgtxib 

byzzrrpo skasemic zfvfvfek 

cjytgntp clssgcuq ziurycfn jsbmcbnl 

stored masked data 

DETrow OPEcol 

•  Associative array algebra defined on strict totally ordered sets 
•  Algebra works with DET or OPE on rows or columns by definition 
•  Values can often be operated on with RND or LOST 

Pedigreed correlation calculation in plain text 

A = CatKeyMul( !T(:,'src_ip|000. : src_ip|999.')).’,!

                !T(:,'srv_ip|000. : srv_ip|999.')) ) 
 

! 

Step 2: Mask & Compute Analytic 

Pedigreed correlation calculation in masked text 

A = CatKeyMul( !T(:,'bgdjbeaddcbb : pjdmjpcggdib ')).’,!

                !T(:,'qlhnlrjkgkoh : swvuzzvzjyux ')) ) 

 

! Tallies row IDs between vertices 

! 

Step 3: Unmask 

A qlhnlrjkgkoh rstpwrqqiwtr swvuzzvzjyux 

   bgdjbeaddcbb eqkrihkp cjytgntp cjytgntp 

   pjdmjpcggdib cjytgntp 

A srv_ip|157.166.255.18 srv_ip|208.29.69.138 srv_ip|74.125.224.72 

   src_ip|128.0.0.1 log_id|100 log_id|300 log_id|300 

   src_ip|192.168.1.2 log_id|200 

•  Analytic computed on database or another server 
•  Masked output is sent back to user 
•  D4M client unmasks data 

Step 1: Mask Data in Database 


