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Dissonance Between Multiple Alerting Systems

Part Il: Avoidance

and Mitigation

Lixia Song and James K. Kuchar

Abstract—The potential for conflicting information to be

nance that may occur, and identifying when or where the dif-

transmitted by different automated alerting systems is growing ferent types of dissonance could occur in a given operation. In

as these systems become more pervasive in process operationsbrief
1

Newly introduced alerting systems must be carefully designed
to minimize the potential for and impact of alerting conflicts.

A model of alert dissonance, developed in a companion paper
(Part 1), provides both a theoretical foundation for understanding
conflicts and a practical basis from which specific problems can
be addressed. Alerting systems are hybrid processes, involving
continuous process dynamics and discrete alert level changes in
state space. This paper presents a hybrid model to facilitate anal-
ysis of dissonance. Using backward reachability analysis, regions
of dangerous dissonance space are identified. Then, modifications
can be made to the control strategy of the process or to the alerting
thresholds to avoid dangerous consequences of dissonance. An
example problem is presented to demonstrate the application of
the hybrid model to identify dangerous dissonance space and
to identify proper actions to avoid dangerous consequences of
dissonance.

1)

2)

Index Terms—Alerting systems, avoidance, dissonance, hybrid
analysis.

3)
. INTRODUCTION

UTOMATED alerting systems are becoming increasingly

pervasive in time— and safety—critical operations, with ap-
plications spanning aerospace vehicles, automobiles, chemical
and power control stations, air traffic control, and medical mon-
itoring systems. As these applications are pushed toward highei)
safety and capability, new alerting systems have been introduced
to provide additional protection from hazards. The addition of
alerting systems to an already complex operation carries several
liabilities [1]. First, there is an increase in the amount of infor-
mation processing required by the human operator, who now
must be trained and able to respond rapidly to more informa-
tion. There is also a potential for simultaneous alerts from the
different systems, possibly overloading or confusing the human.5)
These alerts could also be conflicting in the sense that the infor-
mation they provide suggests different actions be taken to re-
solve problems.

To date, management of potential dissonance between sys-
tems has occurred without a structured understanding of the spe-
cific issues involved. A coherent, formal model that articulates
the design issues is developed in a companion paper (Part I).
This model helps in understanding the different types of disso-
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our approach involves the following steps.

Each alerting system is formally described in terms of
how a given state vector is mapped into an alerting system
output called an alert set. Alert sets include a categoriza-
tion of the level of threat posed by a hazard as well as com-
mand or guidance information to the operator. Example
alert sets might be: no alert; an informational traffic ad-
visory; or an explicit climb command to a pilot to avoid

a collision. Accordingly, in this step, mathematical map-
ping functions are defined for each alerting system.
Sensor and dynamic modeling errors can be introduced
to make the mapping of state vectors into alert sets
probabilistic rather than deterministic. This step in-
volves modeling uncertainties using probability density
functions (PDF) and carrying those PDFs through the
mapping functions defined in step 1.

Visualization of the alert set mapping for each alerting
system can then be created. This is simply a view of
state space in which the different alert sets are demar-
cated by their boundaries defined by the mapping func-
tions of steps 1 and 2. When uncertainties are present, the
view can show contours of probability of a state being in
a given alert set.

Two alerting systems are then overlayed to examine po-
tential regions where dissonant alert sets occur simulta-
neously. This can be done both formally through mathe-
matics and informally through a visual depiction of state
space. This new depiction of state space shows regions of
intersection between the various alert sets of each alerting
system. Thus, one can see how a given state maps into a
combination of the alert sets of each system.

Each intersection of alert sets must then be examined to
determine whether dissonance may exist. This is an area
requiring significant human factors research beyond the
scope of this paper. It is critical that designers are able to
predict whether a given combination of alerting system
information might or might not produce dissonance. To
better focus on the portion of the problem that is more
readily described through formal mathematics, we as-
sume that such a human factors study can be performed.
We therefore, assume that we know which combinations
of alert sets are dissonant and which are not. This is, how-
ever, a significant assumption that points to a definite need
for more human factors studies into the effects of disso-
nance.

1083-4427/03$17.00 © 2003 IEEE
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The identification of dissonance space enables more |state space
advanced mitigation contingencies to prevent or impede dis-
sonance from occurring. For instance, the logic or algorithms Alert space
of alerting systems can be modified to eliminate dissonance
space, or operational procedures can be modified so that the
process does not enter regions of dissonance.

A hybrid process is one in which continuous and discrete -
dynamics coexist and interact with each other. An alerting Systemn 1 witl?isggzirtl:izi::and System 2
system is one example of a hybrid process because it includes
continuous dynamics from the controlled process and discrete
state changes when alerting threshold boundaries are cros58a™
Crossing an alerting threshold can result in a discrete change
in the dynamics of the process as the human operator addpgse minimal impact on the safety of the process. This assump-
a new control strategy. For analysis, we extend a unifigidn facilitates the initial analysis and may be relaxed later if a
hybrid systems model introduced in [2] that captures discreigore detailed and accurate analysis is needed.
phenomena arising in hybrid systems. These phenomenan example history of a process is shown in Fig. 1. In
include autonomous switching where the continuous dynamiey. 1, two regions of hazard space are shown, each with a
change automatically when the state hits certain boundaries @aéresponding alerting system. The process begins near the
controlled switching when the vector field changes abruptly #@p center of the figure outside of the alert space regions. No
response to a human control command. alerts are issued by the systems, and the process follows a

This paper presents a hybrid model to describe the dynarsigaight line path. When the process reaches point A in Fig. 1,
behavior of a process incorporating two or more alerting sysystem 1 is triggered and issues an alert. This causes a discrete
tems. Using the hybrid model and based on the analysis thegRange in the operator’s control strategy to avoid the embedded
developed in Part |, regions of dangerous dissonance spaceragfon of hazard space. As the process evolves, it reaches point
identified using backward reachability analysis. This involves in Fig. 1. Here, system 2 also issues an alert. The shaded
starting at a given hazardous region and reversing the system@gion shown is assumed to be one in which the two alerts are
namics to determine how that hazardous state could be reachfissonant. For example, avoidance commands from the two
Then, mitigation methods to avoid dangerous dissonance spggétems might be inconsistent in this dissonant region (e.g.,
are described and applied in an illustrative example. simultaneous turn left and turn right commands). Due to the

dissonance, the operator switches to a new control strategy
which might be significantly more uncertain than that chosen
with each alerting system alone, as shown with the dashed lines

[l. HYBRID SYSTEM ANALYSIS OF DISSONANCE in Fig. 1. Ultimately the process might reach hazard space due
to the dissonance that was encountered.

We take a state space view of the controlled process, alertingsing the method in Part | and through the results of human
systems, and the human operator. By observing how the procgggiors studies, regions of dissonance space need to be identi-
state moves through state space, we can determine whethekifi€ This can then be further refined by breaking the dissonant
system will operate safely or whether certain hazards may Rgjion into two subsets: dangerous and nondangerous. We de-
encountered. More formally, we define hazard space as thatfife adangerous dissonance stats a state in dissonance space
gion in state-space where an undesirable event would occur. B8m which hazard space can be reached. As shown, state B in
pending on the application, hazard space could involve, for exy. 1 is a dangerous dissonance state because some of the pos-
ample, the region in space where two aircraft are colocated ogiple trajectories leaving point B enter hazard spBesgerous
region in which excessive temperature or pressure would harligsonance spade then simply the union of dangerous disso-
chemical process. The alerting systems have been implemerggfce states. Although the rest of the dissonance space is not
with the goal of aiding the operator in avoiding regions of hazagdlled dangerous from this formal view, in the long-term the
space. human operator may still distrust the system. Accordingly, the

In our analysis, we require several assumptions about the Bgstem designer should at least eliminate dangerous dissonance
havior of the human and controlled process in state spacesjiace and, if possible, all dissonance space.
general, we assume that the operator applies one of a set of pos-
sible control actions, where this set of actions is determined Ry
the current combination of alert sets. That is, we might expect
one type of behavior from the operator if no alerts have beenTo model the hybrid behavior of a process with multiple
issued (such as continuing in a relatively straight line), andagerting systems, transition functions are introduced to represent
different type of behavior if an alerting system is issuing avoidhe human operator’s responses to alerting system commands.
ance commands to miss a threat (making a turn, for exampleJhe transition functions are activated when the process state hits

A second assumption is that each alerting system alone laderting threshold boundaries. Transition functions randomly
been designed such that hazard space will be avoided. We sidect one trajectory from a set of trajectories determined by the
sume that false alarms or missed detections are rare or that tbeyent alert set combination of the two alerting systems. The

Alert space

State trajectory evolution.

Hybrid Model of Multiple Alerting Systems
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sets of possible dynamics are probabilistically distributed ani| state space

bounded by worst case or physical performance limits of the feF feF, =F,

process, or possibly by some other limits determined throug
human factors studies, for instance.

More formally, given theth alerting system, at any timeve
can separate the whole state sp&této several subsetd,,
based on the system alert sets

U = UpAs 1)
feF, =F, nF; =F,, SOO :AAomABO

where each;;, is a connected, open setBf*. R" is the con-
tinuous state space of the proceds, is the kth system alert
set of thesth alerting system, as defined in Part . There are twag. 2.  Example transition functions.
alert sets for each system shown in Fig. 1: the system does not

alert (outside alert space), or the system does alert (inside alert e
space(,-) pace) y ( a!Je a probabilistic distributed set and bounded by the worst case

For theith alerting system, the continuous dynamics in eac?rﬁ. . ) .
region A, is given by a set of vector fieldE;y : Ay — R” is set could be determined more precisely through running a
i+ i o ik ' used human-in-the-loop experiment or simulation.

The vector field describes the process dynamics governed by;ﬂ%or example, consider Fig. 2, which again shows two alerting

following: systems, A and B, each of which has two alert sets 0 (no alert)
x(t) = fip(x(t),u(t),d(t),t) € Fy (2) or1(alert). There are four subsets in state spage= Ao N
Ao, So1 = Aao N Ay, S10 = A1 N Ape, and Sy =
whereu(t) is the continuous control applied to the process at,; N Ag;. When system A is in alert stage(H 41 ), it com-
time ¢ while the alerting system is in alert stageandd(¢) mands a right turn within some set of heading changes; in alert
is the disturbance at time We define the set of vector fieldsstage O(A4 4¢), there is no restriction for action. When system
F,. as theallowed action spacef the ith alerting system in B is in alert stage 1, it commands a left turn within some set of
regionA,. For exampleF;; for a region where alerting systemrequired heading changes; there is no action restriction in alert
1 alerts alone might include varying degrees of left tulg. stage 0. The state begins in regigi in Fig. 2 where there are
for a region where alerting system 2 alerts alone might inclué® restrictions on what the operator does, in this example. The
varying degrees of right turns. state eventually hits the boundary of subSgtand a right turn
As discussed in Part |, the intersections of the alert setsisfcommanded from system A. The transition function selects
two alerting systems are denoted by the sgfs, wherem is  a specific amount of right turn from a set of possible values,
the alert set from system 1 ands the alert set from system 2.shown in Fig. 2 as a solid curve within a shaded region of pos-
The whole state space then can be separated into sufysgfs sible turns. The process then hits the boundary of redign
that is where system B begins to command a left turn. Here, there is
no satisfactory response that satisfies both the command to turn
U = UnnSmn = U (Aim N Ajn). () left and to turn right, and the operator selects a new control ac-
Next, human factors issues have to be considered by examin'iirigg from a larger set O.f possibilities. This represepts, in this
each setS,,,, to determine if there is dissonance in that situs mp"?’ more uncertainty on what the operator V_V'" do when
. ; o faced with dissonance. The state then reaches refgiowhere
ation. This human factors analysis is beyond the scope of tre]lll%artin system A stops its command. The operator then selects
paper; we assume here that we are able to determine which re- gsy P . P

. . . . ahew action consistent with system B’s command to turn left.
gionsS,,.,, are in fact perceived to be dissonant. The subsetlg . ! .
inally, the state exits the alerting region altogether.

space where perceived dissonance exists is then called diss?formally the dynamics describing the evolution of the state

nance space. ) . "
If S is not dissonance space, then the continuous dynam‘&fg generated each t|me_ a dlscre_te trans!t|on oceurs at the
of the process is governed by alerting threshold boundanes._ln reg|Sg) this is described b_y
Fi0 = Fa1 NFpg = Fa;. The intersection between the action
Frn = Fip N Fjy. (4) space of system A in set (;, right turn) and the action
space of system B in set ®fo, no restriction) is nonempty
which is defined by the intersection of the two alerting systemahd involves some form of right turn. When the continuous
allowed action space. But #,,,,, is dissonance space, the interstate hits the boundary ¢f;, the intersection of action spaces
section of two alerting systems’ allowed action space may eempty. The operator takes on a new control strategy defined
empty. That isF,,, = Fs,, N Fj,, = ¢. In this caseF,,,, is by a different seF, which would need to be determined from
not well defined in the dissonance space. Exposed to this sithaman factors modeling of how the operator would behave
tion, an operator might take any of a large range of actions, aimdthe face of dissonance. At the boundary of sulsggt the
the continuous dynamics would be given by a differentEset transition function randomly chooses a governing differential
of differential operatorsF could be uniformly distributed and equation within seFy; = Fao N Fg; = Fg; which would
bounded by the physical performance of the process, or coble a left turn. It is assumed here that the effect of dissonance

scribing the human operator’s response in dissonance space.
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Fig. 3. Example dynamics of the hybrid model.

on the operator’s choice of control does not continue into the
nondissonance regiofy; .

Now we can define the hybrid model of the process incorpo-
rating multiple alerting systems. The model consists of a state
space

U=U,oU,, Q={1,...,N} (5) ©

Fig. 4. Identification of dangerous dissonance space.
where eacfU, is a connected, open setRf*. R" is the contin-
uous state space of the hybrid process, @ne {1,...,N}is [I'j,7%), andx(-) evolves according to the differential equa-
the set of discrete states of the hybrid process (i.e., the differéiansx(t) = f determined by transition functidli in U;;; and
combinations of alert set$,,,,). A state of the process is a pairthe process dynamics continue.
(¢,x) € Q x U. B is the boundary associated with each dis- o .
crete state, meaning that the staex)may flow within ¢ only B. Identification of Dangerous Dissonance Space
if x ¢ B, and wherx € B, transition functiorT is activatedto ~ As mentioned above, some subset of the trajectories fol-
define the continuous dynamics in the following discrete stal@wing dissonance may encounter hazards. Using backward
¢’. In each discrete statg the continuous state € S,,,,. The reachability analysis we can identify those regions of dangerous
continuous dynamics are given by vector fiefdsU, — R™ dissonance space. In essence, we begin at the edge of hazard
as determined by transition functions. The model also includsgace and work backward by reversing dynamics to determine
H,, the hazard space monitored by ttealerting system. The what states could lead to that hazard. Two further assumptions
state of the procedg, x) is required to stay outside the hazardt this point are that the hazard regions are metric spaces, and
spaceH;. the set of function¥,,,,, andF are monotonic.

We useA, to represent a response delay to changes in theContinuing the example given previously, the process to
alert set. The dynamics of the hybrid process can now be dgentify dangerous dissonance space can be described with
scribed as follows. There is a sequencemtswitch timegr;}  Fig. 4. We begin in Fig. 4(a) which shows reversing dynamics
and another sequencedst-switch timegI';} satisfyingd = from the two hazard spaces to the edge of dissonance space
g <11 <Ty1 <1 <Ty < -+ < oo, such that on each Sy; (displaced due to the response delay time). With hazard
interval [I';_1, 7;) with a nonempty interiorx( - ) evolves ac- spaceHg as target state space, the states between points A and
cording to the differential equationgt) = f determined by B in Fig. 4 can be identified by solving the set of differential
transition functionT in someU;. At the next pre-switch time equationsk(t) = Fo1(x(t), u(t),d(¢), t) at timel',. Any state
(say,;), x( - ) hits the boundar$, and the vector field switches between A and B could then encoun#s;. With the hazard
according to transition functions at tinig = 7; + A;. spaceH, as target state space, the states between C and D

Part of the dynamics of the example introduced above (@an be identified by solving the set of differential equations
Fig. 2) is shown in Fig. 3. The stafg;,x) flows within ¢; x(t) = Fio(x(¢),u(t),d(t),t) at timeI';. Next, dangerous
beforer;; at time 7;, the state hits the boundary 6f,, and dissonance states between J and K [Fig. 4(b)] in dissonance
the activated transition function chooses a governing differespace can be identified by solving the set of differential
tial equation fron¥;y = F 1 within time delayA,. During the equationsx(t) = F(x(t),u(t),d(¢),t) at timeT',_q, with
time delayA;, the statg(¢;,x) still flows within ¢; governed those states between A and B, and C and D as target states.
by differential equatiok(t) = f € Fy, as beforer;. Attime The dangerous dissonance space on the dissonance space
I'; = m; + A, the process is in discrete stagg on interval boundary (between X and Y) can then be identified with one
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more backward step, solving the set of differential equations| gtate Space U Sots ofats tmicctor
x(t) = Fio(x(t),u(t),d(t),t) at timer,_; with the states .
between J and K as target states [Fig. 4(c)]. The dangerou: X\

dissonance space is then that dissonant space that could t ‘\.\ ;
System | \“ﬂ ----
-__‘,\ 5 _A‘A.
razard J T
"/ D System 2

reached from the dangerous dissonance states between X and
Dangerous dissonance space

I1l. A VOIDING AND MITIGATING DISSONANCE

To date, dissonance has been largely managed through priol
itization. Each alerting system can be prioritized, and if more
than one alerting system is triggered, the lower priority alerts
may be inhibited or only displayed passively (i.e., without seffg.5. Restricted trajectories in dangerous dissonance space to avoid hazards.
arate attention-getting signals). Several complex prioritization
schemes have been investigated for the various alerting system& final method to manage dissonance is to redesign the
on board an aircraft [3], [4]. Terrain, for instance, is placed aferting thresholds so that regions of dissonance space are
a higher priority than other air traffic, with the rationale that alininimized or otherwise become inconsequential. Additionally,
else being equal, it is less likely that an aircraft would collidéhe alerting system logic may be modified such that the com-
with another aircraft than it would hit terrain. Prioritization carnanded actions the operator should take do not lead to hazards.
run into trouble, however, if two alerts are both valid but the opFhis may involve additional guidance information or other cues
erator is only receiving or responding to one. Still, prioritizatioto aid the operator in resolving dissonance. A formal model of
can help reduce sensory and cognitive overload of the hunguth a modification is provided in the next section.
during a time of high stress. o

An alternate way of managing conflicts between systems/s Modifying the Control Strategy
to modify operation so that dissonance is unlikely. In the areaAfter identifying dangerous dissonance space using the hy-
of air traffic collision alerting, the Traffic Alert and Collision brid model developed in the last section, the dangerous effect of
Avoidance System (TCAS) has been mandated on U.S. tradssonance might be avoided by modifying the control strategy
port aircraft since the early 1990s. TCAS warns the pilots taf the process. That is, we may be able to identify a subset of the
an immediate collision threat and provides escape commantifferential operators of sdf in dissonance space with which
and guidance. Recently, other collision alerting systems ha¥e hazard space can still be avoided. This is equivalent to de-
been under development to enhance safety and capability temining the proper alerting system command that would avoid
closely-spaced approaches to parallel runways [5], [6]. Speciahtering the dangerous dissonance space.
ized systems are required for parallel approach capability sincénith the dangerous dissonance states as initial conditions,
TCAS was not developed with this type of operation in mind arehd the states between A and B, and C and D (Fig. 5) as the
would require major modifications to work in that environmentarget states, a subset Bfy the differential operator séf in
One means of trying to ensure compatibility of parallel approadissonance space can be identified with which the hazard space
alerting systems with TCAS is to modify air traffic control pro-cannot be avoided. Then the subBet Fp, includes differen-
cedures so that the likelihood of a simultaneous TCAS alert atid operators in dangerous dissonance space that will avoid the
parallel traffic alert is very small. Yet another option would b&azard spaces. Thus, if the dangerous dissonance space cannot
to modify the design of the logic in the new (or existing) alertinge eliminated by adjusting the alerting system thresholds, then
system to reduce the potential for dissonance as much as gasssibly the human operator can be given certain operating com-
sible. mands in dangerous dissonance space such that the continuous

A third way to mitigate the effect of alerting system conflictslynamics would be given by the differential operators in set
is through operator training. The Ground Proximity Warnin§® — Fp.

System (GPWS), for example, was mandated on U.S. transporFig. 5 shows an example of restricted trajectories in dan-
aircraft in the mid-1970s [7]. GPWS uses measurements ggrous dissonance space to avoid hazards. Given a dangerous
the height of the aircraft above terrain to predict whether thegéssonance state P, part of the original restricted set of trajecto-
is a threat of an accident, and is susceptible to occasionials intersects the states between A and B, which could lead the
false alarms or late alerts. In the late 1990s the Enhangaubcess to hazard space. After identifying the dangerous subset
Ground Proximity Warning System (EGPWS) was introducell, of the original differential operators sét in dissonance

to provide earlier and more accurate warnings of terrain threagpace, the trajectories governed by those differential operators
EGPWS uses an on-board terrain database and includem subsefF — Fp, (e.g., turnright at least 30or turn left at least
graphical display of the terrain field around the aircraft. Dug5°) would be able to avoid both hazards monitored by both
to cost and certification issues, GPWS has been retained alarting systems.

aircraft and EGPWS has been added as a separate, independeXiother way to avoid the dangerous effect of dissonance is to
system that does not change the operation of GPWS. Pilots aredify the alerting system command (the allowed action space)
trained that EGPWS and GPWS use different decision-makisgch that the continuous dynamics in the alert space of each
logic, and that alerts from the two systems may not (and alerting system alone would not enter dangerous dissonance
fact probably will not) occur in concert. In more severe casespace. With the alert space boundary of each alerting system as
however, training may fall short. initial conditions, and the dangerous dissonance states as target
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.

State Space U Modified evading trajectories to -4

avoid entering dangerous dissonance space
4 4 0
10 . (No command)
San Su

K., ~F.o
R r R,
1 ‘fz) .

(No command) [(Accelerate) 4

separatil

Dangerous
dissonance space

closing

o In
(Decelerate)

System 1 System 2

Dangerous part of Fig. 7. Example in-trail separation alert set mapping.
commanded trajectories F,,, 9 p p pping

Fig. 6. Modifying evading trajectories to avoid unsafe effect of dissonance. 00
Soo™ 4100420 S10= A0y
states, the subset of differential operators in alert sfaggep \|
can be identified from which the continuous dynamics would hit '
the dangerous dissonance space. Then the continuous dynamics Sor Ao
given by any differential operator in sgt,,,, — F,,..,.p can avoid 0-
the dangerous dissonance space, and thus the dangerous effect
of dissonance space. Fig. 8. Combined in-trail alert sets.

Fig. 6 shows an example of modified evading trajectories.

Given an alert state P in alert space of system 1, the original sete yector is mapped into an alerting system output called an

of evading trajectories according to the alerting system’s rége sef). When the state is inside the subset, the predicate is
1 1 1 O

olution advisories (e.g., turn left at least°}dnay enter dan- . ,o- \when outside, the predicate is false. Combinations of these

gerous dissonance space. After modifying the r?SOIUt'On_adgl]bsets then form the alert sets within the universe of the state

sories (e.g., turn left at least 30 the corresponding evadinggpace 1y, Each resulting subset is denotdg, for the kth alert

trajectories governed by any differential operator inBgl, — st of systeni. So, for system 1 in this example, an alert occurs

Fynnp would be able to avoid both hazards monitored by boffe, the state is in region;;. The threshold function is then
alerting systems since it does not enter dangerous d|ssona|{6(':ﬁ]a”y defined as

space.

fi,r > Ry
IV. IN-TRAIL SPACING EXAMPLE Ty =1 A= fia : (6)

In this section, we use an in-trail spacing case study to demon- Ao =U—4n
strate the hybrid modeling method of identifying dangerous dis- System 2 alert$a, = 1) when the vehicles are converging
sonance space. Consider a simplified one-dimensional probland projected to be less than a radgeapart withinr seconds,
in which the in-trail separation of two vehicles is monitored byr if they are close together and diverging but at a slow rate
two independent alerting systems placed in the trailing vehiclgs < H, whereH is some constant). The threshold function of
As a baseline, assume that system 1 is set up to issue an alesygtem 2 can be formally defined as
the two vehicles get too far apart. An alert from system 1 would

command the trailing operator to accelerate to reduce the sep- f?l’f_éo
aration between vehicles, to satisfy a requirement of spacing. fa2. —7 <7
System 2 is set up to alert if the vehicles are projected to be T, = o3, ri < H 7
too close within some amount of time, or if the vehicles are foa, 7 < Ry
very close together and not diverging fast enough. An alert from iﬂ = g‘ﬂ rj4f22) U (f23 N f4)
20 = — 421

system 2 would command the trailing operator to decelerate

and increase separation, to satisfy a safety requirement. Theig. 7 shows the two alerting systems’ alert spaces in the
leading vehicle (vehicle 1) follows some path open-loop, whilgyo-dimensionaly space ofr and+. A “+” has been added
the trailing vehicle (vehicle 0) may receive alerts to speed up @y the active alert set in the diagram for system 1 to emphasize
slow down to maintain spacing. that an alert from that system commands the trailing operator
to increase speed. A “0” implies that no command or guidance
information is displayed by the alerting system. A™is used

This example has a simple, binary alert set for each systenmtoOshow where a command to reduce speed would be given by
or 1. System 1 alerte; = 1) when the range between vehiclesystem 2.
(r) is greater than a threshold distanBe. Predicates (or in-  Having set up the basic alert stage regions in state space, we
equalities) denoteg;; are defined to divide the state space intoan analyze the two systems together as shown in Fig. 8. We as-
subsets (see Part |, Section IV.A, where a method is presenseithe that the range threshold for efficient operation would be
to formally describe alerting systems in terms of how a givdarger than the range threshold for the safety requirement, that

A. Possible Dissonance Space



382 IEEE TRANSACTIONS ON SYSTEMS, MAN, AND CYBERNETICS—PART A: SYSTEMS AND HUMANS, VOL. 33, NO. 3, MAY 2003

is, R1 > R». When the two systems are combined, the intersec-In this example, we will not consider any uncertainty. We
tions of their alert sets are denoted by the $gtg wherem is  also assume that the human operator would respond to the
the alert set from system 1 ands the alert set from system 2 alerting system command without any delay on each alert space
boundary. That isA, = 0 foreachg € Q = {1,...,N}.
Smn = A1 N Agy. (8) Given alerting system 1 in this example, the whole state space
q can be separated into two subsétg and A,; (Fig. 7), that
%, U = Alg U Ay andAw NA; = ¢ In state Spacellg,
e continuous dynamics of the process are given by the vector

Assume there is some limit on the potential acceleration
the vehicleg ... If system 1 is not alerting, then the operator i

conceivably allowed to apply any acceleration he or she may Sid Fio: Ajo — R2. As explained earlier, in state spade

(S)'fr;\;\"thi'; tf;stt?gcaegzgeﬁlgn;:{glt. Thus, s?i?fiar;tl;;ﬂlo&t?ehst the operator is conceivably allowed to apply any acceleration
ppIng PAEE dnax dmax]. 1T SYSIEM .he or she may desire within an acceleration limit. To simplify
alert, then the operator should accelerate the trailing vehuf &, study case, we assume the operator would not change the

?‘bo"e“miv- This corresponds to action 394"% Gnax]. SiM- velocity if there were no alerting system command. So, in state
ilar mappings can be made for system 2: system 2 has the s%
i

. . . ceAq, the process dynamics is governed by the differen-
action space as system 1 if there is no alert. However, an aer'g equation (10) with, = 0, and both vehicles move with

from sy;tem 2 commands the trailing vehicle to dgcelera}te “nstant velocities. That is, the trajectory is given by (11) and
responding to action spa¢eainax —amix]- Then regionsy, in 12) witha = ay — ag = 0. In state spacel;;, the continuous

Fig. 8 could be quite problematic because the intersection of { namics of the process are given by the vector figg. The

fwo Systems’ action SpPacE§imin dmax] AN -amax —dmin]} alerting system commands the operator of the trailing vehicle to

gli?;ﬂti'o-rmrﬁt;atsh?otr\:\f tzyziizllzgfe'stﬂgnoﬁﬁgrn:gagécgggr%z'ceIerate withg > amin, and the trajectory is given by (11)
’ d (12) witha = a1 — a9 € [—amax —amin] (the trailing ve-

Thus,SH 'S dlssonqnce space, and the formal condition for thl'ﬁcle accelerates and the front vehicle does not change speed).
dissonance space is

Similar to alerting system 1, state spddecan be separated
Si1 = fi1 O for N foo into two subsetsdyg gnd 421 for alerting system 2. In. state
r— Ry spaceds, the vector field igF'5g, and we assume the trajectory
= {(r, 7) |7 < 0,r > Ry, — < } (9) isgivenby (11) and (12) with = a; — ag = 0. In state space
- As1, the vector field isF»; . Alerting system 2 commands the
operator of the trailing vehicle to decelerate wWith< —a iy,
B. Dangerous Consequence of Dissonance and the trajectory is given by (11) and (12) with= a; —

Now, we want to identify those dangerous dissonance stafésS [@min @max] (the trailing vehicle decelerates and the front
in S, by establishing a hybrid model of the process. Then iffhicle remains at the initial speed).
the next section, we can avoid the dangerous consequence /Nenx € S, there is dissonance since the two systems are
dissonance by imposing restrictions on process control. issuing contradictory resolution commands (one to accelgrate,

Here, we assume two vehicles are moving on the sarthe other to decelerate), and the vector field is not well defmeq.
straight line, so thrust}, of the trailing vehicle is the only We a@ssume here that the operator would apply any acceleration
control input. To simplify the case study, we assume that t& deceleration within the performance limits in this dissonance
front vehicle does not change its velocity, and the trailingPace. Thatis, the trajectory is given by (11) and (12) with
vehicle changes velocity constantly according to each systerfi's— @0 € [~ amax Gmax]-

alert set. A point-mass equation of motion is adequate toln this example, alerting system 1 is attempting to maintain
analyze dissonance in this case. efficient spacing between vehicles. Alerting system 2 is moni-

Thus, the dynamics of process for this one-dimensional (1-£9fing hazard space, where two vehicles will crash wheno.
case can be described as Since the region with negative range rate ar€ 0 is not reach-
able, we define the hazard space for this example as

.i?o = Vo
i = vy H,; ={(r,7)|r=0,7 < 0}. (23)
b0 = To/mo We also assume that the threshold functions are designed such
1 =0 (10) that the required deceleratiem,,;, of alerting system 2 would
) N ) avoid the hazard space.
wherem, is the mass of the trailing vehicle. Thus, the hybrid model of this process consists of a state space
. In observable state spa¢e r), the trajectory of the processy; — UgeqU,, whereq € Q = {1,...,N}. Q could be an
is given by infinite set if two vehicles will not crash and the process dy-
) 1 ) namics carry on indefinitely. The staig x) of the process may
7(t) = ro+ 7ot + §(a1 —ao)t (11)  flow within ¢ only if the continuous state is within any of the
T(t) =70+ (al _ (Io)t (12) fOIIOWing sets:Sopg = Ao N AZO./ So1 = AlO n Agl, S0 =
Aq1 N Agg, andSy; = Aqq N Aoy The dynamics of the process
whererg = z1(0) — z0(0),70 = ©v1(0) — v9(0),ap = within each subset do not change unless the state reaches the

To/mo,a; = 0, and the initial statdzo(0),v0(0)]” for the boundaries of these subsets. That is, the acceleratioes not
trailing vehicle andz1(0), v1(0)]” for the front vehicle. change within each subset once it is chosen.
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TABLE |
400 1 THRESHOLD PARAMETERS FOR THEEXAMPLE PROCESSDYNAMICS
200 Soo Sio
System 1 System 2
a0 1 r+rt=R
o a=0 Threshold Functions r=R, X 2
rr=H
P L
(fi/s)
oo M Rz = 4650 ft
Parameter values R, =7050 ft 7=25s
200 N H=102631 ft*/s
o H, Dangerous
400 SOI dissonance space S
11 . . . .
0 we can identify point B with
o 2000 4000 6000 8000 10000 12000 14000 16000
r .
B = QmaxT — \/2<amin + amax)-Rl - 2amaxR2 + a?nax’T?
Fig. 9. Dangerous dissonance space. (19)

Given the hazard spadds = {(r,#)|r = 0,# < 0} mon- and (17). So the dangerous dissonance space boundary is the set

itored by alerting system 2, we can use backward reachabi(l)i{y r=Ry
I

analysis to identify dangerous dissonance space within the =T,7 < GmaxT
sonance spacé .
Fig. 9 shows the process of identifying dangerous dissonance — \/2(amin + Gmax)R1 — 2amax R + a?naxTQ} . (20)
space with threshold parameters of two alerting systems given
in Table | as an example. If the trajectory with= ai, can  As shown in Fig. 9, the dangerous dissonance space is the space
reach the hazard spa&k, = {(r,7)|r = 0,7 < 0}, then there below the curve AB in the dissonance sp&ge. EnteringS:;

must be trajectories with SOMEE [amin amax] that could also above the curve will be safe as l0Ng@E [—amax Gmax]-
reach the hazard space. So, in state sga¢eusing (11) and
(12) witha = a.;, and destination stat€#) = 0 andr(¢) = 0 C. Modifying the Control Strategy to Mitigate Dissonance

1 Given an initial condition, we can identify the acceleration
0=ra+7at + —amint’ (14) requirement for the trailing vehicle in the alert space of system

=T

0= in t+amt 2 (15) 1 to avoid entering the dangerous dissonance spatg iWith
AT Dmint point B in Fig. 9 as a target state, (11) and (12) can be used to
We can identify point A (Fig. 9) on the boundary of alertinddentncy the rglanon betwee_n initial range ramewh_enr = R
system 1{(r,#)|r = Ri}. Solving (14) and (15) withy = and the required acceleration of the trailing vehicle that would
Ry, we can getry = —v2aminR;. From any point below prevent enteringsy,. That is, solving

A on the boundary of alerting system{Llr,7)|r = Ry, < Ry — apant® — T\/zamian —

—v2aminR1}, itis possible to reach the hazard space following 1

the trajectory given by (11) and (12) With € [amin Gmax] i = Ry + 7ol + Eaﬁ (21)

state spacé;. .
Now, with points{(r,7)|r = Ry,7 < —/2ammR1} asthe  “maxT— V20min By — 20max By + 03,072 = 7o + at (22)

target states, with system dynamics given by (11) and (12) Wil optain a relationship between the required acceleratiord

a € [—amax @max|, We wWant to identify those initial states on;.

the boundary of alerting system{Zr,7)|(r — R2/—7) = 7}. PO

As we can see from Fig. 9, we only need to identify point B, BT (23)

2amax Ro + a2, 72

since if the trajectory witlh = —a,,. can reach point A from 2(rg — Ry)
point B, then any state below B dtir,7)|(r — Ra/—7) = 7}
could reach point{(r,7)|r = Ri,7 < —v2aminR1} fol-
lowing the trajectories given by (11) and (12) with somes B = Ry — GmaxT> — TA/20min R1 — 20max B2 + a2, 72
[—@max Gmax]-

In state spac§y1, solving (11) and (12) with = —a ., and ] (24)
destination state(t) = Ry andr(t) = —v/2amin 1 (State A) 7B = Gmax = v/ 20min 1 — 20max Ry + 03,72 (25)

As we mentioned earlier, in state spagg, alerting system 1

where

. 1 . . .
Ry =rg+ 7t — Eamaxt2 (16) commands the operator of the trailing vehicle to accelerate with
) ao > amin, and the trajectory is given by (11) and (12) witk=
Y 2aminR1 =TB — amaxt (17)

a1 — ao € [—amax —amin] (the trailing vehicle accelerates and
the front vehicle does not change speed). So, if we thendet
a1—ayp = —amin (the trailing vehicle accelerates with minimum
rg — Ry acceleration) in (23), then the initial range rate must-pe=

T e " (18) /7% + 2amin(rp — R1). Thatis, given an initial stat@R, 7o),

and an additional condition

_7':]3
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TABLE I
SUMMARY OF REQUIRED ACCELERATION TOAVOID DANGEROUSDISSONANCE SPACE

Required acceleration in region S)o

Initial range rate r"o on the boundary r = R, (r = 7050 ft) erd
to avoid dissonance

general form with parameter values general form with parameter values
from Table 1 from Table 1

0< ’:0 < 1’7‘; +2amin (rB _RI) 0 <f'0 <137 fi/s a, € [amin amax] 15 f/s<ay<3 ft's

A P (r, — 72—k 72 —16384
fo > \Fs + 20 (s~ R) 137fs< 7, <145fUs | ao > -2-(%—_1';—) ay >“0“W
&7, <,/r‘,§ +2a,, (r;—R) B

. = 7> 145 fus No solution No solution
r0>VrB+2amax(rB_Rl) 0

to prevent the two vehicles from entering the dangerous disd@®7 ft/s. In such a case, any acceleration between the assumed
nance space i, the acceleration of the trailing vehiclg bounds of 1.5-3 ft/swould avoid dangerous dissonance. A fo-

in state spacé;o must be larger tha2 — 7%)/(2(rg — R1)) cused human-in-the-loop simulation study would certainly be
whenry > \/7'"?3 + 2amin(rp — Ry1) Sincea = a1 —ag = —ag. Warranted to examine these issues in more detail. Still, the anal-
Also, ifwe leta = a; —ag = —amax (the trailing vehicle accel- ysis presented here can help guide designers toward those situ-
erates with maximum acceleration) in (23), then the initial rangdions that may be most important to study.

rate must be = /7% + 2amax(rp — R1). Thatis, with any

initial range rater, > \/7'”]23 + 2amax(rs — R1) onr = Ry, V. CONCLUDING REMARKS

itis impossible (Witha € [~@max —amin]) 10 prevent the two 5o system dissonance has not been a major concern in
vehicles from entering the dangerous dissonance spatg in the past beyond the desire to minimize simultaneous alerts and
As a summary and example illustration of the prior calcysrevent information overload. Conflicting alert information is
lations, assume that we have two alerting systems with tfa€aly to become more prevalent, however, as alerting systems
threshold parameters shown in Table | where the maximyBninue to be injected into complex system operations. Sev-
acceleration of the vehicles cannot exceed 3 fsid the com- ¢4 areas in aerospace have already been identified where dis-
manded minimum acceleration from alerting system 1 is 1gy0,n06 s likely to occur if this issue is ignored, and certainly

9 . X L
f/s*. Now consider the case where the veh|cl_es be;gm N €9 kre are other regimes where similar problems are of concern.

, management of dissonance between systems has

. . . . inly invol inhibiti f al h icall
region Sio, system 1 will begin alerting the operator to spee?cs]aln y involved inhibition of alerts, and has typically occurred

i i ithout a structured understanding of the specific issues
up so as to reduce the separation between vehicles. Based on . . )
. involved. Based on the model and analysis of dissonance in
the magnitude ofy at that moment (when = R;), several

possibilities exist regarding whether dangerous dissonariee Ompanion paper (Part I),_th|s paper develo_ped a hybrid

can be avoided. Three distinct cases exist, as summarize dgl to describe the |nteract|9ns between the discrete state of

Table II. If f, < 137 ft/s on the boundary of regiofio, then alerting systems and the continuous dynamics of the process
' incorporating multiple alerting systems. Certainly, more human

any trajectory with an acceleration between 1.5 and 3 ft/ di ded ftoctively identify d di
can avoid entering the dangerous dissonance space. If inst {or studies are needed to effectively | entify dangerous dis-

7o = 140 fi/s, for example, then the trailing vehicle shouldgonance regions by more accurately modeling human behavior
ahen exposed to dissonance.

accelerate at more than 2.0 ft/sr else dangerous dissonanc .
space will be entered. Should be greater than 145 ft/s, then In some cases, unsafe consequences of dissonance may be

no acceleration within the limits of this example would be abf@v0ided by (1) changing the alerting threshold design to elimi-
to avoid dangerous dissonance space. nate dangerous dissonance space altogether, (2) by restricting

The implications of this simplified example are that first, efoperational procedures or alerting system commands to keep
forts should be made to minimize the possibility of having twée process from entering dangerous dissonance space, or (3)
vehicles diverging at greater than 145 ft/s. This might be facfty restricting or modifying the human operator’s control to
itated by providing additional range-rate cues to the operatd¥oid hazard space if dissonance is experienced. Which of these
If divergence rates are kept small, then the potential for digiethods may be the most effective for a given problem cer-
sonance is reduced. Secondly, if divergence rates between t@rly depends on many specific issues and on focused human
and 145 ft/s do occur, a more aggressive alert could be issti@ctors studies beyond the scope of this paper. The example in
from system 1 to guide the operator to maintain an accelethis paper showed how, for a well-structured problem one can
tion of at least#3 — 7%)/(2(rg — R1)). The best case would determine specific acceleration limits to avoid dissonance from
be to prevent the vehicles from diverging at a rate greater thaccurring.
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A critical aspect of alerting dissonance is the impact of co
flicting information on the human'’s situation awareness and d
cision-making processes. This impact depends on the speg
application, situation, and human operator characteristics,
so itis difficult to develop a general model of human behavior
this time. It will ultimately be critical to examine how a conflict
in information translates into human performance problems.

i
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