Physical Security Attacks

e Inertial (WALNUT)

e GPS Spoofing (Drone)

e Hacking Pacemakers
 Inaudible Voice Commands



Mobile Security
Inaudible Voice Commands






BackDoor: Making Microphones Hear

Inaudible Sounds







Microphones are everywhere
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Microphones record audible sounds
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Inaudible, but recordable !
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Inaudible, but recordable !
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Works with unmodified devices
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It's not “near-ultrasound”
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Exploiting fundamental nonlinearity
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What can we do with it?




Application: Acoustic jammer







Threat: Acoustic DOS attack



Threat Acoustic DOS attack
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Threat Acoustic DOS attack
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Talk outline

(1) Microphone Overview

(2) System Design
(3) Challenges
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Microphone working principle
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Microphone working principle
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Microphone working principle
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Microphone working principle
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Microphone working principle
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Microphone working principle
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Microphone working principle
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Microphone working principle
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Microphone working principle
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Microphone working principle
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Microphone working principle

5]/ 5
al/! Inpu o1
S f> S Input >
@) :V @)
o In

out — a1vin
N T0k 20k 30k 40k 50k 60k 70k

Frequency
80k 90k 100k




Talk outline

(1) Microphone Overview

(2) System Design

(3) Challenges

@ Evaluation



A CTERRA

icrophone F2 F ;

filter | |

10k 20k 30k 40k 50k 60k 70k 80k 90k 10(?k
Frequency

Ampuituae




Exploiting ampllfler non- hneanty
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Exploiting amplitier non—\inearity
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Exploiting amplifier non-linearity
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Exploiting amplifier non-linearity
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Exp\omng ampllfler non- hneanty
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Exploiting ampllfler non- hneanty
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Reminder of Modulation



Modulation
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Why is Modulation useful?

1. Interference, Technology Co-existence
2. Spectrum Access (Legal)

3. Antenna size (wavelength/4)
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Challenges
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Challenges
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Challenges

Frequency Srym = sin wct + sm(wmt))
modulation
Ultrasonic
speaker

Problem: microphone
SI%‘M ~ 1+ COS(Qth + other terms ) can’t measure

inaudible sound




SEy = sin wct + 3 sm(wmt))
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How do we structure its
signal?
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Hardware generalizability
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Implementation

Communication Jammer
prototype prototype



Communication performance

FM data packets

4kbps
up to 1 meter

More power can increase the distance ‘




Jamming performance
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Jamming performance
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Jamming performance
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Jamming performance

2000 spoken words
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Jamming performance
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Jamming performance

2000 spoken words

Jammed recording

: [ <
! o P { e
4 {
) £ ) } N
q/ — —~ 3 ; /
| _S< - Ff
\ |
| 1 s
e g5
| i
| (|
r LN |/
@‘. i/ | L

o
\
- =] v ,, \\
BackDoor jammer ({ A
% of legible | AR g
words Human  Speech

listener  recognition



Jamming performance
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B Automatic speech recognition
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How would you design a system to
secure against this attack?
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e 0T Security: both digital and analog

¢ “Sensor’ security & attacks:
- Mobile acoustic attacks (inaudible voice commands)
- Analog Sensor attacks (on MEMS accelerometers)
- Drone Security (Spoofing GPS)
- Medical Security (Hacking Pacemakers)
¢ Modulation schemes
- AM
- FM
- Inter-modulation
e Fundamentals have implications beyond loT (e.qg.,

Cuban “acoustic attack”)



MUTE: Bringing loT to Noise Cancellation
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