WELCOME! to the ISWCG2010 Tutorial
Web Rules:
Fundamentals, Applications, and Standard:

presented byBenjamin Grosof* and Mike Dean** ;
also authored by Michael Kifer***

*Vulcan Inc. ** Raytheon BBN Technologies *** Stony Brook University

INSTRUCTIONS! All participants, please:

- Downloadthetutorial slideset

at http://www.mit.edu/~bgrosé#ISWC2010RulesTutorial
Also at: http://silk.semwebcentral.org

- SIgNIN on the participants list (hard copy sheeth your
name, organization, email;
optionally also add your interests, homepage URL
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http://silk.semwebcentral.org/

Top-Level Outline of Tutorial

A. Introduction, Overview, and Uses
B. Concepts and Foundations
C. Conclusions and Directions

+ Appendix: References and Resources

Background Assumed:

Abasic knowledge of firsbrder logic, relational
databases, XML, RDF
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Outline of Part A. Intro & Uses

Overview of tutorial, and get acquainted

What are: Rules on the Web, Semantic Rules/Web/Tech

Uses and Kinds of rules
Commercial, web. Current, envisioned.
Requirements. Business value, IT lifecycle.
Strategic roadmapping of future adoption

Example Use Cases
E-commerce: pricing, ordering policies, contracts
E-science: ecological process, mechanics context
Trust: compliance, policies, e.g. financial services
Info integration, ontology mapping, business reporting

Processes: poliegased workflow, causal action effects,
Semantic Web Services

NB: (2.}(4.) are interleaved.
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Outline of Part B. Concepts & Foundations

1.

o0k wW

8.

9.

Overview of Logical Knowledge Representations
Logic Programs (LP) and its relationship to First Order Logic (FOL)
Rule-basedOntologies Description Logic, Description LP
SI LKGs Hyper LP: Putting 1t all
Basics: Horn Case; Functions
F-Logic, Frame Syntax, Object Oriented Style
HiLog, HigherOrder Syntax, Reification, Metdeasoning
W3C Rule Interchange Format (RIF): Dialects, Framework
Rules in W3C Web Ontology Language (OVRL); via RIF

Nonmonotonid_P: Defaults, Negation, Priorities, FOL Interchange

Semantics for Default Negation

Courteous LP, Argumentation Theories

Omnidirectional Rules, FOISoundness, Remedyi
Procedural Attachments to Actions, Queries, Bust, and Events

Production/Situated LP, Production Rules

Additional Features: Integrity Constraints, Inheritance, Lidpgor,
Equality,Skolemization AggregationPatatypes N Constr ai n
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Outline of Part C. Conclusions & Directions

1. More about Tools

2. ¢ 1 ncl. SI LK

3. Conclusions

4. Directions for Future research
Appendix: References and Resources

(General Discussion)
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Rough Schedule, Overall

~14:0014:30

~14:3015:45

~15:4516:15

~16:1517:40

~17:4018:00

Part A: Intro & Uses

Part B: Concepts & Foundations
Coffee Break

Part B, continued: Concepts & Foundati

Part C: Conclusions & Directions
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PART A. SLIDES
FOLLOW
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Outline of Part A. Intro & Uses

Overview of tutorial, and get acquainted

What are: Rules on the Web, Semantic Rules/Web/Tech

Uses and Kinds of rules
Commercial, web. Current, envisioned.
Requirements. Business value, IT lifecycle.
Strategic roadmapping of future adoption

Example Use Cases
E-commerce: pricing, ordering policies, contracts
E-science: ecological process, mechanics context
Trust: compliance, policies, e.g. financial services
Info integration, ontology mapping, business reporting

Processes: poliegased workflow, causal action effects,
Semantic Web Services

NB: (2.}(4.) are interleaved.
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Learning Goals for Tutorial

1. Overview of current state of logical KR theory,

applications, languages, standards, tools/systems
market

2. Relationship to Web and Semantic Tech, overall

3. Introduction to the research issues
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nNSemantico T

AiSemanticd in fAisemant
rul eso means:
I 1. Knowledgebased
é and e
I 2. Having meaning independent of algorithm and
Implementation
I Equipped with an interoperable conceptual abstractio
é Db a s dedlaraiiveknowledge representatiddR)
= Shared principles of what inferences are sanctic

from a given set of premises
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What are Rules on the We

x Convergencef three streams is well along the way

1. Using Web forinterchangef rules, even pr&Veb legacy kinds
A XML syntax for rules. Transcend organizational silos.
2. Rules working inWWeb contextusing:
A Web data, schemasntologies Web services, queries, databases
3. Rules usinggemantidknowledge representation (KR)
A Semantics are required for effective sharing of knowledge and tools

x Web asscopefor rule-basedstructured knowledge
I Enrich the Web as a knowledge platfairmqublic and intranets
I Collaborativek nowl edge acquisition (I
I Weblocated knowledge bases (KBs) and KR services

X = Semantic rules on the Web
I Standardization is a key activity currently. 1st wave just complet
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Semantic Web in context of Web

hazy still. Semantic Web Services

N

SemanticWeb techniques Web Servicesechniques

APIls on Web
Automated Knowledge
Bases (WSDL/SOAP, REST)
Rules (RuleML, RIF)

Two interwoven aspect
Ontologies (OWL, RDFS) XML Arogram: Web Service
Databases (SQL, SPARQL) 1 fData: Semantic Web

First Generation
Web
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SemanticWeb: concept, approach, pieces

Shared semantics when interchanging data.. knowledge

Knowledge Representatidaf. Al, DB) as approach to semantics
I Standardize KR syntax, with KR theory/techniques as backing

Web-exposedatabases relational and XML/RDF data/queries
i Challenge: shareadabase schemaia metadata

I RDF= ReBource Description Framewor ko W3C
Ontology= formally definedvocabulary

I OWL: iwWeb Ont ol o gMBCsdtamdamgiu a g e 0

A Taxonomic class/property hierarchy, properfjyue restrictions, decidable subset of FOL
I EXx.: Lions are a subcategory within felines
I Ex.: Every health care visit has a required copayment amount

Rules= if-then logical implications, facts~subsumes relational DBs

I RIF: AaRul e I nt er oM3@siagdard For mat 0
A Based on Logic Programs (LP) Knowledge Representation
A Based orRuleML (Rule Markup & Modeling Language) standards design
A Production rule languages
I Ex.: Any student who has abused printing privileges is prohibited from using color printers
I Ex.: AAA members get a weekend discount of 20% on suites, at hotel chain X
I Ex. : During the mitosis phase of an aninm
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Flavors of Rules Commercially Most
Important todayin E-Business

A E.g., in OO applications, DBs, workflows.

A Relational databases, SQWViews, queries, facts are all rules.
A SQL99 even has recursive rules.

A Production rule¢OPSS5 heritage): e.g.,
I Jess, ILOG, Blaze, Haley: rubased Java/C++ objects.
A EventConditionAction rules(loose family), cf.:
I business process automation / workflow tools.
I active databases; publisiibscribe.
A Prologiil ogi c programso as a full proc
A Lesser: other knowledgeased systems.
A Emerging: Semantibased technology

Above are nCurrently Commer ci
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CommercialApplicationsof Rules
todayin E-Business

AThere are many. An establ i:cs

I Expert systems, policy management, workflow, systems
management, financial & insurancec@nmerce, trust,
per sonal messagi ng, defens

I Far more applications to date than of Description Logic.
A Advantages in systems specification, maintenance, integratior

A Market momentum: moderately fast growing

I Fastinearhmi d 19800 s .

I Sl ow | ame-12980896 s

I Picked up again in | ate 199006s.
i Accelerating i n 20000s.
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Vision: Uses of Rules in BBusiness

A Rules are an important aspect of coming world of Interfetsiness:
rule-based business policies & business processes, for B2B & B2C.

I represent s e prbdects& servioegchpahiliies, bids; o f
map offerings from multiple suppliers to commuatalog

I repr es e nguedismtgreststiddss — matchmaking

I represent sales helpjstomer helgporocurementauthorization/trust
brokering,workflow.

i high level of conceptual abstractiagrgsier for noyprogrammerso
understand, specifyglynamically modify & merge

I executable but can treat as data, separate from code

A potentially ubiquitous; already widely used: e.g., SQL views,
gueries.

A Rules incommunicating applicatione.g., embedded intelligent agents.
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Semantic Rules: Differences from Rules ir
t he 19800s [/ EXQpE

A Get theKR I’Ight (knowledge representation)
I More matureresearch understanding
I Semanticsndependent of algorithm/implementation
i Cleaneravoid general programming/scripting language capabilities
|
|
|

Highly scaleablg@erformancgbetter algorithms; choice for interoperability
Highly modularwrt updating; use prioritization
A Highly dynamig scaleablaulebase authoringlistributed, integration, partnering

A LeverageWeb esp. XML
I Interoperable syntax
I Merge knowledge bases

A Embeddable

I Into mainstreansoftware development environments (Java, C++, GiFt)ts own
programming language/system (cf. Prolog)

A KnowledgeSharing intra- or inter enterprise
A Broaderset of Applications
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Value of Rules as form of KR

A Rulesas a form of KRKnowledge representatipare
especially useful

I relativelymaturefrom basic research viewpoint

I good forprescriptivespecificationgvs. descriptive)
A a restricted programming mechanism
I Integrate well into commerciallpnainstream

software engineering, e.g., OO and DB

A easily embeddable; familiar
A vendors interested already: Webizing, application development too

A = Identified as part ofission of the W3CSemantic
Web Activity, in about 2001
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Declarative Logic Programs (LRheCore KR
| n t o d a virtladingthe SdmantieWeb

ALP is the core KR of structured knowledge management today

ADatabases
ARelational, sestructured, RDF, XML, objéented
ASQL, SPARQXQuery
AEach fact, query, and view is essentially a rule

ASemantic Rules ~ :
ARule Interchange Format (FBEP -Core WS\_, M
ARuleMistandards design, including SWRI

ASemanti©ntologies “/ RUIE
ARDF(S) Realize your Knowledge
AOWERL (= the Rules subset). E. g

AThe Semantic Web today is mainly based on LP KR
Aé and thus essentially equival ent
AYou might not have realized that!
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0820056W3 C Semant i1 ¢ Sadardizati® Step<

Trust

Candidate design: Proof

RuleML =

E“'j I?'/larklijp 2 Logic
odeling Language framework

g S
DLP = ] =
Description OWL HUIES E %
Logic : ~RuleML me)}
e E DLP bit of OWL/Rul kel ™
RDF Schema

RDF Core
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Updated: 10-2010 SemanticWe b n St a c k

Candidate designs Trust
for Rule extensions:

RIF = SILK, ASP, FOL

Rule Interchange
Format (W3C)

BLD = Basic Logic Dialect Lﬂglc FLD

Proof

FLD = Framework for Logic Dialects

framework ol 5
. RIF =SBl &
Rule Profile OWL HUles T -
= Horn FOL expressible = %, E
=~ Horn LP expressible e L
(ie., DLP++) S OWL RL P
E.g.,axiomatizevia a
~70 RIF-BLD rules RDF Schema

Unicode
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Overview of Key Languages & Standard

1. Database Queries & Facts are Rules
U SQL; W3C SPARQL & RDFalsoXQuery& XML -Schema
2.  W3C Rule Interchange Format (RIF)
0 -BLD, -Core: Basic LP (no defaults or actions)
U -FLD: Framework for extensions (defaults & much mor
0 -PRD: Production ruledgcks modetheoretic semantigs
3. RIF Precursor: Rule Markup/Modeling LanguageilleML)
0 Main focus is LP, with extensions; FOL too
0 SWRL functionfree Horn; predecessor to RBLD
U SWSL for Web Services modeling; related: WSML
4. Rules in and foontologiesand ontology languages
0 W3C OWL-RL, RDF Schema
5. SILK: Hyper Logic Programs advanced expressiveness
6. 1SO Common Logic (successor to KIF): FOL (wiiiog)
/7. OMG Sem. of Business Vocabulary & Business Rules (SB!
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Overview of Key Tools

1. Rule systems designed to work with RDF/OWL/RIF
0 Commercialworld: Jena; Oracle; IBM; others
U0 Researckworld: SILK; SweetRulescwm; others
2. Prolog and Production Rule systems
0 XSB; Jess; others
3. Advanced Expressiveness
0 FLORA-2 and SILK; IBMCommonRules
4. Rules in Semantic Wikis
U SemantidMediaWiki+
5. Some Avalilable Large Rule Bases
U OpenCy¢ Process HandbookpenMind
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Need for Other Kinds of Ontologiassides owt

Forms ofontologiespractically/commercially important in the world today*:
I SQL DB schemas
i AConceptual mo d-BR (EstidRelationddip)L and E
i OO inheritance hierarchies, procedural interfadaesatypedeclarations
I XML Schema
I OWL is still emergingwrt deployed usage dwarfed by all the above
I RIFT early emerging
I LP/FOL/BRMS predicate/function signatures
I Builtins (e.g., SWRLRuleML)
I Equations and conversianapping functions
Overall relationship of OWL to the others is as yet largely unclear
I There are efforts on some aspects, incl. UML.
I Bright spot is OWLERL relationship to RIF: formulated as a set of FED axioms.
OWL cannot represent tmmnmonaspects of OO inheritance
OWL does not yet represent, except quite awkwardly:
I n-aryrelations
I ordering (sequencing) aspects of XML Schema

(*NB: Omitted here are statistically flavoreatologiesthat result from inductive learning and/or
natural language analysis.)
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Outline of Part A. Intro & Uses

Overview of tutorial, and get acquainted

What are: Rules on the Web, Semantic Rules/Web/Tech

Uses and Kinds of rules
Commercial, web. Current, envisioned.
Requirements. Business value, IT lifecycle.
Strategic roadmapping of future adoption

Example Use Cases
E-commerce: pricing, ordering policies, contracts
E-science: ecological process, mechanics context
Trust: compliance, policies, e.g. financial services
Info integration, ontology mapping, business reporting

Processes: poliegased workflow, causal action effects,
Semantic Web Services

NB: (2.}(4.) are interleaved.
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To o Do Iw

EECOMS Example of Conflicting Rules:
Ordering Lead Time

Vendor s rules that prescribe how bu
A) 14 days ahead if the buyer is a qualified customer.
B) 30 days ahead if the ordered item is a minor part.

C) 2 days ahead i typetisthacklogged a theevdndar,t e mo
the order is a modification to reduce the quantity of the item, and the buyer is a
gualified customer.

D) 45 days ahead if the buyer is a wallcustomer.

Suppose more than one of the above applies to the current adefirct!
Helpful Approach:precedencebetween the rules.

I E.g.,Disacatclcase: A>D,B>D,C>D
Often onlypartial order of precedence is justified.

I E.g.,C> A, but no precedence wrt B vs. A, nor wrt C vs. B.
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Ordering Lead Time Example in LP with
Courteous Defaults

@prefCust orderModifNotic€?Orderl4day3 -

preferredCustomer@?Buyer,SupplierCh purchaseOrd€POrder,?Buyer,SellerCp;
@smallStuff orderModifNotic€?Order,30dayk :-

minorPar{?Buyer,?Seller,?0Ordgr purchaseOrdéPOrder?Buyer,SupplierCp;
@reduceTight orderModifNotic€?Order,2dayp -

preferredCustomer@?Buyer,SupplierCpband

orderModifTypé?Order,reduckand

orderltemlIsinBacklo@Order) and
purchaseOrd€POrder,?Buyer,SupplierCp;
silk:overridegreduceTight prefCus} ; // reduceTighhas higher priority thamprefCust
I/ The belowexclusionconstraint specifies thatrderModifNoticels unique, for a given order.

silk:opposetrderModifNotic€?Order,?X, orderModifNotic§?Order,?Y)) :- ?X1=?Y;

A Rule D, and prioritization about it, were omitted above for sake of brevity.
A Above rules are represented in Logic Programs KR, usinGdleteous default®ature

A Notation:
I A-D means nifo. ARh@éo declares a rule tag. A 7?0
Aoverrideso predicate specifies prioritizatio
An exclusion constraint specifies what constitutes a conflict
i! =0 iméamséd k: 0 i s a namespace prefix.
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EECOMS Supply Chalin:
Early Commercial Implementation & Piloting

A EECOMS agile supply chain collaboration
iIndustry consortium including Boeing, Baan,
TRW, Vitria, IBM, universities, small companie:
I $29Million 19982000; 50% funded by NIST ATP

I application pilotedBM CommonRules and early
approaches which led to SweetDeal, RuleML,
SweetRules, RIF, and SILK

Acontracting & negotiation; authorization & trust
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Example: ECommerce Pricing
Offer from SupplierCo to Buyer

@usualPrice pricefer_unit ?PO$60 -
purchaseOrd€?PPO,supplierCo 7AnyBuyern and
quantity _ordered?PO, ?Qand(?Q=> 5) and(?Q< 1000) and
shipping_daté&’PO, ?D) andD>n 2 0-@2 4 0 ) (?xm® 0-@QA 2 0 )
@volumeDiscount pricefer_unit ?PO$51) :-
purchaseOrd¢?PPO,supplierCo ?AnyBuyer and
quantity ordered?PO, ?Qand(?Q=> 100) and?Q< 1000) and
shipping_daté&PO, ?D) andD>i 2 0-@42 8 0 ) (?x<m @ 0-@6QA 2 0 )
silk:overridegvolumeDiscount usualPricg¢; // volumeDiscountule has highepriority
/I The belowexclusionconstraint says the value of price is unique for a given PO

silk:opposegoriceer_unit ?PO, ?X), pricgler_unif ?PO, ?Y)) - ?X 1= ?Y;

A Notation:
A @ooi s an annotation preamble to a rule that sp
The Aoverrideso predicate specifies prioritiza
An exclusion constraint specifies what constitutes a conflict
fi! =omeaimss | k: 0 is a namespace prefix.
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Pricing Example--
XML Encoding of Rules in RuleML

<rulebase>
<imp>
<rlab>usualPrice&/rlab>
<head>
<cslit>
<opr><rel>price</rel></opr>
<ind>per_unik/ind>
<var>PO</var>
<ind>$60</ind>
</cslit>
</head>
< b o dy > (see next p&ge, if includedx/_body>
</imp>
é
</rulebase>

A NB: This uses an older version of RuleML markup syntax. RIF syntax is similar, bt
RIF BasicLogic Dialect cannot express defaults.
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Ecology Ex. of Causal Process Reasoning (in SILK

[*  Toxic discharge into a river causes fish dieff. */

Int. f acts, and an Aexclusiono constrain
occupiesfrout,Squamish);

fishCount(0,Squamish,trout,400); / * 1stargument of fishCount is an integer time */
silk:opposegfishCount(?s,?r,?f,?C1) fishCount(?s,?r,?f,?C2)) : ?C1 = ?C2;

[* Action/event description that specifies causal change, i.e., effect on next state */

@tdfl1 fishCount(?s+1,?r,?f,0) : occurs(%,discharge,?j and occupies(?,?r);

/| * Persistence (Aframeo) axiom */
@pefcl fishCount(?s+1,?r,?f,?p) : fishCount(?s,?r,?f,?p);

[* Action effect axiom has higher priority than persistence axiom */
silk:overrides(tdfl,pefcl);

/* An action instance occurs */
@UhONh occurs(1,toxicDischarge,Squamish);

As desired: |= fishCount(1,Squamish,trout,400),
fishCount(2,Squamish,trout,0);

Notes: @é d e c & rale tags ? prefixes a variable. : means if. != meand . opposes indicates
an exclusion constraint between two |ifera
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E-Commerce EXx. of Causal Process Reasoning (in SIL}

[* E-commerce delivery logistics. */

/* Initial fact, and prevention constraint that location is unique */
loc(0,PlasmaTV46,WH_LasVegasNV);
silk:opposegloc(?s,?item,?posnl), loc(?s,?item,?posn2))y ?posnl != ?posn2;

[* Action/event description that specifies causal change, i.e., effect on next state */
@movlloc(?s+1,?item,?addr) andhegloc(?s+1,?item,?warehouse)

.- shipment(?s,?item,?warehouse,?addrand loc(s,?item,?warehousg
/| * Persistence (fiframed) axioms about | ocat
@pelocl loc(?s+1,?item,?posn)-:loc(?s,?item,?posi;
[* Action effect axiom has higher priority than the persistence axioms */
silk:overrides(movl,pelocl);
silk:overrides(mov1,peloc?2);

/* An action instance occurs */
@de7 shipment(1, PlasmaTV46 WH_LasVegasNV, 9 Fog_ St SeattleWA);

As desired: |= loc(2, PlasmaTV46, 9 Fog St SeattleWA);
/|£ loc(2, PlasmaTV46WH LasVegasNV);
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Trust Mgmt. Ex. of HigherOrder Defaults (in SILK)

illustrating also basic Knowledgével Communication, and Frame syntax

In Frame syntax: subject[property -> object] stands for property(subject,objec).

[*  Trust policy administration by multiple agents, about user permissions */

[* Admin. Bob controls printing privileges including revocation (neg). */

Bob[controls -> print]; Bob[controls -> negprint]; /* negprint means it is disallowed.*/
Carafcontrols -> ?priv]; /* Cara is the most senior admin., so controls all privileges. */

/* If an administrator controls a privilege and states at a time (t) that a user has a privilege,
then the user is granted that privilege. Observe thatgtiv is a higherorder variable. */
@grant(?t) ?priv (?user) - ?admin[states(?t)-> ?priv (?user)] and ?admin[controls(Driv )];

[* More recent statements have higher priority, in case of conflict. */
silk:overrides(grant(?t2), grant(?tl)) :- ?t2 > ?t1;

[*AdminsBob and Cara make conflicting statement
Cara[states(2007)> print(Ann)]; Cara[states(2007)-> webPag€Ann)];
Bob[states(2008)}> negprint(Ann)];

As desired: |[= negprint(Ann); webPag€Ann);
[* Currently, Ann is permitted a webpage but not to print. */

Notes: @[ é ] d eacruledag.e?prefixes a variable. : means if. '= meand .negis strong negation.
There is an implicit exclusion 6ilk:opposeg between P anchegP, for every literal P.
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Physics Ex. of Contextual Assumptions (in SILK

[ * nNnP8: Joe drops a glove from the torg

How | ong does the fall take in seco
/I Initial problem -specific facts
AP_problem(P8); fall_event(P8); P8[height>100];
// Action description that specifies causal implications on the continuous process
?e[time->((2 * ?h / ?7n)"0.5)] - fall_event(?e) and ?e[height>?h, net_accel>?n];
?e[net_accel>(?g- ?a)] :- fall_event(?e) and

?e[gravity _accel>?g, air_resistance_acceb?a];

Il Other facts
?e[gravity_accel>9.8] :- loc(?e, Earth);
?e[gravity _accel>3.7] - loc(?e, Mars);
/I Contextual assumptions for answering Advanced Placement exam (AP) problems
@implicit_assumption loc(?e, Earth) - AP_problem(?e);
silk:opposegloc(?e, Earth), loc(?e, Mars));
@implicit_assumption ?efair_resistance_accebO0] :- AP_problem(?e);
silk:overrides(explicitly _stated, implicit_assumption);

As desired: |= P8phet accel>9.8, time>4.52]; //4.52 = (2*100/9.8)"0.5
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Physics Ex. of Contextual Assumptions (in SILK

[ * AP8: Joe drops a gl owmarsfrom the to
How | ong does the fall take in seco

/[* Initial problem -specific facts*/

AP_problem(P8); fall_event(P8); P8[height>100];

@explicitly _stated loc(P8,Mars);

As desired: |= P8phet _accel>3.7, time->7.35; // 7.35 = (2*1008.7/)"0.5];
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Trust: compliance, policies, e.g. financial services
Info integration, ontology mapping, business reporting

Processes: poliegased workflow, causal action effects,
Semantic Web Services

NB: (2.}(4.) are interleaved.
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Challenge: Capturing Semantics
around Policies

A Deep challenge is to capture the semantics of d
and processes:

I Torepresentmonitor, andenforcepoliciesi
e.g., trust and contracts

I To mapbetween definitions of policy entities,
e.g., In financial reporting

I ToIntegratepolicy-relevant information
powerfully

11/4/2010 Copyright 2010 by Vulcan Inc., Benjamin Grosof, Mike Dean, and Michael Kifer. All Rights Reserved. 37



Policies for Compliance and Trust Mgmt.:
Role for Semantic Web Rules

A Trust Policies usually well represented as rules
I Enforcement of policies via rule inferencing engine

I E.g., Rolebased Access Control
A This is the most frequent kind of trust policy in practical deployment today.

I W3C P3P privacy standard, OASIS XACML, XML access
control emerging standard,

A Ditto for Many Business Policies beyond trust arena, tc

I n"nGrayo areas about whether
compliance, regulation, risk management, contracts, governz
pricing, CRM, SCM, etc.

I Often, authorization/trust policy is really@art of overall contrac
or business policy, at applicatidevel. Unlike authentication.

I Valuable to reuse policy infrastructure
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Trust Policies and Compliance in
US Financial Industry Today

A Ubiquitous highstakes Regulatory Compliance
requirements

| Sarbanes Oxley, SEC (also in medical domain: HIPAA), etc.
A Internal company policies about access, confidentiality,

transactions

I For security, risk management, business processes, governar
A Complexities guiding who can do what on certain business data
A Often implemented using rule techniques

A Often misunderstood or poorly implemented leading to vulnerabil

A Typically embedded redundantly in legacy silo applications, requ
high maintenance

A Policy/Rule engines lack interoperability
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Example Financial Authorization Rules

Classification | Application

Rule

Merchant Purchase Approval If credit card has fraud reported oh
it, or is over limit, do not approve.
Mutual Funds Rep trading ANBl ueoSkyate re

repds cust omer sj|.

Mortgage Company | Credit Application

TRW upon receiving credit
application must have a way of
securely identifying the request.

Brokerage Margin trading Must compute current balances aj
margin rules before allowing tradg.

Insurance File Claims Policy States and Policy type mus
match for claims to be processed

Bank Online Banking User can look at own account.

All Householding For purposes of silo (e.g.,

statements or discounts), aggregéat

accounts of all family members.
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Verticals that appear good candidates for
Early Adoption of SW Rules for Privacy

A Financial
I Cf. discussion earlier in this talk

I Historically, an early adopter of information technology overall esp. for
Integration

I Large sector of global economy
I Privacy/trust policies very important, distributed & heterogeneous
A Medical
I Privacy/trust policies very important, distributed & heterogeneous
I Expecting help on privacy from information technology
I Large sector of global economy
A Police/Military
I Privacy/trust policies very important, distributed & heterogeneous
I Looking for help on privacy from information technology

I Major funder of SW basic research to date, e.g., DARPA Agent Markup
Language program 20€&ZD05

A In many other realms, there is a large gap betweesaledss. avowed preferences
for value of privacy/confidentiality.
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Advantages of Standardized SW Rule:

A Easier Integration: with rest of business policies and
applications, business partners, mergers & acquisition:

A Familiarity, training
A Easier to understand and modify by humans

A Quality and Transparency of implementation and
enforcement

I Provable guarantees of implementation behavior
A Reduced Vendor Loekn
A Expressive power

I Principled handling of conflict, negation, priorities
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Advantages of SW RI
| ocl of Business Value

A Reduced system dev./maint./training costs
A Better/faster/cheaper policy admin.
A Interoperability, flexibility and rause benefits

A Greater visibility into enterprise policy implementation :
better compliance

A Centralized ownership and improved governance by S
Management

A Rich, expressive trust management language allows b
conflict handling in policydriven decisions

11/4/2010 Copyright 2010 by Vulcan Inc., Benjamin Grosof, Mike Dean, and Michael Kifer. All Rights Reserved. 43



Some Answers to:
NWhy does SW SWS Ma

A1l . iDeat h. T arkeyersalways with ue

A2 . fiBusi ness processEe

bet ween organi z a baladddn S
programs cross org./app. boundaries, both-mnd inter enterprise.

A3.i 1 t dutematedhk@mowledgec o n o my |,

- The world is moving towards a knowledge economy. And itis
moving towards deeper and broader automation of business proc
The first step is automating the usestricturecknowledge.

I Theme: reuseof knowledge across multiple tasks/apps/orgs
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SW Early Adoption Candidates
High-Level View

Ai Deat h. Taxes.
A Application/Info Integration:
I Intra-enterprise

AEAI, M&A; XML infrastructure trend
I Inter-enterprise
AE-Commerce: procurement, SCM

I Combo
ABusiness partners, extranet trend
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SW Adoption Roadmap:
Strategy Considerations

A Likely first uses in a lot of B2B interoperability or
heterogeneoumfo-integration intensive applications (e.g., finance, tra
I Actually, probably #intra-enterprise, e.g., EAI

A Reduce costs of communication in procurement, operations, custome
service, supply chain ordering and logistics

I Increase speed, create value, increase dynamism
I macro effects create

A stability sometimes (e.g., supply chain reactions due to lag; ott
negative feedbacks)

A volatility sometimes (e.qg., perhaps financial market swings)
I Increase flexibility, decrease lotk
A Agility in business processes, supply chains
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Outline of Part A. Intro & Uses

Overview of tutorial, and get acquainted
What are: Rules on the Web, Semantic Rules/Web/Tech
Uses and Kinds of rules
Commercial, web. Current, envisioned.
Requirements. Business value, IT lifecycle.
Strategic roadmapping of future adoption
Example Use Cases
E-commerce: pricing/ordering policies, contracts
E-science: ecological process
Trust: compliance, policies, e.g. financial services
Info integration, ontology mapping, business reporting

Processes: poliegased workflow, causal action effects,
Semantic Web Services

NB: (2.}(4.) are interleaved.
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Ontology TranslationVia Rules

A Use rules to represent mappings from data source
to domainontologies

I Rules can be automatically or manually
generated

I Can support unit of measure conversion and
structural transformation

A Example using SWRL

I http://www.daml.org/2004/05/sww|
translation/Overview.html

A http://snoggle.semwebcentral.org
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Uses of Semantic Rules for XBRL

A Ontology mappings: contextual, reformulation
I Examples
Price with vs. without shipping, tax
Earnings last 4 gtrs vs.{last 3 gtrs + forecast next qtr}
Profit with vs. without depreciation
Historical info when statutory treatment changes
Implicit context: use a typical definition of revenue
I Yourvs. my preforma or analytic view
A Between companies, governmental jurisdictions
I Exception handling, special cases, -tinge events

A  Footnotes iwhere the real act.i
A Example: Revenue includes sale of midtown NYC headquarters |

Too T Too o T
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Example: Exception in Ontology Translation (in SILK)

[* Company BB reports operating earnings using R&D operating cost which includes
price of a small company acquired for its intellectual property. Organization GG
wants to view operating cost more conventionally which excludes that acquisition
amount. We use rules to specify the contextual ontological mapping. */

@normallyBringOver ?cateq GG)(?item) :- ?categ BB)(?item);
@acquisitionsAreNotOperating neg?cated GG)(?item) :-

acquisition(GG)(?item) and (Tated GG) ## operating(GG));
silk:overrides(acquisitionsAreNotOperating, normallyBringOver ); /* exceptional */
acquisition(GG)(?item) :- price_of acquired R _and_D_ companid8B)(?item);
R _and_D_salarie$BB)(p1001); pl00l[amount> $25,000,000];
R_and_D_overhea@BB)(p1002); pl002[amount> $15,000,000];

price_of acquired R _and _D_compani€8B)(p1003); p1003[amount> $30,000,000];
R _and_D_ operating_co9BB)(p1003); /* BB counts the acquisition price item in this category */

R_and_D_operating_co9iGG) ## operating(GG);

Total(R_and_D_operating_cosi{BB)[amount-> $70, 000, 0007 ; /' * roll ed wuf

Total(R_and_D_ operating_cos{GG)[amount->?x]:-¢ ; [ * r ol | up the 1 tems

As desired: |= R _and D salarie§ GG) (p1001); ¢€
negR_and D operating cost GG) ( p1003) ; [ * G

Total(R_and_D_operating_cos{GG)[amount -> $40,000,000

Notation: @é dec | ar e s?paefixesialvagiable.a means if. X ## Y means X is a
subclass of Y.silk:overrides(X,Y) means X is higher priority than Y.
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Equational Ontological Conflicts
In Financial Reporting

# of customers = # of end_customers  # of customers = # of end_customers

+ # of distributors + # of prospective customers
Gross Profit = Net Sales 1 Cost of Gross Profit = Net Sales 1 Cost of
Goods Goods 1 Depreciation
P/E Ratio = Price / Earnings(last 4 P/E Ratio = Price/ [Earnings(last 3
Qtr) Qtr) + Earnings(next quarter)]
Price = Nominal Price + Shipping Price = Nominal Price + Shipping +
Tax

N heterogeneity in the way data items are calculated from other
data items in terms of definitional equationso
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Slide also by Aykut Firat and Stuart Madnick

EOC Iin Primark Databases

Top 25 US Co. by Net Sale€sclosure DB
Rank  Company NetSales( 0 0 O [Dase)

1 General Motors Corp ~ 12/31/95
Ford Motor Co " 12/31/95
Exxon Corp
Wal Mart Stores Inc

Mobil Corp
International Business M71,904,000

2
3
4
5 AT&T
6
7
8 General Electric Co 70,028Top 25 Int&
Rank
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Co by Net Sales\{/orldscopeDB)
et Sales( 0 0 O Dase)

Primark was a company 163,861,10¢ 12/31/95

that owned: | |- e .

A Disclosure 8 Exxon Corp 12/31/95

AWworldscope | |- -

A DataStream 16 International Business 12/31/95

Information services 17 General Electric Co 12/31/95
20 Mobil Corp 12/31/95

66,848,468 03/31/96

-’

)




Solution Approach: ECOIN

Extended COntext INterchange MIT Sloan prototype
E-Shopping App. (Financial Info is ubiquitous in e-bi

pokemon 13.3

starwars 30.1 | Results

Query
Prices of Products
Cheaper in eToys
compared to

- d20
pokemon | 17 40
starwars 45 é
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ECOIN Approach, continued

AContextbased loosekgoupled integration

ASymbolic Equation Solving combined with LP
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