We thought we had this stuff
figured out back in the 1970s.
What went wrong?
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/What I’m planning to say...

¢ What we thouyght we knew

e What happened next
(PC's and the Internef)

e What went wrony
(neglect of complete mediation)

e What happened in UNIX
(buffer overflows)

¢ What went wrong
(neylect of complete mediation)

e Analysis: Why?
(more trouble ahead...)

p
Two models

e Discretionary
objects

actors |15, é r'rﬁiss'/dﬁg

.................................

....................................

...........................................

e Mandatory
Read:

level classification = level clearance

hwm <= MAX (hwm, level classiﬁcatior)
Write:

level classification = level hwm

(where hwm is a high-water mark)
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Progress report...

(neylect of complete mediation)

(PC's and the Internef)
e What happened in UNIX
(neglect of complete mediation)

v What we thought we knew
(buffer overflows)

= What happened next

e What went wrony
e What went wrony

e Analysis: Why?

(more trouble ahead...)

L

ARPANET GEOGRAPHIC MAP, OCTOBER 1980

AN SATELLITE CIRCUIT
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(NOTE: THIS MAP DOES NOT SHOW ARPA’S EXPERIMENTAL SATELLITE CONNECTIONS)
NAMES SHOWN ARE IMP NAMES, NOT (NECESSARILY) HOST NAMES
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P Virex on-access scanning unreliable 2006-02-28
hahn math hu-berlin de

p Mozilla Thunderbird : Multiple Information Disclosure Vulnerabilities 2006-02-28
Renaud Lifchitz (r lifchitz sysdream com)

b [security bulletin] SSRT061118 rev.1 - HP System Management Homepage (SMH) Running on
Windows: Remote Unauthorized Access 2006-02-28
security-alert hp com

P (PHP) mb_send_mail security bypass 2006-02-28
ced clerget free fr

b (PHP) imap functions bypass safemode and open_basedir restrictions 2006-02-28
ced clerget free fr

b MyBE 1.3 NewSQL Injection 2006-02-28
oy 6 hotmail com

b QwikiWiki v1.4 XSS Vulnerability 2006-02-28
drdeath_2006 linuxmail org

p EI3 TOPo - Cross Site Scripting Vulnerability 2006-02-28
mall yunusemreyilmaz com

» FarsiNews 2.5Pro Exploit 2006-02-28
hessamx hessamx net

P Fedex Kinkos Smart Card Authentication Bypass 2006-02-28
Lance James (bugtrag securescience net)
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Why was this design principle,
which is so fundamental to
security, neylected?
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/Why was this design principle,
which is so fundamental to
security, neglected?

1. Rapid rise of the PC

2. Rapid rise of the Internet

3. Government interference

P
next...

v What we thought we knew

vV What happened next
(PC's and the Internef)

vV What went wrony
(neylect of complete mediation)

= What happened in UNIX
(buffer overflows)

¢ What went wrony
(neglect of complete mediation)

e Analysis: Why?
(more tfrouble ahead...)
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Buffer overflow exploitation

memory
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p
next...

v What we thought we knew

vV What happened next
(PC's and the Internef)

vV What went wrony
(neglect of complete mediation)

vV What happened in UNIX
(buffer overflows)

= What went wrony
(neglect of complete mediation)

e Analysis: Why?
(more tfrouble ahead...)
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( Complete Mediation

Always ask three questions...

1. Authentication:
Who made the request?

2. Integrity:
Has anyone tampered with it?

3. Authorization:
Is this request permitted?
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Return instruction:

load program_counter from return_point;
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P
next...

v What we thought we knew

vV What happened next
(PC's and the Internef)

vV What went wrony
(neylect of complete mediation)

vV What happened in UNIX
(buffer overflows)

vV What went wrony
(neglect of complete mediation)

= Analysis: Why?
(more trouble ahead...)
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(The future...

Is security going to improve?
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The future...

Is security going to improve?

Nol

1. Technology change:

d(technology)
dt

is oo laryge!

2. Can’t keep up with all of the
elves.
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‘The reall security challenge:

How do you keep people from
doiny stupid things?
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