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Studies on Improving Adversarial Robustness

e Specialized learning algorithms / loss functions / data preprocessing / unlabeled data ...
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Studies on Improving Adversarial Robustness

e Specialized learning algorithms / loss functions / data preprocessing / unlabeled data ...
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Intrinsic influence of neural network architectures
on adversarial robustness?
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Robust Architecture Search Framework



Robust Architecture Search Framework

One-shot robust NAS

e PGD adversarial training for supernet
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Robust Architecture Search Framework

One-shot robust NAS

Robustness evaluation

e PGD adversarial training for supernet e 1,000 randomly sampled candidates
e finetune a few epochs for individual

« after finetune * before finetune
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Observation #1:

Densely connected pattern benefits network robustness

Strong correlation between Architecture Density & Robustness
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Observation #2:

Architecture strategy under computational budget

Under small computational budget,
adding convolution operations to direct edges is more effective
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Observation #3:

FSP matrix distance as robustness indicator

A robust network has a lower FSP matrix loss in the deeper cells of network
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Family of Robust Architectures (RobNets)

e RobNets exhibit superior robustness on CIFAR, SVHN, ImageNet, etc. with fewer parameters

Robust Accuracy (%)

~. RobNet Family

@ RobNet-free

A ,/’ \ @ RobNet-large
I' O \ @ RobNet-medium
4 1 RobNet-small
(4 ]
’I : VGG-16
'l 'l ResNet-18
I I @ ResNet-50
50 | h & .
I . I Q % @ MobileNetV2
' ® / 1‘0,' @ ResNeXt-29 (2x64d)
\‘ / @ WideResNet-28-10
48 \‘- = P DenseNet-121
@
46 ®
O O
44 >
10 20 30 40

Number of Parameters (M)



Check out our models at...

https://github.com/gmh14/RobNets https://www.mit.edu/~yuzhe/robnets.html

E Source Code [i] Project Page
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